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Module 19

Lecture: Bluetooth low energy - Wireless



Bluetooth Low Energy

You will learn in this module

= [ntroduction to Communication
* Internet
* Internet of Things
* Challenges

= Wireless
e Encode
e  Transmit
e Decode

» Radio
* Frequencies
* Channels

:l___B.SpF
2.4nH 2.4GHz

CC2650 microcontroller
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- Modem =
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Motivation

2 nodes
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Number of Links
N

= . n*(n-1)/2

0 5 10 15
Number of Nodes

Texas Instruments Robotics System Learning Kit: The Maze Edition

3 | Bluetooth low energy - Wireless SWRP221



What is the Internet?

C Node JW|Node JfNode [l Node

thernetRouter Modem

Node JfNode [ Node JfNode]

EthernetRouter

e EthernetRouter
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What is the Internet of Things?

Smart object

Microcontrolle Sensor

Smart object

Microcontrolle

Smart object

Microcontrolle

Central

Server

Actuator

Actuato Smart object

icrocontrolle

Sensor

Sensor
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Challenges

Standardization
 Bluetooth Low Energy, Simple Network Processor

» Interoperability
» Technologies, vendors, companies

= Evolution
* Incremental/continuous vs revolutionary

= Stability
= Abstraction
= Scalability, 50 million to 50 billion

= Security
» Confidentiality, integrity, availability

Texas Instruments Robotics System Learning Kit: The Maze Edition
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Wireless Communication

Transmitter Receiver
Channel

Data%' 4 Energ >’—>
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Radio

3kHz 3MHz 3 GHz 3 THz 3 PHz 3 EHz 300 EHz
) Radio . Micrc')waw? Infrared UV rays | Xrays | Gamma rays
/ S ] . .
Broadcast ' GPS OEther Visable light
y L i
TV Some wifi A cellpho. _\flf,lble light ranges from 430-770 THz

cellphones BLE

Bluetooth communication occurs in the microwave band at about 2.4 GHz
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8 | Bluetooth low energy - Wireless SWRP221



Wifi

9

Standard

Description

Wifi

Up to 600 Mbits/sec

Fixed wide frequency channels
Requires lots of power

Support for 2.4 and 5 GHz channels
Extensive security features
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Bluetooth/BLE

Standard

Description

Wifi

Up to 600 Mbits/sec

Fixed wide frequency channels
Requires lots of power

Support for 2.4 and 5 GHz channels
Extensive security features

Bluetooth/BLE

Very low power

BT up to 2 Mbps

Massive deployed base

Frequency hopping

Good performance in congested/noisy environment
Ease of use

No roaming
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ZigBee

Standard

Description

Wifi

Up to 600 Mbits/sec

Fixed wide frequency channels
Requires lots of power

Support for 2.4 and 5 GHz channels
Extensive security features

Bluetooth/BLE

Very low power

BT up to 2 Mbps

Massive deployed base

Frequency hopping

Good performance in congested/noisy environment
Ease of use

No roaming

ZigBee

Very low power

Fixed channels
Complex mesh network
250 kbps bandwidth
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Radio has 40 narrow bands

Each band is 1 MHz.

Wifi

Channel 11 \
o0
-
]

ST

BLE
Communication

Wifi
Channel 6

T L

BLE
Advertising

Wifi
Channel 1

—— P0V'C

1C0v'C

Kouanbai,]

SWRP221

Texas Instruments Robotics System Learning Kit: The Maze Edition

| Bluetooth low energy - Wireless

12



Low power

13

Connection Events
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Summary

Wireless Communication
» [nternet of Things

= Standardization

= Radio

= Low power

Antenna Antenna
2.4GHz
Inputs Radio Inputs
Frequency
Outputs (iak Outputs

Crystal
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Module 19

Lecture: Bluetooth low energy - Theory



Bluetooth Low Energy

2

You will learn in this module

» Client-server paradigm
* Request-response
= BLE
* Profile
e Service
e Characteristic
= CC2650
¢ Microcontroller
* RF radio
e Sensor interface
= CC2650 - MSP432 BLE Server

* SNP-SAP

| Bluetooth low energy - Theory
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BLE Advertising

Standby

Discovery

Connection
Slave
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Client-server

Service
gg?nurﬁgzsd:r -Characteristic

—— -Characteristic

Responses Service

h 'Characteristic

-Characteristic
MSP432/CC2650

SmartPhone
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Profile

Generic Attribute Profile (GATT)

Service

Characterisic
UUID=0xFFF1,R/W “‘Data”

Characterisic
UUID=0xFFF2,R,“Switches"

Characterisic
UUID=0xFFF3,W,“LEDs”

Characterisic
UUID=0xFFF4,Notify, "Count"

Texas Instruments Robotics System Learning Kit: The Maze Edition
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BLE layers

Generic Access |Generic AttributeProfile
Profile (GAP) (GATT)
Security AttributeProtocol
Manager (SM) (ATT)

Logical Link Control and
Adaption Protocol (L2CAP)

Controller

Host-Controller Interface (HCI)

TI SimpleLink™ Bluetooth log energy
CC2650 Module BoosterPack™

Link Layer (LL)

Physical Layer (PHY)

Texas Instruments Robotics System Learning Kit: The Maze Edition
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CC2650

7

CC2650 microcontroller

Main CPU
-Cortex M3
-128k Flash
-20k RAM

RF core
- Cortex MO
-ADC
- PLL

- Modem
12C Timers

UART SPI
12S
GPIO

Sensor

AES Controller

RTC

j___G.BpF
2.4nH
1PF onH 2nH
1pF
T1pF 2.4nH ;

2.4GHz
12pF

1.8pF
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CC2650 Single-chip solution
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CC2650 — MSP432 BLE Server

9

Server

Application Processor
-MSP432

Network Processor
-CC2650

| Bluetooth low energy - Theory

Antenna
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CC2650 — MSP432 BLE Server

CC2650BP

J1.1 3.3V
J4.35NRESET

13 Tx ' Reset

J1.4 R Do

2.2 M)I(:{DY g

J2'1 - DIO7
J2.19SRDY )

J2.20

GND
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Summary

Bluetooth Low Energy

Client — server

Profile, service, characteristic
Advertising

CC2650

CC2650-MSP432 system
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Module 19

Lecture: Bluetooth low energy - Simple Network Processor



Bluetooth low energy

You will learn in this module

= BLE server
 CC2650-MSP432 Interface
» Serial, interrupt driven

= Simple Network Processor
* Handshake
* Message protocol
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Reset

= MSP432 is master 11 CC2650BP
« MSP432 can reset CC2650 74 35NRESET ;-3Vt
> eSe!
J1.3 Tx A
= CC2650 is slave j;‘z‘ m —— L&
= Command/response protocol TR T g:g;
J2.20 -

< 10ms >

Reset

MRDY (high)
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MSP432 to CC2650 message

J1.1
J4.35NRESET
113 Tx g
J1.4 Rx
J2.2 MRDY
J2.19 SRDY
J2.20
Reset (high)
TX (high)
3)Message
RX
1 1 4
MRDY | [
2 5
SRDY [
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CC2650 to MSP432 message

J1.1
J4.35NRESET
J1.3 Tx
J1.4 Rx
J2.2 MRDY
J2.19SRDY
J2.20
Reset (high)
3)Message
TX ]
RX (high)
2 3
MRDY B
1 4
SRDY
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Advertising

Length Command Payload
SOF L 0 CO C1 FCS

<«—— | bytes ——

const uint8 t NPI_GATTSetDeviceNameMsg[] = {
SOF,18,0x00, // length = 18

0x35,0x8C, // Set GATT Parameter
Ox01, // Generic Access Service
0x00,0x00, // Device Name

.S.,.h',.a.,'p.,.e.,. .,.t".h.,-e.,
: .,.W',.O.,'r.,.l.,.d.,
OX77}; // FCS
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Advertising

Length

Command

Payload

SOF

L

0

CO

C1

FCS

<«——— L byteS ——

GATT Set DeviceName
LP->SNP FE,12,00,35,8C,01,00,00,53,68,61,70,65,20,74,68,65,20,57,6F,72,6C,64,DE
SNP->LP FE,01%00,75,8C,00,F8

SetAdvertisementl

LP->SNP FE,O0B,00,55,43,01,02,01,06,06,FF,0D,00,03,00,00,EE
SNP->LP FE,02500,55,43,00,17

SetAdvertisement?2

LP->SNP FE,1B,00,55,43,00,10,09,53,68,61,70,65,20,74,68,65,20,57,6F,...,00,0C
SNP->LP FE,04w00,55;43,00,17
StartAdvertisement

LP->SNP FE,OE,00,55,42,00,00,00,64,00,00,00,00,01,00,00,00,C5,02,BB

SNP->LP FE,033500,55,05,08,00,00,5B
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Add service

8

Length Command Payload
SOF L 0 CO C1 FCS

<«—— | bytes ——

Add service
LP->SNP FE,03,00,35,81,01,F0,FF,B9
SNP->LP FE,Q2300,75,81,00,F5
Add CharValuel
LP->SNP FE,08,00,35,82,03,0A,00,00,00,02,F1,FF,BA
SNP->LP FE,08900,75,82,00,1E,00, EA
Add CharDescriptorl
LP->SNP FE,0B,00,35,83,80,01,05,00,05,00,44,61,74,61,00,0C
SNP->LP FE,04%00,75,83,00,80,1F,00,6D
Register service
LP->SNP FE,Q0%00,35,84,B1
SNP->LP FE,05300,75,84,00,1C,00,29,00,C1

| Bluetooth low energy — Simple Network Processor
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Write indication

9

Length Command Payload

SOF FCS
<«—— | bytes ——
Write Indication Handle Offset
Write Data=5 x Connection Response? \ Da\ta
SNP->LP FE 08,00, 5 ,88,(%,00,lE,OO,(ﬁ,O0,00,0S,CF

LP->SNP FE,08,00,55,88,00,00,00,DE

/ 4
Status

Write Confirmation Connection

| Bluetooth low energy — Simple Network Processor Texas Instruments Robotics System Leal
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Read indication

Length Command Payload
SOF L 0 CO C1 FCS

<«—— | bytes ——

Read Indication Handle

Connection \ Offset Max

Read Switch=1 \ \ \ \
SNP->LP FE,08,00,55,87,00,00,21,00,00,00,9D,00,66

LP->SNP FE,08,00,55,87,00,00,00,21,00,00,00,01,FA

/ / /
Status Handle Data

Read Confirmation Connection Offset
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Summary

Bluetooth Low Energy
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IMPORTANT NOTICE FOR TI DESIGN INFORMATION AND RESOURCES

Texas Instruments Incorporated (‘TI”) technical, application or other design advice, services or information, including, but not limited to,
reference designs and materials relating to evaluation modules, (collectively, “Tl Resources”) are intended to assist designers who are
developing applications that incorporate TI products; by downloading, accessing or using any particular TI Resource in any way, you
(individually or, if you are acting on behalf of a company, your company) agree to use it solely for this purpose and subject to the terms of
this Notice.

TI's provision of Tl Resources does not expand or otherwise alter TI's applicable published warranties or warranty disclaimers for Tl
products, and no additional obligations or liabilities arise from TI providing such Tl Resources. Tl reserves the right to make corrections,
enhancements, improvements and other changes to its TI Resources.

You understand and agree that you remain responsible for using your independent analysis, evaluation and judgment in designing your
applications and that you have full and exclusive responsibility to assure the safety of your applications and compliance of your applications
(and of all TI products used in or for your applications) with all applicable regulations, laws and other applicable requirements. You
represent that, with respect to your applications, you have all the necessary expertise to create and implement safeguards that (1)
anticipate dangerous consequences of failures, (2) monitor failures and their consequences, and (3) lessen the likelihood of failures that
might cause harm and take appropriate actions. You agree that prior to using or distributing any applications that include TI products, you
will thoroughly test such applications and the functionality of such Tl products as used in such applications. Tl has not conducted any
testing other than that specifically described in the published documentation for a particular TI Resource.

You are authorized to use, copy and modify any individual TI Resource only in connection with the development of applications that include
the Tl product(s) identified in such TI Resource. NO OTHER LICENSE, EXPRESS OR IMPLIED, BY ESTOPPEL OR OTHERWISE TO
ANY OTHER TI INTELLECTUAL PROPERTY RIGHT, AND NO LICENSE TO ANY TECHNOLOGY OR INTELLECTUAL PROPERTY
RIGHT OF TI OR ANY THIRD PARTY IS GRANTED HEREIN, including but not limited to any patent right, copyright, mask work right, or
other intellectual property right relating to any combination, machine, or process in which TI products or services are used. Information
regarding or referencing third-party products or services does not constitute a license to use such products or services, or a warranty or
endorsement thereof. Use of TlI Resources may require a license from a third party under the patents or other intellectual property of the
third party, or a license from TI under the patents or other intellectual property of TI.

TI RESOURCES ARE PROVIDED “AS I1S” AND WITH ALL FAULTS. TI DISCLAIMS ALL OTHER WARRANTIES OR
REPRESENTATIONS, EXPRESS OR IMPLIED, REGARDING TI RESOURCES OR USE THEREOF, INCLUDING BUT NOT LIMITED TO
ACCURACY OR COMPLETENESS, TITLE, ANY EPIDEMIC FAILURE WARRANTY AND ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT OF ANY THIRD PARTY INTELLECTUAL
PROPERTY RIGHTS.

TI SHALL NOT BE LIABLE FOR AND SHALL NOT DEFEND OR INDEMNIFY YOU AGAINST ANY CLAIM, INCLUDING BUT NOT
LIMITED TO ANY INFRINGEMENT CLAIM THAT RELATES TO OR IS BASED ON ANY COMBINATION OF PRODUCTS EVEN IF
DESCRIBED IN TI RESOURCES OR OTHERWISE. IN NO EVENT SHALL TI BE LIABLE FOR ANY ACTUAL, DIRECT, SPECIAL,
COLLATERAL, INDIRECT, PUNITIVE, INCIDENTAL, CONSEQUENTIAL OR EXEMPLARY DAMAGES IN CONNECTION WITH OR
ARISING OUT OF TI RESOURCES OR USE THEREOF, AND REGARDLESS OF WHETHER TI HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

You agree to fully indemnify Tl and its representatives against any damages, costs, losses, and/or liabilities arising out of your non-
compliance with the terms and provisions of this Notice.

This Notice applies to TI Resources. Additional terms apply to the use and purchase of certain types of materials, Tl products and services.
These include; without limitation, TI's standard terms for semiconductor products http://www.ti.com/sc/docs/stdterms.htm), evaluation
modules, and samples (http://www.ti.com/sc/docs/sampterms.htm).

Mailing Address: Texas Instruments, Post Office Box 655303, Dallas, Texas 75265
Copyright © 2018, Texas Instruments Incorporated
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