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1 System Description

Based on the AM438x EVM, the TIDEP-0093 design is a kickstarter for customers wanting to design a
module or system for EPOS. The TIDEP-0093 design uses the Sitara AM438x, TPS65218x, and TCA5013
devices.

The TI AM438x high-performance processors are based on the ARM Cortex-A9 core. The processors are
enhanced with payment card peripherals and logical and physical security to help customers meet PCI
requirements. The devices support high-level operating systems (HLOS). Linux is available free of charge
from TI. The devices offer an upgrade to systems that are based on lower-performance ARM cores,
provide updated peripherals (including memory options such as QSPI-NOR and LPDDR2), and support
the security features typically required for PCI-PTS. AM438x integrates key peripherals often required in
payment terminals: smart card reader and magnetic card reader. ¥ 1 shows the Sitara AM438x.

1. Sitara AM438x

The TPS65218x is a power management solution for AM438x with special rails to power AM438x’s tamper
module. The TPS65218x provides three step-down converters, three load switches, three general-purpose
I0s, two battery backup supplies, one buck-boost converter, and one low-dropout (LDO) regulator. The
system can be supplied by a single-cell Li-lon battery or regulated 5-V supply. A coin-cell battery can be
added to supply the two always-on backup supplies. ¥ 2 shows the TPS65218x.

2. TPS65218x
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The TCA5013 is designed to seamlessly work with AM438x. The TCA5013 is a smart card interface IC
that is targeted for use in point of sale (POS) terminals. The device enables POS terminals to interface
with EMV4.3, ISO7816-3, and 1SO7816-10 compliant cards. The device supports up to three secure
access module (SAM) cards in addition to one user card. & 3 shows the TCA5013.

K& 3. TCA5013
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2 System Overview
2.1 Block Diagram
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K 4. EPOS EVM System Block Diagram

4 A4 (EPOS) 37142451t ZHCU253-June 2017

TIDUD72 — http://www-s.ti.com/sc/techlit/TIDUD72
fitAL © 2017, Texas Instruments Incorporated


http://www.ti.com.cn
http://www-s.ti.com/sc/techlit/TIDUD72.pdf

13 TEXAS
INSTRUMENTS

www.ti.com.cn

System Overview

2.2

221 AM438x

Highlighted Products

The TI AM438x high-performance processors are based on the ARM Cortex-A9 core. The processors are
enhanced with payment card peripherals and logical and physical security to help customers meet
payment card industry (PCI) requirements.

The devices support HLOS. Linux is available free of charge from TI. The devices offer an upgrade to
systems that are based on lower-performance ARM cores, provide updated peripherals (including memory
options such as QSPI-NOR and LPDDR?2), and support the security features discussed in this design

guide.
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K 5. AM438x Functional Block Diagram

The processor subsystem is based on the ARM Cortex-A9 core, and the PowerVR SGX™ graphics
accelerator subsystem provides 3D graphics acceleration to support display and advanced user interfaces.
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The programmable real-time unit subsystem and industrial communication subsystem (PRU-ICSS) is
separate from the ARM core and allows independent operation and clocking for greater efficiency and
flexibility. The programmable nature of the PRU-ICSS, along with the system's access to pins, events, and
all system-on-chip (SoC) resources, provides flexibility in implementing fast real-time responses,
specialized data handling operations, custom peripheral interfaces, and in offloading tasks from the other
processor cores of the SoC.

High-performance interconnects provide high-bandwidth data transfers for multiple initiators to the internal
and external memory controllers and to on-chip peripherals. The device also offers a comprehensive
clock-management scheme. The on-chip analog-to-digital converter (ADCOQ) can couple with the display
subsystem to provide an integrated touch-screen solution. There is also an EMV-compliant ISO7816
interface (smart card) interface and magnetic card controller (ADC1).

The real-time clock (RTC) provides a clock reference on a separate power domain. The clock reference
enables a battery-backed clock reference.

The camera interface offers configuration for a single- or dual-camera parallel port.

The physical protection subsystem adds enclosure protection to the secure features offered by the
AMA438x processors, which include cryptography acceleration and secure boot. Enclosure protection helps
customers design products that detect when the casing is opened and protect sensitive parts of the circuit
with a wire mesh. Tamper protection monitors voltage, temperature, and crystal frequency so system
designers can detect external attacks.

In addition, the partial ARM TrustZone® technology allows system designers to configure memory for
secure storage and protect against software attacks.

6
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222 TPS65218x

The TPS65218x provides three step-down converters, three load switches, three general-purpose 10s, two
battery backup supplies, one buck-boost converter, and one LDO. The system can be supplied by a single
cell Li-lon battery or regulated 5-V supply. A coin-cell battery can be added to supply the two always-on
backup supplies. The device is characterized across a —40°C to 105°C temperature range, which makes it
suitable for various industrial applications.
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K 6. TPS65218x Functional Block Diagram
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The I?C interface provides comprehensive features for using the TPS65218x. All rails, load-switches, and
GPIOs can be enabled or disabled. Voltage thresholds for the undervoltage lockout (UVLO) and
supervisor can be customized. Power-up and power-down sequences can also be programmed through
I>C. Interrupts for overtemperature, overcurrent, and undervoltage can be monitored as well.

The integrated voltage supervisor monitors DC-DC 1 through 4 and LDO1. The supervisor has two
settings; the standard settings only monitor for undervoltage while the strict settings implement tight
tolerances on both undervoltage and overvoltage. A power good signal is provided to report the regulation
state of the five rails.

The three hysteretic step-down converters can each supply up to 1.8 A of current. The default output
voltages for each converter can be adjusted through the I?C interface. DC-DC 1 and 2 feature dynamic
voltage scaling with adjustable slew rate. The step-down converters operate in a low power mode at light
load and can be forced into PWM operation for noise sensitive applications.

The battery backup supplies consist of two low-power step-down converters optimized for very light loads
and are monitored with a separate power good signal. The converters can be configured to operate as
always-on supplies with the addition of a coin-cell battery. The state of the battery can be monitored over
I*C.

8
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223 TCA5013

The TCA5013 is a smart card interface IC that is targeted for use in POS terminals. The device enables
POS terminals to interface with EMV4.3, 1ISO7816-3, and ISO7816-10 compliant cards. The device

supports up to three SAM cards in addition to one user card.
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7. TCA5013 Functional Block Diagram
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The TCA5013 operates from a single supply and generates all the card voltages. The device is controlled
by a standard I>C interface and is capable of card activation and deactivation per EMV4.3 and 1SO7816-3
standards. In addition the device also supports ISO7816-10 synchronous cards. The TCA5013 has a 4-
byte FIFO that stores the answer to reset (ATR) sequence in ISO7816-10 type one cards. Synchronous
cards (1ISO7816-10 type one and type two) can be set up for automatic activation or manual activation.
The device has multiple power saving modes and also supports power saving in the smart card itself by
clock stop or lowering clock frequency to lowest allowable levels per the ISO7816-3 standards.

The TCA5013 has IEC 61000-4-2, 8-kV, contact discharge on all pins that interface with smart cards,
which enables the system to be resistant to ESD in the field without the requirement for external ESD
devices. The device is available in a 5-mmx5-mm BGA package. All 10 pins are securely surrounded by
other pins in the pinout of the device, which prevents the secure pins from being probed during device
operation.

10
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3 Hardware, Software, Testing Requirements, and Test Results

3.1 Required Hardware and Software

3.1.1 Hardware
The AM438x EPOS evaluation module (EVM) is a standalone test, development, and EVM system that
enables developers to write software and develop hardware around an AM438x processor subsystem.
The EPOS EVM also hosts TPS65218 and TCA5013 devices.
See the AM438x EPOS EVM Hardware's User's Guide[2] for getting started instructions and details on
hardware architecture of EPOS EVM.
The following hardware is required to get the smart card demonstration application:
* AM438x EPOS EVM
e SD card (the Tl processor SDK EPOS image requires at least 8GB of space)
» Power supply (5 V, 3 A) for the AM438x-based board
* Programmed SMART card

E: The smart card demonstration application uses an ACOS3 demo card. This smart card is
programmed with ACOS3 demo card Flash scripts.

3.1.2 Software
The AM438x EPOS SDK is a restricted-access software package that requires business approval and a
special NDA with TI before access is provided from the TI secure delivery portal (mySecure Software).
See 5 75 on how to request access.
Once access is given, the AM438x EPOS SDK package contains a software user's guide and additional
documentation for setting up and running the demonstration test applications.
With the required hardware, perform the following steps to replicate the software portion of the
demonstration.
For the purposes of this design guide, it is assumed that a Linux host machine is being used. Program the
SD card with the Linux processor SDK image using the following steps:
1. Download the SDK installer ti-processor-sdk-am438x-ep0os-evm-Xx.xX.XxxX.xXx-Linux-x86-Install.bin from

Tl mySecure site (where "xx.xx.xx.xx" is the version number of the latest Linux Processor SDK EPOS).

2. Create the SD card with default images using the SDK Create SD Card Script or see the user's guide.
3. Boot the Linux kernel and file system using the created SD card.
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3.2 Testing and Results

3.21 Test Setup

This section provides details of test setup with the required hardware and software to be able to run the TI
EPOS software application.

Smart Card
Slot

Smart Card

Beai ioj peansdie 33 109
VEquo ueypenioan Veg
we
230305

\ wory
i ., !

iﬂ\ o g

& 8. AM438x EVM Setup
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3.2.2 Test Results

This section provides the test cases details and results for the Tl smart card software application.

Matrix App Launcher v2 pl

—

PP

OProfile \ E

Profiling MachineVision

—

- -
B B

Multimedia Power Cryptos

75 u

Ethernet Touch Camera

K] 9. AM438x Default Matrix GUI
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Test Case One: EPOS Smart Card Demo Application Launcher
1. On Matrix GUI, select the EPOS icon to launch the submenu (see & 10).

EPOS Submenu pl

=

POS

EPOS Smart Card Demo

K 10. EPOS Submenu to Launch EPOS Smart Card Demo
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2. Select the EPOS Smart Card Demo App RUN utility (see ¥ 11).

EPOS Smart Card Demo

EPOS Smart Card Demo

his example demonstrates the EPOS Banking transaction using USIM interface and Smart Chip Card.

K 11. EPOS Smart Card Demo Home Screen
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3. Result: TI EPOS Demo screen should launch (see [¥ 12).

TI EPOS DEMO

Safe & Secure Bank

4123 4567 8912 .
SWANK RICH
12/13 12/15

K 12. EPOS Smart Card Demo Launch Successful
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Test Case Two: Smart Card Detection
1. Insert preprogrammed smart card into the card slot.
2. Result: On successful card presence detection, the program redirects to the authentication screen in
13.

TI EPOS DEMO

Welcome TI EPOS DEMO CARD

Enter PIN

Status

& 13. Authentication Screen
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Test Case Three: Smart Card Authentication With PIN Validation
1. Enter the default PIN as 12345678.
2. Press the * key to enter.

E: Press the # key to cancel or re-enter the PIN.

TI EPOS DEMO

Welcome TI EPOS DEMO CARD

Enter PIN *kkkkkkk

Status

K 14. PIN Authentication Login

18 A4 (EPOS) 37142451t ZHCU253-June 2017

TIDUD72 — http://www-s.ti.com/sc/techlit/TIDUD72
AL © 2017, Texas Instruments Incorporated


http://www.ti.com.cn
http://www-s.ti.com/sc/techlit/TIDUD72.pdf

13 TEXAS
INSTRUMENTS

www.ti.com.cn Hardware, Software, Testing Requirements, and Test Results

3. Result: On successful PIN authentication, the TI EPOS Demo menu screen opens (see |4 15).

T1 EPOS DEMO

Balance PIN Change

Debit Card Info

Credit

Cancel

K& 15. PIN Authentication Successful

vE: An invalid PIN or pressing Cancel returns the user to the card detection screen.

Test Case Four: Smart Card Information
1. Select the Card Info icon for card information.
2. Select OK to return to the main menu.
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3.2.21

www.ti.com.cn

Wire Mesh Tamper

A wire mesh is a loop between two PIOs—one acting as a TX and the other RX. When the RX stops
receiving the TX signal, it generates a tamper event.

Z 1. Wire Mesh Pin Configuration

SIGNAL NAME HEADER PIN SIGNAL NAME HEADER PIN
TM_PIO_O 5 TM_PIO_8 11
TM_PIO_1 6 TM_PIO_9 12
TM_PIO_2 J34 7 TM_PIO_10 I34 13
TM_PIO_3 8 TM_PIO_11 14

V1_8BAT V3_3D
o)
J34
1 2
3 4 RESERVED5
TM_PIO_0 5 6 T™_PIO_1
TM_PIO_2 7 8 TM_PIO_3
RESERVEDL | 9 10 TPMSS_OUT
TM_PIO_8 11 12 TM_PIO_9
TMPIO_10 13 14  TM_PIO_11
RESERVED3 | 15 16 RESERVED4
17| 18
RTC_ALARM | 19 20
HEADER 10x2
A4
DGND DGND

&l 16. Wire Mesh Header

Board Connections
* Use J34 and J88 headers to test the wire mesh.

» Make connection should be made according to the pin connections mentioned in & 16.

Z 2. Wire Mesh Pin Configuration

PIO PIN CONFIGURATION
PIO_O Pin 5 and 11
PIO_1 Pin 6 and 12
PIO_2 Pin 7 and 13
PIO_3 Pin 8 and 14
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PIO Combinations

The combinations of the PI1Os that can be connected as wire meshes are fixed. The PIOs can be paired
as PIO_0to PIO_8, PIO_1 to PIO_9, and so on to configure wire meshes. First configure the PIOs based
on the wire meshes required. The remaining PIOs can be used for open close switches.

For wire mesh configurations, PIO_0 through PIO_5 must be configured as TX and PIO_8 through
P1O_13 must be configured as RX.

L —l....‘.“...ﬂ"
1 “
3521

[ J

: oe0e3e 29 CAMERA™

u ‘E n TRIXT
oN eom

17. Wire Mesh Connections for Four PIOs

Hardware Requirements for Testing

¢ Female-to-female pin connector

& 18. Pin Connector for Wire Mesh
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How to Test Wire Mesh

Currently the wire mesh is tested using U-Boot by halting it during boot-up. The following are instructions
and screenshots for testing wire mesh:
1. Halt U-Boot during boot-up by pressing Enter.

joy@PUNECPU29T: ~ 3 B B8 1) sarem 3%
tpmss pio 460110101

Set PIO configuration

PIO QSMO configured

PI0O QSMO enabled

PIO QSM1 configured

PIO QSM1 enabled

PI0O QSM2 configured

PIO QSM2 enabled

PIO QSM3 configured

PI0O QSM3 enabled

PIO monitoring enabled and Pulse Generator is 0K
=>

CTRL-A Z for help | 115200 8N1 Minicom 2.7 Offline | ttyUSB®

K 19. Configuring Four PIOs on U-Boot Prompt

Command information:
e <n_meshes>—number of wire mesh: 4

e <n_switches>—number of enclosure switches: 0

E: The combinations of the PIOs that can be connected as wire meshes are fixed. The PIOs
can be paired as PIO_0 to PIO_8, PIO_1 to PIO_9, and so on. Go on shorting loops
starting from pair 0 to the number of pairs selected in this example.

e <irg>—enable IRQ on tamper [reset = 0]: 0

e <bbdmem>—clear BBD memory on tamper [reset=0]: 1

e <thrctr>—Event counter threshold for FREQ QSM [reset = 4]: 10
» <distimer>—disable timer mode [reset = 0]: 1

e <tmrctr>—Timer counter value for FREQ QSM [reset = 0]: 0

e <gsm enable>—Enables FREQ QSM (1 = State Machine enabled, 0 = State Machine disabled): 1
2. Apply the command "tpmss_prolog" to unlock the core, bbd RAM, and some initialization.
3. Initialize the number of PIOs required.
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VE: For demonstration purposes, four PIOs are used to test.
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4. Dump the error log without breaking any loops (and without opening any PIOs).

joy@PUNECPU29T: ~ 3 B] == 1) sasem 3%

tpmss_dump_log
BBD Tamper Log is Empty
==

ttyUSBO

CTRL-A Z for help | 115200 8N1 Minicom 2.7 0ffline
K 20. TPMSS Log Before Breaking Loop
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5. Dump the error after breaking any loops.

joy@PUNECPU29T: ~ 3 B] = 1) ssopm 3%
tpmss_dump_log
debug: log entry 0 address = 44e91fe0, data = 139 4010000
BBD Tamper Log Entry 1 (44e91fe0)
SecureTimeStamp = 313 (139)
System state when trigger occured = @ (Core Active)
State of Trigger Outputs:
PIO QSMs =
CPU Tamper
JTAG Trigger
Temp QSM1 Trigger
Freq QSMO Trigger
PIO[7:0]
PI[7:0]
Temp. Sensor Low
Temp. Sensor High
X0SC Low Fail
X0SC High Fail

o nmwmnmwnnnmin.i
oo hroo@OR

=1

CTRL-A Z for help | 115200 8N1 Minicom 2.7 Offline | ttyUSB®

K 21. TPMSS Log After Breaking Loop

VE: In this example, the loop breaks by removing the PIO_2 connector (pin 7 or 13).
Command: tpmss_dump_log

The output value is the bit position, which provides the PIO number.

If the following combinations are removed:

* PIO_O (pin 5 and 11): Error output for PIO [7:0] = 1
e PIO_1 (pin 6 and 12): Error output for PIO [7:0] = 2
e PIO_2 (pin 7 and 13): Error output for PIO [7:0] = 4
* PIO_3 (pin 8 and 14): Error output for PIO [7:0] = 8

vE: In this example, the value is 4, which is the PIO_2 connector.
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4 Design Files
4.1 Schematics
To download the schematics, see the design files at TIDEP-0093.
4.2 Bill of Materials
To download the bill of materials (BOM), see the design files at TIDEP-0093.
4.3 PCB Layout Recommendations
4.3.1 Layout Prints
To download the layer plots, see the design files at TIDEP-0093.
4.4  Altium Project
To download the Altium project files, see the design files at TIDEP-0093.
45 Gerber Files
To download the Gerber files, see the design files at TIDEP-0093.
4.6 Assembly Drawings
To download the assembly drawings, see the design files at TIDEP-0093.
5 Software Files
The AM438x EPOS SDK is a restricted-access software package that requires business approval and
special NDA with TI before access is provided through the Tl secure delivery portal (mySecure Software).
Contact a local Tl representative for details. Request access using the following link:
https://www.ti.com/licreg/docs/swlicexportcontrol.tsp?form_id=250333&prod_no=AM438X_RESTRICTED _
SWé&ref _url=sitara
The AM438x EPOS SDK package contains a software user's guide and additional documentation for
setting up and running the demo test applications.
6 Related Documentation
1. TI E2ZE Community, Texas Instruments Security Private E2E
2. Texas Instruments, AM438x EPOS EVM Hardware's User's Guide, User's Guide (SPRUIF8)
6.1 MHtr
Sitara is a trademark of Texas Instruments, Inc..
#-TF ARM, Cortex, TrustZone are registered trademarks of ARM Limited.
PowerVR SGX is a trademark of Imagination Technologies Limited.
Linux is a registered trademark of The Linux Foundation.
All other trademarks are the property of their respective owners.
7 Terminology
EPOS— Electronic point of sale
PCI-PTS— Payment card industry pin transaction security
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