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Avoiding Phantom Interrupts on the TMS470R1X
Central Interrupt Module

Frank Noha Advanced Embedded Control

ABSTRACT

This application report describes the ways that phantom interrupts can occur on a
TMS470R1x device and how to avoid them.
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1 Description of Central Interrupt Module

All the devices of the TMS470R1x family include the central interrupt module (CIM), which
controls the generation of interrupts to the CPU if an interrupt is requested by one of the
peripheral modules. See Figure 1.

Trademarks are the property of their respective owners.
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Figure 1. CIM’s Role in Generating Interrupts

All interrupts have a corresponding interrupt flag in the INTREQ register. A flag is set if an
interrupt was requested by the peripheral module. To allow a fast determination of which module
raised an interrupt request, three interrupt offset registers are implemented (IRQIVEC, FIQIVEC,
CIMIVEC). IRQIVEC holds the offset of the highest priority IRQ, FIQIVEC holds the offset of the
highest priority FIQ, and CIMIVEC holds the highest priority interrupt whether it is an FIQ or an
IRQ.

Table 1. Encoding of Interrupt Offsets

Encoding Description

0x0000 Phantom Interrupt

0x0001 Channel0

0x0020 Channel31

The software can read the offset and determine which peripheral module caused the interrupt
without having to poll all the interrupt flags. The interrupt request from the peripheral module
goes inactive if the interrupt flag in the peripheral module is cleared.

2 Ways Phantom Interrupts Occur

An offset of 0x0000 means that the interrupt source cannot be determined. There are two
possible ways such phantom interrupts can be generated:

Scenario 1:
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1. An interrupt was generated by the peripheral module.

2. Before the offset is read out of one of the offset registers, the interrupt flag in the
peripheral module is cleared.

3. Because of the cleared flag, the channel goes inactive and the corresponding interrupt
flag is reset in the CIM module.

4. Clearing of the flag causes the CIM to put the offset of the next pending interrupt that is in
the priority queue in the offset register, or if no other interrupt was requested, to put the
phantom interrupt offset in the register. Example 1 shows a possible scenario for such
behavior.

Example 1:
The GIO module is configured to generate interrupts with both interrupt request lines. In the
CIM, one of the requests is configured as FIQ and one is configured as IRQ. An IRQ is
requested by the GIO module. This causes the interrupt handler for the IRQs to execute.
Before the handler can read the offset, an FIQ is raised by the GIO module, which causes
the FIQ interrupt handler to execute (the IRQ handler will be interrupted). In the FIQ interrupt
service routine (ISR), the GIOFLG register, which holds the interrupt flags of the GIO module
is completely reset to zero, because of, for example, a software bug. This will also deactivate
the request of the IRQ. When the FIQ ISR is finished, the IRQ handler will continue
execution and read the offset of the IRQ source. However, the request of the GIO module is
no longer active, which results in the IRQ handler reading an offset of zero if no other
channel was active.

Scenario 2:
1. An interrupt was generated by the peripheral module.

2. Before the offset is read out of one of the offset registers, the corresponding channel is
disabled in the REQMASK register. This causes the CIM not to generate the appropriate
offset, since the channel is no longer valid.

3. If no other channel is active an offset of 0x0000 is read. However, the corresponding
interrupt flag will not be reset because the request is still active from the peripheral
module.

4. By enabling the channel again, the offset is written into the offset register.

This behavior most likely is caused by operating systems, which has to disable all interrupts to
execute certain operating system tasks.

Example 2:
The application software disables all interrupts in the REQMASK register. In the same cycle,
an interrupt is generated by one of the peripheral modules when the write takes place. This
interrupt is signaled to the ARM7. After the write operation (the last instruction has to be
finished before responding to an interrupt), the interrupt is serviced. The interrupt handler
tries to read the offset to determine the module that generated the interrupt, but it reads the
phantom interrupt offset, since all interrupts are disabled. After enabling the interrupts again,
the offset is written correctly to the offset register, since the interrupt flag is still set in the
INTREQ register.

3 Solutions
Care has to be taken not to generate phantom interrupts. Some suggestions corresponding to
the scenarios described in the previous section follow.
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Scenario 1:

There is no general recommendation how to respond to interrupts. However, if possible it is
best to always read any offsets present in the peripheral module rather than to clear the flag
manually. Reading the offset clears the corresponding flag automatically. If there is no offset
register present, then care must be taken to clear the flag of only the interrupt to which the
application software responded to.

Scenario 2:

Table 1 shows the encoding of the offsets and the associated channels.

If the application software or the operating system has to disable all interrupts during
program execution, it is better to disable the interrupts by setting the I and F flag in the
CPSR register (ARM7) to one instead of disabling all interrupts in the REQMASK register of
the CIM.
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