
Design Guide: TIDEP-01025
mmWave Diagnostic and Monitoring Reference Design

Description
The TIDEP-01025 showcases the inbuilt autonomous
monitoring functionality in the mmWave Radar
sensors that enhances system efficiency by
minimizing the processing load on the host. This
reference design uses Safety Diagnostic Library
(SDL) to perform a diagnostic test at programmable
digital cores, peripherals, and memories. The design
also configures and enables RF and Analog Monitor
features of different hardware components. By
assisting the user to implement their ASIL-B SIL2
compliant products with the various safety resources,
this reference design fastens overall development
time and time to market.
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AWR1843BOOST, AWR6843ISK,
IWR6843ISK

Tool Folder
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Features
• Demonstrates the usage of inbuilt Diagnostic and

Monitor features of mmWave Radar Sensors to
improve system performance and robustness.

• Use of safety resources to build ASIL-B SIL2
mmWave sensors across different devices and
applications to make system implementation
efficient.

• Based on proven EVM hardware designs, enabling
quick time to market.
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• Long Range Radar
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• Obstacle Detection Sensor
• Vehicle Occupant Detection Sensor
• Driver Vital Sign Monitoring
• Industrial and Collaborative Robot Sensing with

Radar
• Safety Guard
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1 System Description
The TIDEP-01025 provides a reference for creating a diagnostic and monitoring application using TI’s
AWR1843, AWR6843 and IWR6843 based on 77/60 GHz mmWave radio-frequency complementary metal-
oxide semiconductor (RF-CMOS) technology. mmWave sensing technology detects vehicles, such as cars,
motorcycles, and bicycles, at extended ranges regardless of environmental conditions, such as rain, fog, or
dust. TI’s mmWave sensing devices integrate a 76-81GHz/60-64GHz mmWave radar front end with ARM®
microcontroller (MCU) and TI DSP cores for single-chip systems.

TI mmWave SOC has built in circuits for diagnostic and monitoring which enables the detection of both the
systematic and random faults. These safety mechanisms significantly reduce system complexity and cost in
safety critical applications. It is important to test these diagnostic mechanisms using SafeTI diagnostic Library
(SDL).

TI’s radar mmWave integrated chips (ICs) include hardware and firmware elements to enable monitoring of its
mmWave analog and digital subsystems. These built-in features of RadarSS are exposed to application through
firmware APIs.

This reference design demonstrates the usage of Inbuilt diagnostic and monitoring functionality of mmWave
Radar Sensor. The design provides a list of required hardware, schematics, and reference software to quickly
begin ASIL-B/SIL2 compliance product development. This reference design describes the example usage case
as well as the design principle, implementation details, and engineering tradeoffs made in the development
of this application. High-level instructions for replicating the design are provided. Here are few key diagnostic
features of device:

STC, PBIST/LBIST, ECC, MPU, PARITY on miscellaneous memories and or peripheral. The details are covered
in Safety Manual.

Note
Further in this document mmWave Sensor implies to AWR1843, AWR6843, IWR6843 and EVM
implies to AWR1843BOOST, AWR6843ISK, IWR6843ISK unless otherwise mentioned.
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2 System Overview
TI’s radar mmWave integrated chips (ICs) include hardware and firmware elements to enable monitoring of its
mmWave, analog and digital sections. Most of digital elements of device have built in diagnostic capability.

mmWaceLink

Monitoring APIs

RF/Analog

Subsystem

RF/Analog

Subsystem

mmWaceLink

Monitoring APIs

DSP

SubSystem

Master

SubSystem

TOP

SubSystem

Figure 2-1. mmWave Sensor Monitor & Diagnostic

Analog Subsystem contains the RF and Analog functionality of the device. It has two/three transmitters and
four Receiver chains along with the Clock oscillator and FMCW signal generation circuitry (Cleanup APLL,
Synthesizer, frequency multipliers etc.). Radar Subsystem is responsible for initializing and calibrating the
Analog/RF modules. Also it periodically monitors the Analog/RF functionality to ensure all the Analog/RF
modules work in their defined limits. This functionality can be configured through mmwavelink Monitoring APIs
by MSS/DSS application with various mode and reporting options.

TOP, Master, and DSP subsystem contain various memory and digital components which have safety diagnostic
features. These features can be configured and verified using Safety Diagnostic Library to manage both
systematic and random faults of the device.

Figure 2-2 shows all the safety components of mmwave sensor device, which might differ for different device
variants.
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Figure 2-2. mmWave Safety Components

Note
Refer to the mmWave Sensor Safety Manual for detailed information on these safety features.

2.1 Block Diagram

AWR1843/
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PC

Figure 2-3. TIDEP-01025 Block Diagram

2.2 Design Considerations
This reference design showcases the usage of Diagnostic and Monitoring feature. Diagnostic tests are
implemented through Safety Diagnostic Library (SDL) whereas Monitoring features are enabled on RadarSS
through mmWaveLink library. Few sets of Diagnostic tests are destructive which might cause device soft and or
warm reset, so within this reference design those tests are part of Secondary Bootloader (SBL). This way main
application flow doesn't get hampered due to these destructive Diagnostic tests execution. Apart from these
DIAG tests, remaining DIAG are executed on MSS as well DSS core during the application initialization. Further
details of implementation are available in Section 2.4.2
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2.3 Highlighted Products
2.3.1 LP8770

The LP87702-Q1 helps meet the power management requirements of the latest platforms, particularly in
automotive radar and camera and industrial radar applications. The device contains two step-down DC/DC
converters, and a 5-V boost converter/bypass switch. To support safety critical applications. the device integrates
two voltage monitoring inputs for external power supplies, and a window watchdog.

LP8770 Features

• AEC-Q100 Qualified for Automotive Applications:
– Device Temperature Grade 1: –40°C to +125°C, TA

• FMEDA and Functional Safety Manual available to support your ASIL compliant system designs
• Two Inputs for External Voltage Monitoring
• Two Programmable Power-Good Signals
• Dedicated Reference Voltage for Diagnostics
• Window Watchdog With Reset Output
• External Clock Input to Synchronize Switching
• Spread-Spectrum Modulation
• Programmable Start-up and Shutdown Delays and Sequencing With Enable Signal
• Two High-Efficiency Step-Down DC/DC converters:

– Maximum Output Current 3.5 A
– 2-MHz, 3-MHz, or 4-MHz Switching Frequency
– Auto PWM/PFM and Forced-PWM Operations
– Output Voltage = 0.7 V to 3.36 V

• 5-V Boost Converter With Bypass-Mode Option:
– Maximum Output Current 600 mA

• Configurable General Purpose Outputs (GPOs)
• I2C-Compatible Interface Supporting Standard (100 kHz), Fast (400 kHz), Fast+ (1 MHz), and High-Speed

(3.4 MHz) Modes

LP87702-Q1 features include diagnostics, monitoring and protections for both device internal and system level
operation:

• Soft start
• Input undervoltage lockout
• Programmable undervoltage or window (over- and undervoltage) monitoring for the input (from VANA pin)
• Programmable undervoltage or window (over- and undervoltage) monitoring for the buck and boost converter

outputs
• Two inputs (VMONx) with programmable undervoltage or window (over- and undervoltage) thresholds, for

monitoring external rails in the system
• One dedicated power-good output (PG0) to which selected monitoring signals can be combined
• Second programmable power-good output (PG1), multiplexed with general purpose output (GPO1)
• Power good flags with maskable interrupt
• Programmable window watchdog
• Buck and boost converter overload detection
• Thermal warning with two selectable thresholds
• Thermal shutdown

2.3.1.1 Safety Features

LP8770 supports the following safety features.

2.3.1.1.1 Window Watchdog

WDI is the watchdog function input pin and WD_RESET is the reset output. WDI pin needs to be pulsed within
a certain timing window to avoid watchdog expiration. Minimum pulse width is 100 μs. Watchdog expiration
always causes a reset pulse at WD_RESET output, otherwise device behavior after watchdog expiration is
programmable.

www.ti.com System Overview

TIDUEY9 – APRIL 2021
Submit Document Feedback

mmWave Diagnostic and Monitoring Reference Design 5

Copyright © 2021 Texas Instruments Incorporated

https://www.ti.com
https://www.ti.com/feedbackform/techdocfeedback?litnum=TIDUEY9&partnum=TIDEP-01025


Long open, close and open window periods are independently programmable. When long open or open window
expires before WDI input is received, watchdog enters WD Reset state. Also when WDI is received during close
window, watchdog enters WD Reset. Long open period can be extended by a I2C write to WD_CTRL_1 or
WD_CTRL_2 register.

2.3.1.1.2 Voltage Monitoring

The LP87702-Q1 device has programmable voltage monitoring for the BUCKx and BOOST converter output
voltages and for VANA, VMON1 and VMON2 inputs. Monitoring of each signal is independently enabled in
PGOOD_CTRL register. Voltage monitoring can be under-voltage monitoring only (PGOOD_WINDOW = 0) or

overvoltage and undervoltage monitoring (PGOOD_WINDOW = 1). This selection is common for all enabled
monitoring. Enabled monitoring signals are combined to generate power-good (PG0, PG1) and/or interrupts
as described in Power-Good Information to Interrupt and PG0 and PG1 Pins. Monitoring comparators have a
dedicated reference and bias block, which is independent of the main reference and bias block.

In the AWR1843Boost EVM, the LP87702-Q1 handles the Voltage monitoring and has capability to enable the
watchdog.

• There are 2 Voltage monitors in LP8770. These are used to monitor 1.24-V rail and 1.8-V rail after the LC
filter.

• The 1.0V derived from LDO (TPS7A53) whose input is 1.24-V is monitored using GPADC in AWR.
• WDI pin of the LP87702-Q1 is connected to a GPIO(x) of the AWR and this GPIO is used to feed the

watchdog at appropriate intervals by the application software.
• The WD_RESET + PowerGood +GPIO0 pin of the LP87702-Q1 is connected to NRST of the AWR1843.
• The NERROR of the AWR1843 should be connected to the Reset of the CAN Transceiver.
• GPADC of the AWR1843 can be used to monitor the 1-V Power rail.

Watch needs to be enabled by writing into the WatchDog register in LP87702Q1 via I2C. For the watchdog
operation the application firmware needs to generate a pulse every Window period on the GPIO(x). The
recommended way to generate a pulse is to time the application and generate a pulse at appropriate points
from the application in AWR1843. We do not recommend to use any timers in 1843 to generate this watchdog
pulse.

2.3.2 AWR1843/xWR6843 mmWave Sensor Solution

The mmWave Sensor is an integrated single-chip, frequency modulated continuous wave (FMCW) sensor
capable of operation in the 76-81GHz (AWR1843) or 60-64GHz (xWR6843) frequency band. The device is
built with TI’s low-power, 45-nm RFCMOS processor and enables unprecedented levels of analog and digital
integration in an extremely small form factor. The device has four receivers and three transmitters with a
closed-loop phase-locked loop (PLL) for precise and linear chirp synthesis. e

The sensor includes a built-in radio processor (BIST) for RF calibration and safety monitoring. Based on complex
baseband architecture, the sensor device supports an IF bandwidth of 10 MHz with reconfigurable output
sampling rates. The presence of ARM® Cortex® R4F and Texas Instruments C674x Digital Signal Processor
(DSP) (fixed and floating point) along with 2MB (AWR1843) / 1.7MB (xWR6843) of on-chip RAM enables
high-level algorithm development. This device is ASIL-B (automotive) or SIL-2 (industrial) targeted and an ideal
solution for low power, self-monitored, ultra-accurate radar systems in the automotive space.

2.4 System Design

2.4.1 Hardware Block Diagram

The TIDEP-01025 is implemented for AWR1843BOOST, AWR6843ISK and IWR6843ISK EVM. The EVM needs
to be connected to a host PC through universal asynchronous receiver-transmitter (UART) for MetaImage load
and log collection.

The AWR1843BOOST/xWR6843ISK includes the following features:

1. AWR1843 Radar Device on AWR1843BOOST, IWR6843/AWR6843 Radar Device on xWR6843ISK.
2. Power management circuit to provide all the required supply rails from a single 5-V input
3. Three onboard TX antennas and four RX antennas
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4. Onboard XDS110 that provides a JTAG interface, UART for sending Diagnostic test and Monitor report from
mmWave device.

Figure 2-4. Block Diagram AWR1843BOOST
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Figure 2-5. Block Diagram of xWR6843ISK

For more details on the hardware, see the following:

1. AWR1843 Evaluation Module (AWR1843BOOST) Single-Chip
2. AWR6843 Evaluation Module (AWR6843ISK) Single-Chip
3. IWR6843 Evaluation Module (IWR6843ISK) Single-Chip
4. mmWave Sensing Solution

The schematics and design database can be found in the following documents:

1. AWR1843 Evaluation Board Design Database
2. AWR1843BOOST Schematic, Assembly, and BOM
3. xWR6843BOOST Schematic, Assembly, and BOM

2.4.2 Software Components

This application showcases Diagnostic and Monitoring feature of mmWave sensor. It uses SafeTI Diagnostic
Library (SDL) for diagnostic test implementation and mmWaveLink to configure monitoring on RF front end.
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In this reference design application, few Diagnostic tests are done in secondary bootloader (SBL) at MSS core.
At the end of these tests, SBL loads the main application to MSS & DSS RAM location reading MetaImage from
sFlash.

Load Secondary 

Bootloader (SBL) 

from sFlash

Primary Bootloader

(PBL)

Secondary 

Bootloader

(SBL)

Execute 

STC, PBIST

Diagnostic Test

Load Main 

Application
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mmWave Monitor 
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Figure 2-6. Application Control Flow Diagram

Figure 2-7 shows high level of flow diagram of main application which contains MSS and DSS images.
Diagnostic and Monitor test status from sensor are sent over UART to PC.
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Figure 2-7. DIAG and Monitor App Flow Diagram
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2.4.2.1 Secondary Bootloader (SBL)

The secondary bootloader primarily is responsible for updating the application meta image in the SFLASH by
receiving the image over a serial interface. It then loads and runs the updated application meta image.

The ROM(primary) bootloader always loads the SBL. Application can choose to either update or load and run
the application meta image.

For safety applications, the SBL may be used to perform some of destructive tests like PBIST and STC that
needs to be run during boot time. These DIAG may cause core reset during the execution which is main reason
to move these tests to SBL. These tests are validated before loading the main application. In-case of failure the
SBL aborts and exit.

Power-ON

SBL INIT

DIAG Test ABORT

SBL Start

Load MainApp Image over 

UART/QSPI

FAIL

PASS

Figure 2-8. SBL Flow Diagram

2.4.2.2 mmWaveLink APIs

mmWaveLInk library provides miscllaneous APIs to communicate RadarSS over mailbox interface. In this
application, monitoring features are configured by MSS/DSS application through mmWaveLink APIs. Later
application receives monitoring reports through mmWaveLink callback in form of asynchronous event from
RadarSS.

2.4.2.3 mmWave Safety Diagnostic Library (SDL)

The mmWave SafeTI Diagnostic Library (SDL) is a collection of functions for access to safety functions and
response handlers for various safety mechanisms for TI mmWave sensors. These functions assist in the
development of software applications involving functional safety.

The SDL provides a collection of diagnostic APIs and low-level driver functions to access the diagnostic features.
These safety mechanisms are defined in the mmWave Device Safety Manual.

Chip Support Library (CSL) Register and Function Layer is a hardware abstraction layer that provides a low-level
API for the application code to interface to the hardware.

Diagnostics Library (diag) is the Software diagnostics library that provides APIs to access Safety functions and
inject/detect faults. The SDL uses CSL to interface to the hardware.
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Figure 2-9. SDL Layer Architecture

Red blocks are Function safety quality, all relevant documents and reports are provided in SDL package.

The Diagnostic Library provides the implementation of the diagnostics specified in the mmWave Device Safety
Manual.

Diagnostic test categories (based on time duration):

• Single-Shot Diagnostics
• Periodic Diagnostics

Diagnostic Test Tupe-

• Fault insertion diag: ECC, Parity, MPU diagnostics.
• Self test diag: LBIST, PBIST, DCC, CCM diagnostics.
• Peripheral IO diag: peripheral loopback, Nerror In/Out diagnostics
• Readback of static config registers: diagnostics to periodically check static configuration registers

Typical DIAG Test Flow

• Operating System Adaptation Layer – OSAL layer will define the ability to add & delete hooks. Hooks can be
added to ESM error and CPU exceptions.

• HW Configuration – HW IP registers which need to be configured in order to execute the diagnostic.
• CPU Exception/ESM Error – Diagnostic generate ESM error/CPU exceptions
• All diagnostic handler(s) are internal to the diagnostic layer.
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Figure 2-10. DIAG Test Flow

2.4.2.4 mmWave SDK Software Block Diagram

The mmWave software development kit (SDK) enables the development of mmWave sensor applications using
mmWave EVM. The SDK provides foundational components that will facilitate end users to focus on their
applications. In addition, the SDK provides several demonstration applications, which will serve as a guide for
integrating the SDK into end-user mmWave applications. This reference design is developed on SDK framework
and uses SDL library.

www.ti.com System Overview

TIDUEY9 – APRIL 2021
Submit Document Feedback

mmWave Diagnostic and Monitoring Reference Design 11

Copyright © 2021 Texas Instruments Incorporated

https://www.ti.com
https://www.ti.com/feedbackform/techdocfeedback?litnum=TIDUEY9&partnum=TIDEP-01025


SBL

ESM Handler

MSS/DSS PBIST

Safety Diagnostic Application

Watchdog

BSS/RF Monitoring

ESM Handler

DSS Diagnostic

PMIC Driver

MSS Diagnostic

Drivers TI-BIOS SDLmmWaveLink

MSS Firmware

MSS Firmware

C67x DSP R4F Lockstep

MSS Bootloader (ROM)

xWR1642/xWR1643/IWR6843

Figure 2-11. SBL and App Block Diagram
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3 Hardware, Software, Testing Requirements, and Test Results

Required Hardware and Software

The AWR1843BOOST, xWR6843ISK from Texas Instruments is an easy-to-use evaluation board for the
AWR1843 and xWR6843 mmWave sensing devices.

The mmWave Diagnostic and Monitoring application runs on the AWR1843/xWR6843 EVM and sends test
status to a PC connected to the EVM over USB.

Hardware

The AWR1843, xWR6843 core design includes:

• AWR1843 device: A single-chip, 77-GHz radar device with an integrated DSP
• xWR6843 device: A single-chip, 60-GHz radar device with an integrated DSP
• Power management network using a low-dropout linear regulator (LDO) and power management integrated

circuit (PMIC) DC/DC supply (TPS7A88, TPS7A8101-Q1, and LP87524B-Q1)
• The EVM also hosts a device to assist with onboard emulation and UART emulation over a USB link with the

PC

Software

Associated software is hosted on TI-Rex

Refer Getting Started document available in the same package for SW installation and execution steps.

3.1 Hardware Requirements
This reference design requires AWR1843BOOST, xWR6843ISK EVMs to execute the reference application.
However customers can run this on their board as well.

• AWR1843 single-chip 76-GHz to 81-GHz automotive radar sensor evaluation module AWR1842BOOST
• AWR6843 single-chip 60-GHz to 64-GHz automotive radar sensor antenna plug-in module AWR6843ISK
• IWR6843 intelligent mmWave sensor standard antenna plug-in module IWR6843ISK
• Dual buck converter and 5-V boost with diagnostic functions LP87702-Q1 (component of above EVMs).

3.2 Test Setup
Test setup contains AWR1843BOOST or xWR6843ISK that is connected with PC over USB cable.

AWR1843/

AWR6843/IWR6843

PMIC

LP8770

XDS110

UART to USB
PC

Figure 3-1. Test Setup
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Figure 3-2 is the typical test flow for a reference design application.

Flash SBL 

binary

Run the flashed SBL 

Image

Load Main App via 

SBL 

over UART serial 

terminal

mmWave EVM

SOP5

SOP4

SBL execute the 

MainApp

Capture & Verify 

Serial Terminal 

Log for Pass/Fail

Figure 3-2. Typical Test FLow

3.3 Test Results
AWR1843BOOST or xWR6843ISK is connected with the PC over USB cable. SBL image is flashed first then
the main application. Refer Getting started document in the software package for exact steps to execute this
application.

Figure 3-3, Figure 3-4, and Figure 3-5 show the test result of Diagnostic test result performed by SBL as well as
Main application.

Figure 3-3. Diagnostic Test Results 1

Figure 3-4. Diagnostic Test Results 2
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Figure 3-5. Diagnostic Test Results 3
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4 Design and Documentation Support
4.1 Design Files

4.1.1 Schematics

To download the schematics, see the design files at TIDA-01025

4.1.2 BOM

To download the bill of materials (BOM), see the design files at TIDA-01025.

4.2 Tools and Software

Tools

Serial Terminal This application takes input and stream the log over the UART COM port. Serial Terminal tool
is required to connect to the device over COM port.

Software

Diagnostic and Monitoring
Reference Application

Application source code and binary files are available at TI-Rex below
mmWave Sensors' Platform Toolbox.

4.3 Documentation Support
1. Texas Instruments, Enabling Functional Safety in TI mmWave Devices presentation.

4.4 Support Resources
TI E2E™ support forums are an engineer's go-to source for fast, verified answers and design help — straight
from the experts. Search existing answers or ask your own question to get the quick design help you need.

Linked content is provided "AS IS" by the respective contributors. They do not constitute TI specifications and do
not necessarily reflect TI's views; see TI's Terms of Use.

4.5 Trademarks
TI E2E™ are trademarks of Texas Instruments.
ARM® and Cortex® are registered trademarks of Texas Instruments.
All trademarks are the property of their respective owners.
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