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Figure 1. Isolated digital inputs implemented with optocouplers
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Diagnostics include detecting 24 v (¥) Sensor (~12 components) —
breakage in a wire connecting a el :
sensor to the PLC or stuck-at i
faults in the I/O module. \V

This article presents a simple (b) Digital-input receiver with improved control and current limiting
scheme to implement wire-break
detection and diagnostics in

isolated digital input modules. Figure 2. Isolated digital input with the 1IS01211
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In PLCs and motor drives, digital- R T
input modules receive 24-V digital r@-x/\;\?R . sense 1501211 : :
inputs from field sensors and Senfsor Rsense ||y [
switches. Isolation between the Switch ] : :
digital-input receiver and the host 131
controller accounts for differences Current b = :_[>_ Vour
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in ground potentials. A typical Vin GD Limit I3l Controller
digital-input receiver implements a I e I
voltage comparator with hysteresis @ : :
to interpret the input as logic high I
or low. Also, some form of current % @ * < L
limit avoids excess current draw 47
from the 24-V inputs to limit the
power dissipation.

Figure 1 shows the two most common implementations comparator, and a reverse-polarity current block. Figure 2
of digital-input receivers in use today. In Figure 1a, the shows the implementation of one channel of a digital-input
ratio of R1 and R2 sets the voltage thresholds, and resistor module with the ISO1211. The Rggngg resistor controls
R2 implements a crude current limit. Figure 1b shows the the current limit and Rpyg controls the voltage transition
addition of several discrete components to implement thresholds. Note that the [SO1211 and ISO1212 devices
better current-limit and controlled-voltage thresholds. can both emulate an optocoupler in drawing power from

The ISO1211 and ISO1212 digital-input receivers from the voltage being sensed, without the need for a separate

Texas Instruments are high-speed isolated devices with an “field-side” supply.
integrated current limit, a built-in precise voltage
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Challenges with wire-break detection and
diagnostics in digital-input modules

In the traditional approaches shown in Figure 1, there is
no separate field-side power supply. The optocoupler
uses the current from the input being sensed, and the
circuit provides a logic-high output when the sensor or
switch is in the ON state.

When the sensor or switch is in the OFF state, the
input current drops to a very low value (in the range of
ten to hundreds of microamperes). For proximity
sensors, this OFF state corresponds to the minimum bias
current required by the sensor to remain active. For
push-button switches, the inclusion of a high-value resis-
tor across the switch creates a small off state current
explicitly for the purpose of wire-break detection. A few
hundred microamperes are not sufficient to energize the
optocoupler, so the output of the digital-input module is
logic low.

If the wire connecting the sensor to the digital-input
module is broken due to fault conditions, the input
current to the optocoupler is zero. In this case, the
output of the digital-input module is also a logic low. It is
clear that the wire-break fault is indistinguishable from
the sensor’s off state. Hence, this circuit cannot detect a
wire break.

Similarly, if the output of the digital-input module is
stuck high or low due to a fault or defect in the internal
circuitry of the optocoupler, the fault goes undetected.

Proposed solution for wire-break detection and
diagnostics
Figure 3 shows an application circuit for detecting wire
breaks and introducing diagnostics in isolated digital-
input modules. The solution is shown for a multichannel
digital-input module, but also holds true for single-channel
applications.

The assumption is that a certain small current, Iopp (ten
to hundreds of microamperes), is present at the the INx

channel inputs when the corresponding sensor is in the off

state. This is true for all proximity sensors. For push-
button switches, including a high-value resistor (100 kQ to
1 MQ) in parallel (for example, Ryjeg in Figures 1 and 2)
can create this off-state current.

The key challenge is to use this low-current Igpp to
signal logic high to the host controller so that it knows
that the wire is intact. To achieve this, disconnect the
ground return path of all ISO1212 devices in the
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Figure 3. Application circuit for wire-break
detection and diagnostics with the 1IS01212
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multichannel module using one common phototransistor,
OPT1. With no conductive return path through the
[SO1212 devices, the Iggp in every off channel charges the
corresponding capacitor Cyopp to the system voltage (24 V).
The ground is disconnected for a duration, ttgst, Wwhose
chosen value gives enough time for capacitors Cyoy,p to
charge fairly close to the system voltage.

At the end of tppgt, the ground connection is
re-established, enabling the current path through the
1SO1212. The ISO1212 uses the charge stored in Cygopp to
create a pulse at its output. Thus, even with only a very
small current available from the sensor in its OFF state, a
signal pulse provided to the microcontroller can still indi-
cate that the wire is intact.
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Figure 4 shows the input and output of ISO1212
devices, and the charge on Cygpp, in relation to the test
signal from the microcontroller. The following descriptions
cover each sensor condition shown in Figure 4.

Case No. 1: The sensor is in the ON state (Input High)

In this case, the input voltage (Viny) is close to 24 V and
the corresponding output (Voury) is at logic high. When
the test signal goes to zero, the ground connection to
ISO1212 disconnects and the outputs read a low value.
Once the test signal returns to 5 V, the ground connection
is re-established and OUTx goes to a logic high again. This
high-low-high transition confirms that the wire is intact
and that there are no stuck-at faults in the receiver. The
capacitor, Cyorp, remains at 24 V throughout, since the
sensor switch is on with low impedance.

Case No. 2: The sensor is in the off state (Input Low).
In this case, a low current (Ippp is between 10 and 100 pA)
is flowing into the INx terminal. This current is not enough
to energize the ISO1212; and Voyry is normally zero.
When the test signal becomes zero, the ground connection
of all ISO1212 devices is broken and no current flows
through them. The current into the INx terminal now
starts to charge the corresponding Cyopp capacitor toward
the 24-V system voltage. When the test signal returns to
5V, the ground connection is re-established, enabling the
ISO1212 devices to draw current from Cyopp and generate
a high output voltage, Vourx. The integrated current limit
in the ISO1212 discharges Cyopp at a constant rate.
Eventually, Cyorp discharges to below the input voltage
threshold of the ISO1212 and Voyry returns to 0 V. This
low-high-low transition of Vyry indicates that the connec-
tion between the sensor and the digital input module is
intact; in other words, there is no wire break.

Equation 1 gives the time taken for Cyop to charge to
the 24-V input.
ChoLp X 24

ey

LCHARGE =~ |
OFF
where Iopp is the OFF-state current of the sensor. The
duration of tggT must be greater than tcyarge to allow
ChoLp to charge to the maximum voltage.
Equation 2 gives the time taken for Cyorp to discharge.

2

UDISCHARGE = I
ILIM

where I is the current limit of the ISO1212. The width
tour of the output pulse on OUTx during the off state is
greater than tpiscHARGE-

Case No. 3: The wire between the sensor and digital-input
module is broken.

In this case, there is absolutely no current going into the
digital input module. Vyyrx remains low throughout; thus,
the microcontroller can identify this case uniquely as a
wire break.

Table 1 lists some example numbers that show the rela-
tionships between Iopr, CyoLp, ttest and toyr. The values
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Figure 4. Timing diagram for wire-break
detection and diagnostics
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of Cyorp and trgst depend on system requirements and
can be chosen as needed.

Table 1. Example calculations for Cyg,p, trest and tgyt depending
on sensor OFF-state current

lorr ChoLp tresT tour
10 pA 10 nF 24 ms 63 ps
10 pA 100 pF 240 ps 630 ns
100 pA 10 nF 24 ms 63 ps
100 pA 100 pF 24 s 630 ns
500 pA 10 nF 0.48 ms 63 ps
500 pA 100 pF 48 s 630 ns

For simplicity of analysis, and to understand the
essence of the proposed solution, the current from the
sensor is modeled as a current source in the earlier discus-
sion. In reality, [opp is more likely to behave like a resistor
in certain voltage ranges. It may be necessary to make
some adjustments to the parameters for a practical imple-
mentation. Reference 1 provides further design consider-
ations, test results and component choices.
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Unique features of the 1S01211 and 1S01212 to
enable wire-break detection

The integrated current limit, high bandwidth and reverse-
polarity blocking features of ISO1211 and ISO1212 devices
make them a good fit for the application circuit described
in this article. The current-limit feature prevents a rapid
discharge of the Cyop,p capacitor upon reconnection of the
ground and the high bandwidth allows the generation of
an output pulse in this duration.

The reverse-polarity blocking prevents an ON-state on
one channel from charging the Cyop capacitor on a
different channel that may have a broken wire. Without
reverse-polarity blocking, each digital-input channel will
need a separate phototransistor to provide the test pulse
because sharing one phototransistor across multiple chan-
nels is not possible.

Conclusion

Increasing complexity in industrial automation systems
has led to the need for diagnostics in PLC I/O modules.
This article presented a simple scheme to implement wire-
break and stuck-at fault detection in PLC digital input
modules. The integrated current limit, high bandwidth and
reverse-polarity blocking features of TT's [SO1211 and
ISO1212 devices help support the implementation of wire-
break detection and diagnostics for isolated digital inputs.

Texas Instruments

Signal Chain

References

2. Anant_Kamath, “How To Simplify Isolated 24-V PLC!

Digital Input Module Designs,” T1 TechNotes
(SLLA370B), March 2018.

Isolated Comparators for +48V, 110V and 240V DC and
AC Detection,” TI TechNotes (SLLA382A), March 2018.

300V DC and AC Voltage Detection,” Spreadsheet
(SLLC457), February 2018.

5. Anant Kamath, “How to_Improve Speed and Reliability

of Isolated Digital Inputs in Motor Drives,” T TechNotes
(SLLA379), December 2017.

Related Web sites

Product information


http://www.ti.com/adj
http://www.ti.com/tool/TIDA-01509
http://www.ti.com/lit/SLLA370
http://www.ti.com/lit/SLLA382
http://www.ti.com/lit/zip/sllc457
http://www.ti.com/lit/SLLA379
http://www.ti.com/product/ISO1211
http://www.ti.com/product/ISO1212

Analog Design Journal

TI Worldwide Technical Support

Tl Support

Thank you for your business. Find the answer to your support need or get in
touch with our support center at

China:  http//www.ti.com.cn/guidedsupport/cn/docs/supporthome.tsp

Japan: http://www.tii.co.jp/guidedsupport/jp/docs/supporthome.tsp

Technical support forums

Search through millions of technical questions and answers at TI's E2E™
Community (engineer-to-engineer) at

e2e.ti.com

China:  httpy/www.deyisupport.con,

Japan: http://e2e.ti.com/group/ip/

Tl Training

From technology fundamentals to advanced implementation, we offer
on-demand and live training to help bring your next-generation designs to life.
Get started now at

China:  httpy/www.t.com.cn/general/cn/docs/gencontent.tsp?contentld=71968

Japan: htips://training.ti.com/j

Important Notice: The products and services of Texas Instruments Incorporated and its
subsidiaries described herein are sold subject to Tl's standard terms and conditions of sale.
Customers are advised to obtain the most current and complete information about Tl products and
services before placing orders. Tl assumes no liability for applications assistance, customer’s
applications or product designs, software performance, or infringement of patents. The publication
of information regarding any other company’s products or services does not constitute TI's approval,
warranty or endorsement thereof.

A011617
E2E is a trademark of Texas Instruments. All
other trademarks are the property of their
respective owners.
© 2018 Texas Instruments Incorporated. I TEXAS
Al rights reserved. INSTRUMENTS SLYT753A

Texas Instruments 5 ADJ 40 2018


http://www.ti.com/adj
http://www.ti.com/support
http://www.ti.com.cn/guidedsupport/cn/docs/supporthome.tsp
http://www.tij.co.jp/guidedsupport/jp/docs/supporthome.tsp
http://e2e.ti.com
http://www.deyisupport.com/
http://e2e.ti.com/group/jp/
http://training.ti.com
http://www.ti.com.cn/general/cn/docs/gencontent.tsp?contentId=71968
https://training.ti.com/jp

IMPORTANT NOTICE AND DISCLAIMER

TI PROVIDES TECHNICAL AND RELIABILITY DATA (INCLUDING DATASHEETS), DESIGN RESOURCES (INCLUDING REFERENCE
DESIGNS), APPLICATION OR OTHER DESIGN ADVICE, WEB TOOLS, SAFETY INFORMATION, AND OTHER RESOURCES “AS IS”
AND WITH ALL FAULTS, AND DISCLAIMS ALL WARRANTIES, EXPRESS AND IMPLIED, INCLUDING WITHOUT LIMITATION ANY
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT OF THIRD
PARTY INTELLECTUAL PROPERTY RIGHTS.

These resources are intended for skilled developers designing with Tl products. You are solely responsible for (1) selecting the appropriate
TI products for your application, (2) designing, validating and testing your application, and (3) ensuring your application meets applicable
standards, and any other safety, security, or other requirements. These resources are subject to change without notice. Tl grants you
permission to use these resources only for development of an application that uses the Tl products described in the resource. Other
reproduction and display of these resources is prohibited. No license is granted to any other Tl intellectual property right or to any third party
intellectual property right. Tl disclaims responsibility for, and you will fully indemnify Tl and its representatives against, any claims, damages,
costs, losses, and liabilities arising out of your use of these resources.

TI's products are provided subject to TI's Terms of Sale (https:www.ti.com/legal/termsofsale.html) or other applicable terms available either
on ti.com or provided in conjunction with such Tl products. TI's provision of these resources does not expand or otherwise alter TI's
applicable warranties or warranty disclaimers for Tl products.

Mailing Address: Texas Instruments, Post Office Box 655303, Dallas, Texas 75265
Copyright © 2021, Texas Instruments Incorporated


https://www.ti.com/legal/termsofsale.html
https://www.ti.com

