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IEC 61850 Demonstration of Substation Bay Controller on
Beaglebone Cape and AM335X Starter Kit

TI Designs
TI Designs provide the foundation, including
methodology, testing, and design file, for quickly
evaluating and customizing your system. TI Designs
help accelerate your time to market.

Design Features
•

Design Description
•
A low cost, simplified implementation of an IEC 61850
Substation Bay Controller is demonstrated by running
the Triangle MicroWorks IEC 61850 stack efficiently
on the TI AM335X platform with a Linux target layer
definition. Many different substation automation
applications can be built on top of the AM335X
platform and IEC 61850 stack demonstration.

•
•
•
•

A Substation Bay Controller including one circuit
breaker, two disconnectors, and an IEC 61850
Server is implemented on a Beaglebone Card
with the Triangle MicroWorks Demo Cape
The IEC 61850 Client application is run on the
AM335X Starter Kit, implementing a Human
Machine Interface (HMI) that sends IEC 61850
operate commands to the Substation Bay
Controller
The Client application automatically discovers the
available services and Object Model of the Server
application
The Bay Controller includes an interlocking
function which does not allow the disconnectors
to switch current while the breaker is closed
The Client HMI sends operate commands to the
Bay Controller Server and displays status of the
Bay Controller
This sub-system is for demonstration purposes
and includes AM335X Starter Kit based
application, Beablebone based application, and
Design Guide

Design Resources
TriangleMicroWorks
BeagleBone

More information on Triangle
MicroWorks
More information on BeagleBone

Ask The Experts

An IMPORTANT NOTICE at the end of this TI reference design addresses authorized use, intellectual property matters and
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Bay Controller Server Application

Client Application

The Bay Controller Server application simulates
protection equipment consisting of one breaker and
two disconnectors. A real device that performs this
type of function is commonly referred to as an
Intelligent Electronic Device (IED). The Bay
Controller Server runs as an IEC 61850 Server
device, runs on the TI Beaglebone platform and
implements the IEC 61850 Server Source Code
Library from Triangle MicroWorks.

Monitoring and control of the Server is performed by
the Bay Controller Client, an IEC 61850 Client, which
discovers the Server’s available data and services.
The Client application implements the Triangle
MicroWorks IEC 61850 Client Source Code Library on
the AM335X Starter Kit (shown in Figure 2).
Alternatively, it is also possible to monitor the Bay
Controller Server with other IEC 61850 compliant
Clients, such as the Hammer test Client in the
Triangle MicroWorks IEC 61850 Test Suite.

Figure 1 shows the Beaglebone Cape and the
corresponding single line diagram for the Bay
Controller Server. The switches QC1 and QB1
represents the disconnectors, and switch QA1
represents the circuit breaker. The LEDs next to each
switch indicates the position of the disconnectors and
circuit breaker.
The Current and Potential Transformer (CT/PT) T1 is
represented by the potentiometers in the top left
corner of the board. Adjusting the potentiometers will
adjust the current and voltage measured at T1.

Figure 2: Client on AM335X Starter Kit

Figure 1: Single Line Diagram Representation
The disconnectors (QB1 and QC1) are not capable of
switching current, so the application implements an
interlocking function. The disconnectors can only be
operated when the breaker (QA1) is open in order to
guarantee that no current is flowing.
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breaker position. For example, when QA1 is
closed, Pos.stVal=”on” and the LED is red.
When QA1 is open, Pos.stVal=”off” and the
LED is green.

IEC 61850 Configuration
The IEC 61850 standard differs from previous utility
standardization efforts in that it covers technologies
ranging from low-level Ethernet VLAN to very highlevel modeling techniques. It specifies not only
messages and protocol, but also communications
architecture and substation engineering and
configuration.

•

MMXU – Measuring – This logical node is
used to measure currents, voltages, and
power in a three phase power system. Data
Objects A and PhV indicate the current and
voltage of the circuit.

System Configuration Language
IEC 61850 defines a System Configuration Language
(SCL) for the design, configuration, and management
of large scale systems. The SCL is a vendorindependent language for exchanging information
between engineering tools. The SCL file for a device
includes the full description of all models, services,
and communication capabilities supported by the
device. IEC 61850 also includes the capability of ‘selfdescription’, in that all of the information contained in
the SCL file of a device is also available at run-time
through other protocols through the communications
network. This means that the actual configuration of
the device and the mapping of all data through the
system can be validated in real-time against the SCL
file, which provides for highly automated
commissioning.
IEC 61850 Servers use an IED Configuration
Description (ICD) file to configure and describe the
communications, object model, services, and control
blocks supported by the device.

Server Object Model
The object model used in the Bay Controller Server
includes logical nodes defined by the IEC 61850
standard. This object model is a simplified version for
demonstration purposes. A complete substation
automation and protection solution would typically
consist of several logical nodes that each cover
different aspects. There are two logical nodes that
the Bay Controller Server uses to represent the state
of the switches, current, and voltage of the device:
•

Mapping from Beaglebone Cape to Object Model
In the Bay Controller Server application, data from the
Object Model is mapped to/from the Beaglebone
Cape as follows:
Circtuit Breaker switch QA1 -> QA1CSWI1.Pos
Disconnector QB1 -> QC1CSWI3.Pos
Disconnector QC1 -> QB1CSWI2.Pos
Voltage Potentiometer (PT) -> T1MMXU1.PhV
Current Potentiometer (CT) -> T1MMXU1.A

Report Control Blocks
The Data Objects listed above can be monitored
through Report Control Blocks (RCBs) with an IEC
61850 Client, either with an HMI or a test tool. The
IEC 61850 Test Suite from Triangle MicroWorks is
one such test tool. In order to see the Object Model,
use an IEC 61850 Client to connect to the Bay
Controller and enable the following Report Control
Blocks:
bcrbSTAT01 – this RCB contains the Data Objects
QA1CSWI1.Pos, QC1CSWI3.Pos, and
QB1CSWI2.Pos
bcrbMEAS01 – this RCB contains the Data Objects
T1MMXU1.PhV and T1MMXU1.A

CSWI – Switch Controller – There are three
instances of this logical node, for the circuit
breaker QA1 and the two disconnectors QB1
and QC1. Each instance is named with a
prefix for the switch as follows: QA1CSWI1,
QB1CSWI2, and QC1CSWI3. CSWI has
both control and status for the position of the
switches. Pos.Oper.ctlVal is the control for
operating the breaker. Control of the switch
follows a Select Before Operate (SBO) control
model. Pos.stVal is the status value for
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Client-Server Connection
The Bay Controller Server and Client communicate
through Manufacturing Message Specification (MMS)
based communications, which is the communication
protocol stack specified by the IEC 61850 standard.

Discovery of Server
The Bay Controller Server supports discovery
services which allows an IEC 61850 Client to discover
the capabilities of the Server including the Object
Model, supported services, and available control
blocks. When an IEC 61850 Client connects to the
Server, the Client builds the Object Model for the
Server and subscribes to Report Control Blocks in the
Server in order to receive updates when Data Objects
change. The Bay Controller Client does not use
discovery, but instead uses the Server ICD file to
build the Object Model and configure the Client.

Viewing Server Object Model with Client
The Bay Controller Client application displays data
from the Bay Controller including status of the circuit
breaker as well as current and voltage
measurements. This type of application is commonly
referred to as a Human Machine Interface (HMI).

Figure 3: Bay Controller Object Model Shown in
IEC 61850 Test Suite

Client Commands to Server
The Bay Controller Client is also capable of sending
control commands to the Server. This allows the
Client to duplicate the functionality of the buttons on
the Beaglebone Cape. These commands are sent
through MMS and follow a Select Before Operate
(SBO) control model. For example, Pos.Oper.ctlVal is
the control for issuing an open/close command to the
breaker QA1.

The Client subscribes to the following Report Control
Blocks (RCB’s):
"bcrbSTAT" – this RCB reports the position (Pos) of
the three Switch Controllers (CSWI) for QA1, QB1,
and QC1
"bcrbMEAS" – this RCB reports the voltage (PhV) and
current (A) from the MMXU logical node
The entire Server Object Model can be viewed with
an IEC 61850 Client tool like the IEC 61850 Test
Suite from Triangle MicroWorks. The Hammer test
Client, within the Test Suite, can connect to the Bay
Controller Server and automatically load the Server
Object Model as shown in Figure 1. In this example,
the position of Circuit Breaker QA1 is shown to be
closed (“on”) in the Data Object found at
QA1CSWI1.Pos.stVal. As positions of the switches
and potentiometers on the Bay Controller Cape are
changed, changes to Data Object values can be
viewed. See the above section on Report Control
Blocks for a list of Data Objects that can be monitored
through an IEC 61850 Client.
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Learn More about IEC 61850
Triangle MicroWorks has IEC 61850 training videos
available for free, including the following topics:
IEC 61850 Introduction and Training
IEC 61850 Data Modeling Part 1
IEC 61850 Data Modeling Part 2
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IMPORTANT NOTICE FOR TI REFERENCE DESIGNS
Texas Instruments Incorporated ("TI") reference designs are solely intended to assist designers (“Buyers”) who are developing systems that
incorporate TI semiconductor products (also referred to herein as “components”). Buyer understands and agrees that Buyer remains
responsible for using its independent analysis, evaluation and judgment in designing Buyer’s systems and products.
TI reference designs have been created using standard laboratory conditions and engineering practices. TI has not conducted any
testing other than that specifically described in the published documentation for a particular reference design. TI may make
corrections, enhancements, improvements and other changes to its reference designs.
Buyers are authorized to use TI reference designs with the TI component(s) identified in each particular reference design and to modify the
reference design in the development of their end products. HOWEVER, NO OTHER LICENSE, EXPRESS OR IMPLIED, BY ESTOPPEL
OR OTHERWISE TO ANY OTHER TI INTELLECTUAL PROPERTY RIGHT, AND NO LICENSE TO ANY THIRD PARTY TECHNOLOGY
OR INTELLECTUAL PROPERTY RIGHT, IS GRANTED HEREIN, including but not limited to any patent right, copyright, mask work right,
or other intellectual property right relating to any combination, machine, or process in which TI components or services are used.
Information published by TI regarding third-party products or services does not constitute a license to use such products or services, or a
warranty or endorsement thereof. Use of such information may require a license from a third party under the patents or other intellectual
property of the third party, or a license from TI under the patents or other intellectual property of TI.
TI REFERENCE DESIGNS ARE PROVIDED "AS IS". TI MAKES NO WARRANTIES OR REPRESENTATIONS WITH REGARD TO THE
REFERENCE DESIGNS OR USE OF THE REFERENCE DESIGNS, EXPRESS, IMPLIED OR STATUTORY, INCLUDING ACCURACY OR
COMPLETENESS. TI DISCLAIMS ANY WARRANTY OF TITLE AND ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE, QUIET ENJOYMENT, QUIET POSSESSION, AND NON-INFRINGEMENT OF ANY THIRD PARTY
INTELLECTUAL PROPERTY RIGHTS WITH REGARD TO TI REFERENCE DESIGNS OR USE THEREOF. TI SHALL NOT BE LIABLE
FOR AND SHALL NOT DEFEND OR INDEMNIFY BUYERS AGAINST ANY THIRD PARTY INFRINGEMENT CLAIM THAT RELATES TO
OR IS BASED ON A COMBINATION OF COMPONENTS PROVIDED IN A TI REFERENCE DESIGN. IN NO EVENT SHALL TI BE
LIABLE FOR ANY ACTUAL, SPECIAL, INCIDENTAL, CONSEQUENTIAL OR INDIRECT DAMAGES, HOWEVER CAUSED, ON ANY
THEORY OF LIABILITY AND WHETHER OR NOT TI HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, ARISING IN
ANY WAY OUT OF TI REFERENCE DESIGNS OR BUYER’S USE OF TI REFERENCE DESIGNS.
TI reserves the right to make corrections, enhancements, improvements and other changes to its semiconductor products and services per
JESD46, latest issue, and to discontinue any product or service per JESD48, latest issue. Buyers should obtain the latest relevant
information before placing orders and should verify that such information is current and complete. All semiconductor products are sold
subject to TI’s terms and conditions of sale supplied at the time of order acknowledgment.
TI warrants performance of its components to the specifications applicable at the time of sale, in accordance with the warranty in TI’s terms
and conditions of sale of semiconductor products. Testing and other quality control techniques for TI components are used to the extent TI
deems necessary to support this warranty. Except where mandated by applicable law, testing of all parameters of each component is not
necessarily performed.
TI assumes no liability for applications assistance or the design of Buyers’ products. Buyers are responsible for their products and
applications using TI components. To minimize the risks associated with Buyers’ products and applications, Buyers should provide
adequate design and operating safeguards.
Reproduction of significant portions of TI information in TI data books, data sheets or reference designs is permissible only if reproduction is
without alteration and is accompanied by all associated warranties, conditions, limitations, and notices. TI is not responsible or liable for
such altered documentation. Information of third parties may be subject to additional restrictions.
Buyer acknowledges and agrees that it is solely responsible for compliance with all legal, regulatory and safety-related requirements
concerning its products, and any use of TI components in its applications, notwithstanding any applications-related information or support
that may be provided by TI. Buyer represents and agrees that it has all the necessary expertise to create and implement safeguards that
anticipate dangerous failures, monitor failures and their consequences, lessen the likelihood of dangerous failures and take appropriate
remedial actions. Buyer will fully indemnify TI and its representatives against any damages arising out of the use of any TI components in
Buyer’s safety-critical applications.
In some cases, TI components may be promoted specifically to facilitate safety-related applications. With such components, TI’s goal is to
help enable customers to design and create their own end-product solutions that meet applicable functional safety standards and
requirements. Nonetheless, such components are subject to these terms.
No TI components are authorized for use in FDA Class III (or similar life-critical medical equipment) unless authorized officers of the parties
have executed an agreement specifically governing such use.
Only those TI components that TI has specifically designated as military grade or “enhanced plastic” are designed and intended for use in
military/aerospace applications or environments. Buyer acknowledges and agrees that any military or aerospace use of TI components that
have not been so designated is solely at Buyer's risk, and Buyer is solely responsible for compliance with all legal and regulatory
requirements in connection with such use.
TI has specifically designated certain components as meeting ISO/TS16949 requirements, mainly for automotive use. In any case of use of
non-designated products, TI will not be responsible for any failure to meet ISO/TS16949.
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