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About This Manual

This manual describes the modules and peripherals of the MCU-RF DST80 family of devices. Each description
presents the module or peripheral in a general sense. Not all features and functions of all modules or
peripherals may be present on all devices. In addition, modules or peripherals may differ in their exact
implementation between device families, or may not be fully implemented on an individual device or device
family.

Pin functions, internal signal connections, and operational parameters differ from device to device. The user
should consult the device-specific data sheet for these details.

The LF communication scheme is described in a dedicated LF user guide.

Related Documentation from Texas Instruments

FCC Warning

This equipment is intended for use in a laboratory test environment only. It generates, uses, and can radiate
radio frequency energy and has not been tested for compliance with the limits of computing devices pursuant
to subpart J of part 15 of FCC rules, which are designed to provide reasonable protection against radio
frequency interference. Operation of this equipment in other environments may cause interference with radio
communications, in which case the user himself will be required to take whatever measures may be required to
correct this interference.

Notational Conventions

Program examples, are shown in a special typeface.
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Definitions

Communication partner able to communicate by the use LF telegrams with a
transponder

Short range LF communication between base station and transponder running
without battery support on transponder side

Downlink LF communication from the Base Station to the transponder

LF energy transfer from the Base Station to the transponder; energy is stored in the
charge capacitor for the uplink phase

Uplink, Response LF communication from the transponder to the base station

Remote Keyless Entry: UHF communication from the key fob to the vehicle initiated
by a push button press

Passive Entry/ Passive Start: The Base Station sends a LF telegram which requests
a UHF response from the Key Fob

Base Station

Immobilizer Mode

Charge Phase

RKE

PEPS
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1

Introduction

The RFID Demo software can be used to execute the main features of TI MCU-RF DST80 product portfolio.
Resonant trimming, transponder communication and passive entry communication can be executed. The
Demo software synchronizes its own settings with the device configuration as far as possible to achieve
valid data communication and response analyzing. Some devices only offer partial functionality (e.g. smaller
memory or trimming only). This is not considered in the demo software and needs to be managed by the
user.

The tool doesn’t require an installation run as long as Microsoft .NET Framework is installed on the
computer. A com port or USB port is required to communicate with the demo hardware.
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2 Installation
2.1 Hardware Installation of ADR2 Demo Reader
1. Connect the external USB Interface Board to the two designated sockets on the bottom-left side of the
Base Station board. Make sure to connect the device in correct orientation — the Texas Instruments
logo of the boards should point in the same direction!
2. Connect the Loop Antenna to the corresponding connectors in the top-right corner of the Base Station
Board, labelled 1 to 6.
3. Connect the USB Interface Board to a PC using the Mini-USB Cable.
4. (Optional) Apply an additional power source to the power-connector of the Base Station (12V DC) to
achieve an increased transmission range and/or drive a bigger antenna.
2.2 Software Installation
1. Go to the product page of the ADR2 Demo Reader:
http://www.ti.com/tool/ri-acc-adr2-10
2. Download the RFID Demo Software
3. Extract the ZIP-file into a folder and execute the RFID Demo Software executable — no installation
required.
4. To use DST80 functionality, no activation code is required. Just leave the textbox blank and click OK
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Figure 1: Base Station Schematics
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4  Communication Ports

4.1 Com — Port search

FB} AES Demo
|. FalFl Demo | DSTE0 Transpnnderl AES Transponder ‘AES PEPS | Resonant Trimming ||"Ahnut_|

[acions48) | [ Bankn | [ Bak1 | [ Bz | [ pek3 | [[Benkr.
Page D escription
1 [rre——

Dewvice Code/Serial

Hex Status

Config. / Adress 0000 0000 0000 0000

2
£
7 WP & / Vehicle ID 0000 0000

%
4
&
8

S WP E / Data 1 0000 0000 0000 0000

11

13

10 |UP Lewel f Data 2 0000 0000 0000 0000

12 | Timing / Data 3 0000 0000 0000 0000

15 14 | R8I 7 Data 4 0000 0000 0000 0000

18 | AES Fey 1 0000 0000 0000 0000

20 | AES Hey Z | FFFF FFFF FFFF FFFE

ZZ | AEE Eey Z | | FFFF FFFF EEEFF EEEF

Z4 | PEE Eey L FFFF FFFF FFFE FFFE

Z& | PEE Fey Z | | FFFF FFFF EEEE EEEE

28 | Tranmsport Hey FFFF FFFF FFFF FFFE

£
I
.
£
;
i
.
17 f 16 | AEZ Fey L
£
£
I
I
.
£
I

30 | Tramsport Hey SEﬂ.lUllj.llg for connected boards .... FFFF FFFF FFFF FFFF

[T ]

[ Execte Burst Read Hum elegram repetition Data Content
I | high speed repetition [ Stop on enor

[ General Read Page 0 ] [ Selective Read Page 0 I [ Mutual Read Page 0 ] [ Sel+Mut Read

Communication Content

Commands

[ Odd Pages ] [ Ewen Pages

Configuration
[ General Program Page 0 ] [ Selective Program Page 0 l [ Mutual Program Page 0 ] [ Sel+Mut Program l Selective Addiess

I Wehicle ID FFFF FFFF

[#ESKeyT v | 0706 0504 0302 D100 |

OFOE OD0C OB0& 0308

[ General Lock Page 0 ] [ Selective Lock Page 0 I [ Mutual Lock Page 0 l [ Sel+Mut Lock

Page Content Serial Communication
Page Status: Page unlocked

Current Page Content l:l T |UT 010504 |
Program Page Content to l:l F\le 050502020401 05 |

| ADRZ Reader SW02.02 on COMS

Figure 2: Com Port Search

After start-up of the AES Demo Software, it searches automatically for attached demo readers and probe
test boxes.
The tool supports up to 3 Demo readers and 1 Probe Test box.
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After completion of the Com port search up to 3 found devices are displayed in the status line:

AES Demo Software
File:

- Settings

[acionsiiasy | [ gank0 | [ Bank1 | [ Bakz | [ Baks | [[Bakz

[Page  Descipiion Byt 3 Bye2 | Bel | Bpel Bye3 | Bye2 Btel  Bylel “Hex “Ghatus
. Configuration o ¢ o | aono [ Bono : o o ango | | 0000 0000 0000 0000

| 3 /2 |Device CodefSerisl 9000 0000 0000 0000

| 5 s 4 |comfig. s Adress 0000 0000 0000 0000

| %/6 |wpasvenicle 0 | " ooso vo00 0000 oooo |

| s/0 |wespaas | o | | 0000 0000 0000 0000 |

| 11 7 10 [P Level / Dara z o000 v000 0000 0000 |

| 12 /12 |Tining s Data 3 0000 0000 0000 0000

| 15 7 14 |[RSST / Data 4 0000 0000 0000 0000

| 17 7 16 |ams mey L | 000 0000 0000 wo0e |

| 15 7 15 |aEs Rey 1 | o080 s000 0000 0000 |

[ 21/ 20 |azs ey 2 ] |vesr veEy wEEe eme |

| 23 s 22 |AES Rey 2 1111w || FEFE FEEE EEEE EEEE

| 25 ¢ 24 |PRE Rey 1 11 FFFF FEFF FEFE FEEE

| 27 7 25 | PEE Rey 2 | |rexr vrEr EEEe EEEe |

| 25 20 |transpors Key 1 =l | |reer vere wepe weme |

| 3120 | Transpore Key 1111 1911 | 1103 1001 | 101 1300 | 1301 1131 | 1111 1311 | 1101 1131 | 1311 1121 | 1101 1111 | FEEF FEFF EEEE FEEE

Commands Telegram Mode Caommunication Cantent

[] Execute Burst Read

Mumber of Pages

D continuous telegram repetition

Data

Cantent

[ 0dd Pages ] I Even Pages

[ high speed repstition [ Stop on enar

I General Read Page 0 ] I Selective Read Page [ l I Mutual Read Page 0 ] [ Sel.+Mut Read l

Configuration

’ General Program Page 0 ] ’ Selective Program Page 0 I ’ Mutual Program Page 0 ] [ Sel.+Mut Program I

Selective Address

Wehicle 1D FFFF FFFF
I General Lock Page 0 ] I Selective Lock Page 0 l I Mutual Lock Page 0 ] [ Sel.+Mut Lock l
[#EsKept v 0706 0504 0302 0100 |

OFDE 0DOC DEQA 0308

Page Content
Page Status:
Current Page Content

L

Page unlocked

Serial Communication

Ti 01010504

Program Page Content to l:l

R | [0 0505020204001 0501 050001 0004011 01 |

—.

L
SN
rADRZ Reader 5W02,02 on COMS ADRZ Reader SW01,00 on COMSZ | Probe Text Box SW03.08 on COML | )

Figure 3: Connected Hardware Tools

The highlighted text indicates the currently used com port for communication. Each attached device is
automatically initialized with the communication parameters valid for the currently used tab.

For example in the screen shot above the ADR2 Reader is initialized with the BLC LF communication
parameters configured in the ‘Settings’ menu shown below:
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AES Demo Software
File  Settirgs

DST&0 Settings | PEPS Settings | 5 Trp Settings i| AES PEPS Seftings | Com Port|

BLLC Settings Timirg Settings

Laoww bit OFF time 3I]I]_; s Charge time 200 ms
Lot bit OIN Hirme: 32!]_; Mk Pragram time 32/64 bit B: s

High bit OFF time | 300 s Program time 128 bit [ 15] e

High bit OM time | B00| ps Encryption time | 4 ms

5SUF DFF time | 00 s kutual Authentication time | .!I-I s
680/

SOF ON hrne -2 MCL Access Time [—20; ms
EOF OFF time | 300 ps

EOF ON time  860] s

IMMO Pattern 501 v

BLE Slow
BLC Standard
BLC wide
BLC Fast

BLAIDAES

[ Transfer Settings J [ Finizhed ]

|| ADAZ Reader SWOZ,02 or COMS | ADRZ Readsr SWO0L,00 on COMS2 | Probe Text Box SW03.08 or COM1

Figure 4: Transponder Timing Settings
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4.1.1 Repeat Automatic Device Search

In some cases it might be desirable to repeat the Automatic Device Search. For example when a device is
connected which supports no auto-detection (e.g. Probe Test Box) while the software is already running.

In that case, just click on the Com Port Search button in the status bar.

AES Demo Software g@

File  Setkings

PaLFl Demo | D5TS0 Transponder |F'EF'S AES Tramzponder || AES PEPS | Resonant Trimming | About

| I ........... H Ead Page ........... I | | 1 & | _

[ Battery Charge ] [ Battery Chieck ] |:|
| PogemPagze | s v | | ooooooooon| [
[ Lock Page ] | a L |
|}
| MSP Access | | oooooooooooo | I& TEXAS
INSTRUMENTS
[ continuous tramzmis
Searching for connected boards ....
Received Bytez [........ l
Receive 1 Recei [ Cancel ] ceive B

| | || || || e

Sernal Communication

Te - Data to Reader
01010504 |
R - Data from Reader

01050001 04030300 | T
|| TBA-B300 5W01.04 +UHF on comz (Com Port SearcE)

Figure 5: New Automatic Device Search

Note:

If the Automatic Com Port Search is deactivated (s  ee chapter Manual Com-Port Connection) it will
get reactivated by executing an Automatic Com Port Search.
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4.2 Manual Com-Port Connection

If problems with the Automatic Com Port search are experienced or for other reasons a manual selection of the
Com Port is desired, the Automatic Com Port Search should be deactivated and the corresponding Com Port
should be chosen manually.

To do so following steps are required:

Activate the Settings tabs

Select the Com Port Tab Page

Uncheck Automatic Search

Select the Com Port which the device is connected to

To deactivate the Settings tabs and return to the last used tab click Finished

agprpwNE

REID Demo Software

DSTE0 Settings | PEPS Settings || AES Trp Settings | AES PEPS Settings | Activation Code{ Com Fort .

Select Cam Fort Coam1 | [] sutomatic Search

Computer Com Poart List

COMT -- Communications Port [COMT]
COk 3 -- MSP-FET430UIF - WCP [ICOR 3]
COMI0 -- IntellR] Remote PC Aszizt Technology - SOL [COR10]

Il Manual Conneckion to COM1 | Com Port Search

Figure 6: Toggle Manual Selection / Automatic Searc  h of Com Port
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5 Applications for DST80 devices

5.1 Settings

To configure bit timings, burst durations, com port connections and more the Settings tab page can be used.
To access this tab page click on Settings as shown below:

8 AES Demo Software

e (s )
| PaLFl Dema | DST20 Transponder | PEPS || AES Trangponder || AES PEPS || Resanant Trimming || Ahout |

Figure 7: Access Settings Menu

On all Settings tab pages there are two buttons Transfer Settings and Finished.

[ Transfer Settingz ]

| Finished |

|| TEA-B300 501,05 +UHF on CO

Figure 8: Transfer Settings and Finished

Transfer Settings transfers the currently displayed settings to the selected reader or the selected com port but
stays on the Settings tab page.

Finished transfers the settings exactly like the Transfer Settings button but switches to the corresponding
normal (non-settings) tab page or the tab page previously used.

For example if the PEPS Settings are currently configured and then the Finished button is pushed the program
will switch to the PEPS tab page.
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5.2 Resonant Trimming

The AES Demo Software supports Resonant Trimming for all devices through the Test Interface.

Requirements:
- Probe Test Box

OR
- TBA-B300

To execute the resonant trimming procedure, following steps are required:

Connect the Reader / Probe Test Box to the PC and to the Test interface of the device.
Start the RFID Demo Software

Select tab “Resonant Trimming”

Select the device to be trimmed in the Device Selection combo box

Click on Automatic Trim All

agrwNE

REID Demo Software
File: Settings.

| F'aI:FI -Demo-j: bé'.l:'S.D-T.lanspon'del_ CF-HAID F'EF'S 1l .&E.Q.:I:lansponcier Il AESF’EF’S 1l .f;.E.E.vlljemo | ME 'Aijou't

[evice Selection: !Fi-.t'-‘;lf).-’-‘«éé-[-E-SS o newelj w |

Trmming through Desvice Test Interface

Rezonant Circuit Meazured Freguency [kHz] Target Frequency [kHz] Trim Eypte

RF 2 134.21 134.20 0=28
RF 3 134.21 134.20 0=2E
[ Get Frequency RF 1 l [ Automatic Get Al ] Measuring Cpcles | 'ID;

[ Advanced Suta Trim ]

l Automatic Trimming BF 1 J [ Automatic Trim Al ]

’ Diirect Trimming AF 1 I 0a ihe:-:

Serjal Communication

T [D204CE 14190403

R iLD1 D5CE1AT3710EEF

[ TBA-B300 3W01.15 +UHF on COM2 | Com Part Search

Figure 9: Resonant Frequency Trimming

The Demo Software will show the trimmed frequency in the field “Measured Frequency”. In case the resonant
frequency couldn’t be trimmed to the target frequency a notice will be displayed providing further instructions.
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5.2.1 Resonant Trimming (Reader controlled)

It's also possible to perform a reader controlled automatic trimming of all channels.

Requirements:
- TBA-B300

Connect the Base Station to the PC and to the Test interface of the device.

Start the RFID Demo Software

Select tab “Resonant Trimming”

Select the device to be trimmed in the Device Selection combo box

Click on Advanced Automatic Trimming

Wait until results are shown in the table above. The orange LED3 on the Base Station indicates
trimming activity.

oukrwhpE

5.2.2 Resonant Trimming Protocol overview

The used protocol depends on the chosen device. There are following device types available:

1. RAIDAES (ES3 and newer)

An AES device of the ES3 chip generation or newer.
2. RAIDAES (ES2 and older)

An AES device of the ES2 chip generation or older.
3. Others

Any other (no-AES) device (e.g. CRAID).

5.2.2.1 AES Trimming Get Frequency Protocol

For an AES device following protocol is used:

AES Trimming Get Frequency Protocol (All RAIDAES devices)
Start | Length | Device | Command | Channel | Plucks | Cycles | BCC

02 04 CE 1A 19 0 A C3
Byte  Abbreviation Content sgﬁjrzple Explanation
1 Start Start Mark 02 The startbyte is
dependant on the Reader
used:
ProbeTestBox:
Startbyte: 01
TBA-B300:
Startbyte: 02
2 Length Length 04 4 Byte are following,
excluding BCC
3 Device Device Code CE AES device
4 Command Command to measure 1A Measure Frequency
frequency
5 Channel Channel ID 19 Channel IDs are:
ES3 and newer:
RF1: 19
RF2: 1A
RF3: 1B

ES2 and older:
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RF1: 11
RF2: 12
RF3: 13
6 Plucks Number of plucks during 0 No plucks during
measurement measurement
6 Cycles Number of measurement A Ten measurement cycles
cycles
7 BCC Block Check Character C3

5.2.2.2 AES Trimming Get Frequency Response Protocol

Byte

AES Trimming Get Frequency Response Protocol (All RAIDAES devices)

Start | Length | Device | Command | Channel | Freq | Freq | BCC
LSB | MSB
01 05 CE 1A 19 70 06 BE
Abbreviation  Content Example Explanation
Value
Start Start Mark 01 Always 01
Length Length 05 5 Byte are following, excluding
BCC
Device Device Code CE AES device
Command Command to measure 1A See following table
frequency
Channel Channel ID 19 Channel IDs are:
ES3 and newer:
RF1: 19
RF2: 1A
RF3: 1B
ES2 and older:
RF1: 11
RF2: 12
RF3: 13
Freq LSB Least significant Byte of 70 Measured value: 0670h
measured Frequency Or 1648d
Freq MSB Most significant Byte of 06 Frequency= 1077 / (measured
measured Frequency value * 45.2112) = 134.21 kHz
BCC Block Check Character C3

22167
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5.2.2.3 AES Trimming Direct Trimming Protocol

Byte

7

AES Trimming Direct Trimming Protocol (All RAIDAES devices)

Start | Length | Device | CMD | Channel | Trim Byte | BCC
02 04 CE 0D 01 3F F9
Abbreviation Content Example Explanation
Value
Start Start Mark 02 The startbyte is
dependant on the Reader
used:
ProbeTestBox:
Startbyte: 01
TBA-B300:
Startbyte: 02
Length Length 04 4 Byte are following,
excluding BCC
Device Device Code CE AES device
CMD Command to program Trim 0D Measure Frequency
Byte
Channel Channel ID 01 Channel IDs are:
RF1: 01
RF2: 02
RF3: 03
Trim Byte Trimming value which will 3F Value between 00h and
be programmed to the 7Fh which determines
Capacitive Trimming Array the capacitance of the
resonant capacitor
BCC Block Check Character C3

5.2.2.4 AES Trimming Direct Trimming Response Protocol

Byte

~N o1

AES Trimming Direct Trimming Response Protocol (All RAIDAES devices)

Start | Length | Device | CMD | Channel | BCC
01 03 CE oD 01 C1
Abbreviation  Content Example
Value
Start Start Mark 01
Length Length 03
Device Device Code CE
CMD Command to program Trim 0D
Byte

Channel Channel ID 01
BCC Block Check Character C3

Explanation

Always 01h

3 Byte are following, excluding
BCC

AES device
Measure Frequency

Channel IDs (see 5.2.2.3)

23/67

11-09-21-024 — September 2011



13 TEXAS

INSTRUMENTS

DST80 Demo Software — User Guide

5.2.2.5 Default Trimming Get Frequency Protocol

Byte

Default Trimming Get Frequency Protocol (e.g. CRAID
Start | Length | Device | Channel | CMD | Plucks | Cycles | BCC
02 05 7E 18 5AA1 0 A 92
Abbreviation  Content Example Explanation
Value
Start Start Mark 02 The startbyte is dependant on the
Reader used:
ProbeTestBox:
Startbyte: 01
TBA-B300:
Startbyte: 02
Length Length 05 5 Byte are following, excluding
BCC
Device Device Code 7E Non-AES TI device
Channel Channel ID 18 Channel IDs are:
RF1: 18
RF2: 28
RF3: 38
CMD Command with Password 5AA1 Measure Frequency
Plucks Number of plucks during 0 No plucks during measurement
measurement Ten measurement cycles
Cycles Number of measurement A
cycles
BCC Block Check Character C3

5.2.2.6 Default Trimming Get Frequency Response Protocol

Default Trimming Get Frequency Response Protocol (e.g. CRAID)

Start | Length | Device | Channel | Freq | Freq | BCC
LSB | MSB
01 04 7E 18 70 06 14
Byte Abbreviation  Content \E/);ﬁjrgple Explanation
1 Start Start Mark 01 Always 01h
2 Length Length 04 5 Byte are following, w/o BCC
3 Device Device Code 7E Non-AES TI device
4 Channel Channel ID 18 Channel IDs are:
RF1: 18
RF2: 28
RF3: 38
6 Freq LSB Least significant Byte of 70 Measured value: 0670h
measured Frequency Or 1648d
7 Freq MSB Most significant Byte of 06 Frequency= 1077 / (measured
measured Frequency value * 45.2112) = 134.21 kHz
8 BCC Block Check Character 14
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5.2.2.7 Default Trimming Direct Trimming Protocol

Default Trimming Direct Trimming Protocol (Non-AES devices)

Start | Length | Device | Channel | Password | Trim | BCC
Byte
02 04 7E 14 5A 41 75
Byte  Abbreviation Content sgﬁjrzple Explanation
1 Start Start Mark 02 The startbyte is
dependant on the Reader
used:
ProbeTestBox:
Startbyte: 01
TBA-B300:
Startbyte: 02
2 Length Length 04 4 Byte are following,
excluding BCC
3 Device Device Code 7E Non- AES TI device
4 Channel Channel ID 14 Program TrimByte on
Channel:
RF1: 14
RF2: 24
RF3: 34
5 Password Test Interface Access 5A Always 5Ah
Password
6 Trim Byte Trimming value which will 41 Value between 00h and
be programmed to the 7Fh which determines
Capacitive Trimming Array the capacitance of the
resonant capacitor
7 BCC Block Check Character 75

5.2.2.8 Default Trimming Direct Trimming Response Protocol

Default Trimming Direct Trimming Response Protocol (All RAIDAES devices)
Start | Length | Device | Channel | BCC

01 02 T7E 14 68
Byte Abbreviation  Content Example Value  Explanation
1 Start Start Mark 01 Always 01h
2 Length Length 02 2 Byte are following, excluding BCC
3 Device Device Code TE Non-AES TI device
5 Channel Channel ID 14 Channel IDs (see 5.2.2.7)
7 BCC Block Check Character 68
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5.3 Passive Entry, Passive Start with a RAID / CRAI D

For a unidirectional PEPS communication, which means the Base Station will send a LF Wake Pattern,
following requirements apply:

Requirements (unidirectional PEPS):
- ADR2 demo reader OR TBA-B300
- RAID / CRAID device with LF- Antenna

For a complete (bidirectional) PEPS communication, which means the Base Station will send a LF Wake
Pattern and can receive the UHF response of the woken key fob, following requirements apply:

Requirements (complete PEPS):
- TBA-B300 with connected UHF- Module
- RAID / CRAID device with LF- Antenna and UHF- Module

To perform a PEPS command some preparation is required if the RAID/CRAID EEPROM is not yet configured:

1. Connectthe CRAID and the Base Station via the Test Interface

2. Activate the PEPS tab

3. Check the Configure CRAID EEPROM checkbox

4. Choose a configuration or just load the default values (by clicking on Get AFE Defaults)

5. Transmit settings by clicking on Set AFE Configuration. On success, the background of the button
will become green. If preferred, the Configure CRAID EEPROM checkbox may be unchecked

6. Disconnect the device from Test Interface
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AES Demo Software

File. Settings

i:.'a.Ll.:I If)emu DS:f.Eﬁ T‘ranspund‘er‘ .PEPSI AES "Franspundal AES F"‘EF’S F‘l‘ésunanl .T.f\mm\ng Ab‘uul

Wwake Pattern & Wake Pattem B TEBA-B300 Configuration

Wake Pattern Length |18 v Wake Pattern Length [16 | PEPS Antenna Selection

‘Wake Pattern | 5655 _‘ ‘Wake Pattermn |t Gain 1 for data transmission | ' Wpp

Addiional Data [c2 Additonal Data |c2

Transmit TPIC Settings
Commands Telegram Mode Setial Communication
[ continuous transmission T ,U'IU:MAEIMUEE&SUH&IEEZ‘UJ&EE‘HI
[ Send Wake Patterm & Sting l I SendWake Pattern B String — =

R | 013001 C1800EADSEAZE 1D1EBE 10004304E 93651 7E
c: N H Dat
Corfigure CRAID EEPR ame ata

through Device Test Interface 0

ActionCode i:'asswe Entry / Passive Start 7]

ern Length i71 E v ‘wiake Patterm A %5555
z - 7 = E rtension i]
O WWAKE A Sensitiviy RF 1(0-31) (31 |
o F.ey Mumber 24
[Fl WwdsKE A Sensitivig RF 2 [0-31) ;731 | S erial Number Q0EADS
Disable Waks Detectar RF 1 [ WAKE A Sensiivity RF 3 (0:31] |31 \ Manufactuiing C... | B&
Disable ‘Wake Detectar FF 2 [ Counter 470
DisableWake Detectar RF 3 [ Wake Pattem B ,AAAA Ll ‘ Signature 1EBETO
Mo'wake Detection [Transp.M. ]D VWAKE B Sensiivity RF 1(0-31] ‘.31 J LFRSSIx 152V [25Y max)
Variabls R O il VWAKE B Sensiivity IF 2(031] (31| ShRBSLY PRI (55 o]
= LFRS51Z OB7Y [25% max]
Mo Backup Mads Wil KE B Sensitivity RF 3 [0-31] ;731 | e e

O
Mo Immaobilizer Mode O
Thrsshold [0 - 15) [ 7
;N Defaults Get AFE Configuration

| T..BA‘BSUO SW/01.04 +UHF on COMZ | Com Port Search
Figure 10: Configure CRAID EEPROM
With the configured EEPROM of the RAID / CRAID device it is now possible to execute the PEPS command.

Set AFE Configuration

1. Apply an adequate voltage source to the RAID / CRAID (e.g. a 3V coin cell)

2. Place the RAID / CRAID demo board somewhere in range of the stick antenna LF field, not too
close to the UHF Module of the Base Station to prevent oversaturation.

3. Select the PEPS tab in the software.

4. Ensure the correct reader is selected — preferably with UHF Module to receive a response

5. Adjust Wake Pattern Length and Wake Pattern according to the configuration on the CRAID
EEPROM

6. Eventually add an Additional Data string. Sending “C2” will cause the RAID / CRAID to measure
the LF RSSI.

7. To execute the action click on Send Wake Pattern String

8. If a UHF response is obtained the content will be displayed
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AES Demo Software
File. Settings

PaLFl Demo | DSTE0 Trenspllg Transponder | AES PEPS | Resonant Trmming | About |

lake Patharogs

Wake Patltem B TEBA-B300 Configuration

PEPS Antenna Selection

wake Pattern Length Wake Pattern Length 16 \7

wake Pattern

‘wiake Pattern 5555 \ | Gain 1 for data transmission | f | Wpp

Additional Data Additional Data |c2 |

Transmit TPIC Settings

e Telearam Made Serial Communication

[ continuous transmission T :U'IU_MAUET-UEEE_S-U_T&E-EZUWEEHI

Send Wake Patterm & Sting l I SendWake Pattern B String

R |0113001C 2E101 (4E 33B517E

N

Data
0

Conlfigure CR&ID EEPROM
Read from/ Write to EEPROM through Device Test Interface

\Wake Paliem Length Iﬁ s ;55557‘ ActionCode Paszive Entry / Passive Start [7)
: = g = Ertension i]
Watchdog On O Wi AKE & Sensitivity BF 1 (0-31
F.ep Mumber 24
Mo Clkas O WAKE & Gensibivity FIF 2 (0:31 Gorial Mumber | OOEADS

Disable Waks Detectar RF 1 [ WwAKE A Sensitivity RF 3 (0-31 Manufactuiing C... | B&

Disable Wake Detectar AF 2 [ Counter 470

DisableWake Detectar RF 3 [ Wake Pattem B L ‘ Signature TEBET0

NoWake Detection (Transp M) 1 \wiKE B Sensitiviy RF 1(0:31] |31 LFRSSIX 1824 (25 max )

Variabls R O il VWAKE B Senstivy FIF 2 (0:31) |31 ShRBSLY PRI (55 o]
: LFRS51Z OE7Y [25W max)

Mo Backup Mads 0 Wl KE B Sensitivity RF 3 [0-31 Tl e

Mo Immobilizer Mode O

Bt Threshiold (0 - 15) | il

[ GetAFE Defauts | [ GetAFE Corfigwation | [[5etAFE Confluration

- .~

| T64-B300 501,04 +UHF on COM2.Cn Port Search

If problems with the LF RSSI measurement occur though “C2” is sent as Additional Data, consider
configuration of RSSI Burst Time in the PEPS Settings tab page (Settings menu). During this power burst at
the end of the LF transmission the RSSI value is measured.
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5.4 Immobilizer Read Page (DST80)

To read a page of a DST80 transponder or a device using one, like the RAID / CRAID devices, follow those
instructions:

1. If not done yet, power up the board, connect it to the PC, start the software and place the
Transponder / LF- Antenna in the LF field of the readers Immobilizer Loop Antenna.
Activate the DST80 Transponder tab

Choose the page which should be read

Click on Read Page

After a successful read CRC correct should be displayed along with green highlighting
The data read out from the page will be displayed in the Received Bytes section

ok wN

AES Demo Software |Z“E”ZJ

File  Settings: 3

PalFl Denfel_DST80 Transponder ;"'"E'ﬁé' AES Transponder | AES PEPS | Resonant Trimming | About |

[ Battery Charge ] [ Battery Check, J | _
[ Program Page ] |3|:| v! | | _
[ Lock Page J ! 8 L '
[ MSP Access | [oooooooooooe| wyeddd TEXAS
INSTRUMENTS
[ continuous transmission
Received Bytes .
?_erial MSE Serial N S_e_r_ial LSEB Man. Code If'_age 2 Efl._.-'i".ddr. -
20 = ][22 | [1E | |0 i '

Serial Communization

T+ - Data to Reader
| D__1_EIEEI432EIEH:ICEIEIDJ—‘-.3EI] |

R - D ata from Reader
| M OBOOFEFFO01E3293200E /EFA94 |

I| TEA-E300 501,04 +UHF on COMEZ | Com Part Search

Figure 11: Transponder: Read Page (DST80)
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5.4.1 Problems with DST80 Transponder Immobilizer f  unction

When experiencing problems with the DST80 Transponder Immobilizer function ensure Coding is set to PWM
(Pulse Width Modulation). This configuration is found in the DST80 Settings tab page.

Jeftings | AES PEPS Settings || Activation Code | Com Part

Codi
50 ms —
15| ms ) PPM
ms (3 P/

3o

Figﬁre 12: Coding Configuration (DST80)

In doubt, use default timing settings.
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5.4.2 Example: Read Page 3 command (DST80)

By clicking on Read Page 3 the software sends via Serial Communication following telegram:
" 01060432080C0O00AAC". This data is assembled as follows:

Serial Communication Protocol

Start | Length | Cmd | PB1 | No. TX bits TX bits PB2 No. RX BCC
bytes
01 06 04 32 08 0oC 00 0A AC
Byte Abbreviation Content Example Explanation
Value
1 Start Start Mark 01
2 Length Length 06 6 Byte
transmission
are following,
excluding BCC
3 Cmd Command 04 cf. section 6.7
4 PB1 Data — Power Burst 1 32 50 ms Power
Burst
5 No. TX bits Data — Number of Transmit 08 8 Bitto
Bits transmit to
transponder
6 TX bits Data — Transmit Bits 0oC see following
table
7 PB2 Data — Power Burst 2 00 No second
Power Burst
8 No. RX bytes Data — Number of Receive  0A 10 Byte
Bytes response
expected from
transponder
9 BCC Block Check Character AC
LF Transmit Bits hex | 0C
- Page hex || 0C 0000 1100
- Command
Page 0000 11 Page 3
Command 00 Read
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5.4.3 Example: Read Page 8 response (DST80)

As response following telegram is received: “010BO07E00123456789020EE2407"

Serial Communication Protocol

Start | Length | Cmd TX bits BCC
01 0B 007E | 00123456789020EE24 07
Byte Abbreviation Content Example Explanation
alue
1 Start Start Mark 01
2 Length Length 0B 11 Byte are
following,
excluding BCC
3,4 Cmd Command 007E Transponder
response
5to 13 TX bits LF transponder response 001234567890  See following
20EE24 table
14 BCC Block Check Character 07
LF Uplink Data hex | 00123456789020EE24
- Page?2 hex | 00
- Page 8 content hex | 1234567890 (Byte 0, Byte 1, Byte 2, Byte 3)
- Read Address hex || 20 0010 0000
- Read Address Extension
Page 0010 00 Page 8
Page locked 0 General access
Programming 0 No
Programming
- CRC check sum hex | EE24
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5.5 Immobilizer Program Page (DST80)

To program a page of a DST80 transponder or a RAID / CRAID device, follow these instructions:
1.

If not done yet, power up the board, connect it to the PC, start the software and place the
Transponder / LF- Antenna in the LF field of the readers Immobilizer Loop Antenna.

Hint: Read the page which shall be programmed first. This will help to find out if the page is eventually

Examples: Page 3 can’t be programmed; Page 2 has partial write access; Page 30 has a configuration

2. Activate the DST80 Transponder tab

3.
locked for write access. The lock-status will be displayed after a successful Read page command

4. Choose the page which shall be programmed

5. Enter the data which shall be programmed
Programming configuration pages may differ from programming pages containing user defined data.
mask

6. Click on Program Page

7.

The transponder answers with a Read Page command of the programmed page.

AES Demo Software
File:

PaLFI DemdC DS T80 Transpondel DPEPS | AES Transponder | AES PEPS | Resonant Trimming | About |

Settings

[ Fead Page ] 8 v |

[ Battery Charge .J [ Battgry Check J .! _I

[ Lock Page ] F: w |

i3 TExas
INSTRUMENTS

[ M5P Access

[] continuous transmission

Received Butes

Page 3 - M5B Fage 8

FageB-LSB FPage 2 B
| | | |

Fage 3 FPage 8

Serial Communication

T# - Data to Reader
]_D:I_D_D04324021 12345675901 E4R0F0ASCT |

R - Data from Header

10B007EO0N 23456789021R7359E D |

I| TEA-E200 W01 .05 +UHF on COM2 | Com Paort Search

Figure 13: Example: Program Page 8 (DST80)
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5.5.1 Example: Program Page 8 command (DST80)

By clicking on Program Page (Page 8 selected) the software sends via Serial Communication following
telegram:
”010D0432402112345678901E450F0A9C”. This data is assembled as follows:

Serial Communication Protocol

Start | Length | Cmd | PB1 | No. TX TX bits PB2 | No.RX BCC
bits bytes
01 0D 04 32 40 21 OF 0A 9C
1234567890
1E45
Byte Abbreviation Content Example Explanation
Value
1 Start Start Mark 01
2 Length Length 0D 6 Byte
transmission
are following,
excluding BCC
3 Cmd Command 04 cf. Command
Byte Definition
6.7
4 PB1 Data — Power Burst 1 32 50 ms Power
Burst
5 No. TX bits Data — Number of Transmit 40 8 Byte to
Bits transmit to
transponder
6-13 TX bits Data — Transmit Bits 21 see following
12345 table
67890
1E45
14 PB2 Data — Power Burst 2 OF No second
Power Burst
15 No. RX bytes Data — Number of Receive  0A 10 Byte
Bytes response
expected from
transponder
16 BCC Block Check Character 9C
LF Transmit Bits hex | 2112345678901E45
- Page hex || 21 0010 0001
- Command
Page 0010 00 Page 8
Command 01 Program
- Page Content hex | 1234567890
- CRC check sum hex | 1E45

Response will be similar to a Read Page response (c.f. 5.4.3)
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5.6 Immobilizer Lock Page (DST80)

To lock a page of a DST80 transponder or a RAID / CRAID device, follow these instructions:

1.

arwN

If not done yet, power up the board, connect it to the PC, start the software and place the

Transponder / LF- Antenna in the LF field of the readers Immobilizer Loop Antenna.

Activate the DST80 Transponder tab

Choose the page which shall be locked

Click on Lock Page

The transponder answers with a Read Page answer of the locked page viewable in the RX — Data from
Reader textbox (5a). Additionally the new Page Lock Status which is Paged Locked after a successful
lock command is executed will be displayed in the top right corner (5b).

AES Demo Software

File  Settings

PaLFl Demo€RSTE0 Transponde DPEPS || 4ES Transponder | AES PEPS || AES Training Seq | Resanant Trimming | dbout |

[ Read Page J | a j_| @

[ Battery Charge ] [ Battery Check ] | _|
[ Frogram Page |E | [ 1122334455| —
Lock Page
[ MSP Access | | oooooooooooa I% TEXAS
INSTRUMENTS
[] cortinuous tranzmiszion
Receved Butes
Page 2 Page8-L5E Page 3 Fage 8 FPage & Page 8 - M5B
on 11 | [22 | a3 | |44 55 |

Seral Communication

T# - Data to Reader

| 01080432182227870F 0641 |

I| TEA-B300 SW01.08 +1UHF on COM2 | Com Port Search

Figure 14: Example: Lock Page 8 (DST80)
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5.6.1 Example: Lock Page 8 command (DST80)

By clicking on Lock Page the software sends via Serial Communication following telegram:
”01080432182227870F0AAL". This data is assembled as follows:

Serial Communication Protocol

Start | Length | Cmd | PB1 | No. TX TX bits PB2 | No.RX BCC
bits bytes
01 08 04 32 18 222787 OF 0A Al
Byte Abbreviation Content Example Explanation
Value
1 Start Start Mark 01
2 Length Length 08 6 Byte
transmission
are following,
excluding BCC
3 Cmd Command 04 cf. Command
Byte Definition
6.7
4 PB1 Data — Power Burst 1 32 50 ms Power
Burst
5 No. TX bits Data — Number of Transmit 18 3 Byte to
Bits transmit to
transponder
6,7,8 TX bits Data — Transmit Bits 222787 see following
table
9 PB2 Data — Power Burst 2 OF No second
Power Burst
10 No. RX bytes Data — Number of Receive  0A 10 Byte
Bytes response
expected from
transponder
11 BCC Block Check Character Al
LF Transmit Bits hex | 222787
- Page hex || 22 0010 0010
- Command
Page 0010 00 Page 8
Command 10 Lock
- CRC check sum hex | 2787

Response will be similar to a Read Page response (c.f. 5.4.3)
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5.7 Using the TPIC 84134 Antenna Extension Board

Requirements:
- TBA-B300 Base Station

- TPIC 84134 Antenna Extension Board

To use the antenna extension board follow this instructions:

Ensure the TPIC 84134 is detected correctly to the  reader and that both are detected by the AES Demo
Software. This is indicated by the “+TPIC” addition after the reader name in the status bar.

Il TEA-B300 ShwOl.04 +L|H‘ +TPIC ; COMZ | Comn Port Search

Figure 15: TPIC connection

1. Activate the PEPS or AES PEPS tab dependant on which device you use for PEPS communication (for
details of PEPS communication refer to 5.2 for DST80 devices or to Error! Reference source not found.
for AES devices)

2. Choose the output on which the antenna is connected which should be used.

J1,J2 and J3 are the three standard TBA-B300 antenna outputs.

Usually connected to J1 is the Immobilizer Antenna, to J2 the Stick Antenna while J3 remains unused.
The TPIC outputs in the dropdown box are numbered accordingly to the output numbering on the
board. By picking a single TPIC Output Half Bridge Mode will be activated, which is normal operation. If
two TPIC outputs are selected Full Bridge Mode is activated. This means the outputs are sending the
LF- transmission with a 180 degree phase shift on the second output. Wired correctly to an antenna
this means twice the peak-to-peak voltage!

By picking Default Antenna the Base Station is configured for behaviour as though the TPIC would not
have been connected.

3. Choose the desired peak-to-peak voltage (Vpp) on a single output

4. Transmit the settings by clicking Transmit TPIC Settings

Antenna Extenzion Configupske

PEPS Antenna Select{on | LR LTI P

alf Bridge Mode

ain 1 for data transmizsion

28| Vpp

Tranzmit TPIC Settings

Figure 16: Antenna Extension Configuration
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5. Execute a PEPS command as usual
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6  Serial protocol description

6.1 RS232/USB settings

The RI-ACC-ADR2-00 reader is designed for engineering purposes.

The data communication is performed via USB port but shows up as serial COM port on the PC side. The
transmission parameters are 8 data bits, 1 stop bit, no parity and a speed of 9600 baud.

No hardware or software handshake is used. The protocol data consists only of the following ASCII
characters ‘0','1’, ...,'9’, ‘A',...'F.

The data communication between the PC and the reader is performed within a frame structure.

6.2 Setup protocol overview

To setup or request parameter, the followsatyp protocol has to be sent from the PC to the
reader.

| Start | Length| Cmd] Paraml | Param|N BCC]
Block Abbreviation Content
1 Start Start Mark
2 Length Length (following number of bytes with&&C)
3 Cmd Command
4..N Para Parameter
N+1 BCC Block Check Character
Command Description N Par ameter Parameter for mat
ASCI|
‘01’ Read PWM timings 8 | ToffH, TonH, ToffL, TonL Byte for each in us
‘03’ Write PWM timings 8 | ToffH, TonH, ToffL, TonL dyte for each in us
‘05’ Read Version 4 SW_major, SW_minor, HW_major, HW_minor 1 byte éach
Information
‘07’ Set Mode Control 2 MCW1, MCW2 1 byte for each
bytes
11’ Read PPM timings 8 | Toff, TonH, TonSC, TonL Y for each in us
‘13’ Write PPM timings 8 | Toff, TonH, TonSC, TonL WRte for each in us
‘a7 Write BLC timings 12 | Tsor on Tsor orFs 2 byte for each in us
part | Trow on Teow ors ThicH one THIGH oFF
‘1B’ Write BLC timings 10 | Teor on Teor oFs TWAKE oNs TWAKE OER 2 byte for each in us
part Il PEPS_Pattern, Immo_Pattern
‘19’ Read BLC timings 12 | Tsor on Tsor orFs 2 byte for each in us
part | Tiow on TLow oFs ThieH on THIGH oFF
‘1D’ Read BLC tlmlngs 10 TEOFfON TE0|:70|:|; TWAKEfONa TWAKEfOFFv 2 byte for each in us
part Il PEPS_Pattern, Immo_Pattern
‘31 Read Power Burst | 14 | Charge, Programtime 64bit, Programtime 128bit,2 byte for each,
timings Encryption time, Mutual Authentication Time, charge: 4 byte
‘33’ Write Power Burst 14 | MCU Access Time (Supported only by TBA-B3(00n ms
timings for AES Pairing Demo Mode).
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6.3 Setup Protocol Responses

Setup information from the Reader to the PC isstmatted using followingsetup Response
protocol.

| Start | Length] Cmd| Paraml | Param|N BCC|
Block Abbreviation Content
1 Start Start Mark
2 Length Length (following number of bytes with®/£C)
3 Cmd Command
4 .. N Param Setup Parameter
N+1 BCC Block Check Character

6.4 Setup Protocol Examples

6.4.1 “Get Version Information”

Request:
Block ASCI|I Hex Content Description
1 ‘or’ 30,31 Start Mark Start of Protocol Frame
2 ‘01’ 30,31 Length 1 byte follow excluding BCC
3 ‘05’ 30,35 Command Read Version Information
4 ‘04’ 30,34 Block Check Character BCC over pregitilocks excluding Start Mark
Response:
Block  ASCII Hex  Content Description
1 ‘v 30,31  Start Mark Start of Protocol Frame
2 ‘05’ 30,35 Length 5 bytes follow excluding BCC
3 ‘00’ 30,30 Command Normal mode: 00hex
4 ‘02’ 30,32 Data Software Version major
5 ‘03’ 30,33 Data Software Version minor
6 ‘04’ 30,34 Data Hardware Version major
7 ‘02’ 30,32 Data Hardware Version minor
8 ‘02’ 30,32  Block Check Character BCC over presitiocks excluding Start Mark
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6.4.2 “Write BLC Timing Information”
Request: 010B1B035C012C04B000001001C7

Block

O©CoO~NOOTP,,WNPE

10
11
12
13
14

Response:

Block

ASCII

01’
‘OB’
1B’
03
5
01
2C
‘04’
‘BO’
‘00’
‘00’
10’
‘01’
‘o7

Hex
30,31
30,42
30,42
30,33
35,43
30,31
32,43
30,34
42,30
30,30
30,30
31,30
30,31
43,37

Content

Start Mark

Length

Command

EOF on time 0x035C

EOF off time 0x012C
Wake on time 0x04B0
Wake off time 0x0000

PEPS Pattern
Immo Pattern

Block Check Character

010B1D035C012C04B000001001C1

ASCII

01’
‘OB’
1D’
03’
5
0L
2C
‘04’
‘BO
‘00’
‘00’
10’
‘01’
‘o1

Hex
30,31
30,42
30,42
30,33
35,43
30,31
32,43
30,34
42,30
30,30
30,30
31,30
30,31
43,37

Content

Start Mark

Length

Command

EOF on time 0x035C

EOF off time 0x012C
Wake on time 0x04B0O
Wake off time 0x0000

PEPS Pattern
Immo Pattern

Block Check Character

Description
Start of Protocol Frame
11 byte follow excluding BCC
Write BLC timings part Il

gor_on= 860us
dor_orr= 300us
vake_on = 1200us
Waker_orr = OUS

- S10
- S01
BCC over presitlocks excluding Start Mark

Description
Start of Protocol Frame
11 byte follow excluding BCC
Read BLC timings part Il

gor_on= 860us

dor_orr= 300ps

vake_on = 1200us

Waker_orr= OUS
- S10

- S01
BCC over presitlocks excluding Start Mark
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6.5 Block Check Character

The BCC is the one-block value of the Longitudinal Redundancy Check calculation (Xor’ed blocks) of the
preceding blocks. The BCC is calculated over all bytes of the incoming and outgoing data excluding the start
byte. The BCC is always the last byte of the outgoing or incoming data. The user can calculate the BCC over
the received data and compatre it with the received BCC for error detection.

The sample code below shows a calculation routine for the Block Check Character which is calculated by the
use of a Longitudinal Redundancy Check (LRC). It returns the BCC as a byte value.

public byte LRC_calc(byte[] bytes, int length)
{

int Irc;

Irc = bytes][0];
for (inti=1;i<length; i++)
{

Irc = Irc ~ bytes][i];

return (byte)(Irc);
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6.6 Immobilizer protocol downlink overview

To initiate an action, following Request protocol has to be sent from the PC to the reader.

Start | Length | Cmd | PB1 | No. TX bits TX bits PB2 No. RX BCC
bytes
Block Abbreviation Content
1 Start Start Mark
2 Length Length
3 Cmd Command
4 PB1 Data - Power Burst 1
5 No. TX bits Data - Number of Transmit Bits
4..N TX bits Data - Transmit Bits
N+1 PB2 Data - Power Burst 2
N+2 No. RX bytes Data - Number of Receive Bytes
N+3 BCC Block Check Character
Start Mark

The Start Mark identifies the beginning of the Request protocol. It is represented by the ASCII characters
‘01'.

Length
The Length indicates the number of the following Command and Data bytes (Power Burst 1, Number of
Transmit Bits, Transmit Bits, Power Burst 2 and Number of Receive Bytes).

Command
The Command defines the mode in which the controller operates.

Data — Power Burst 1
The Data — Power Burst 1 parameter specifies the duration of the transponder charge burst in milliseconds.

Data — Number TX Bits
The Data — Number TX Bits parameter specifies the amount of bits to be transferred to the transponder.

Data — Transmit Bits
The Data — Transmit Bits contains the information to be transferred to the transponder.

Data — Power Burst 2
The Data — Power Burst 2 parameter specifies the duration of the transponder program or encrypt burst in
milliseconds.

Data — Number RX Bytes
The Data - Number RX Bytes parameter specifies the expected amount of bytes responded by a
transponder.

Block Check Character
See next section for detailed description of the Block Check Character
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6.7 Immobilizer protocol downlink command byte defi nition

1* Byte CMD
7 6 5 4 3 2 1 0
l . 5 4 l l
0: Command finished 0 0 Immobilizer 0: UHF Response (PEPS) 0: Normal Mode
1: CMD2 byte follows 0 1 Passive Entry w/ WP 1: LF Response (Immo.) 1: Setup Mode
1 0  Passive Entry w/o WP
1 1 Battery Backup
v v v
0: 1-byte Power Burst 1 0: No WP 37122 (No PB 3) 0: PWM
1: 2-byte Power Burst 1 1: No WP 37126 (With PB 3) 1: PPM
Ignored for AES PEPS
2" Byte CMD2
7 6 5 4 3 2 1 0

v ' } '

0: No Cipher
1: Cipher Mode

v

0: Command finished
1: CMD3 byte follows

v

0: No Inventory
1: Inventory Mode

0: Normal: Switch TX off
1: Special: Keep TX on
after PB2

(for BBUP/PE SPI Tests
and Advanced LF
Commands, e.g.
Inventorv Process)

v

0: No Rewake/ Data2

0: No Burst Read 0: BLC with EOF
1: Burst Read 1: BLC without EOF

0: PWM or PPM active
1: BLC with SOF/EOF
(AES devices only)

1: Rewake/ Data2

3" Byte CMD3

0: Command finished
1: CMD4 byte follows
(not used a.t.m.)

7 6t00
No. of pages to read in
Burst Mode
OR

v No. of Slots to Read in

Anticollision/ Inventory
Commands
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6.8 Immobilizer protocol response overview

Data information from the Reader to the PC is transmitted using following Response protocol.

| Start |[Length| Cmd | RXbytes | BCC |
Block Abbreviation Content
1 Start Start Mark
2 Length Length
3 Cmd Command
4. N RX bytes Data - Receive Bytes
N+1 BCC Block Check Character
Start Mark

The Start Mark identifies the beginning of the Response protocol. It is represented by the ASCII characters
‘01,

Length

The Length indicates the number of the following Command and Data blocks.

Command
The Command defines the mode in which the controller operates.

Data — Receive Bytes
The Data —Receive Bytes consists of the data information transferred by a transponder beginning with the
transponder Start Byte.

BCC
See section 6.5 for details.
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6.9 Specific Protocols

6.9.1 CRAID PEPS Telegram

————————————

[Start [ Len Cmd [Wake Dur | Wake Len [Wake Pat [ |
. |DD Burst |TX Data | Data | Final Burst | RX Bytes |BCC |
Abbreviation Content  Example Explanation
Start Start 01 Start of Telegram
Following Bytes in Tel (in Byt
Len Length 0A efcm':ﬂg L géf in Telegram (in Byte
Cmd Command 1A 9v- Command Bytes
Wake_ Dur Wake Burst 04 4ms Wake Burst
Duration
Wake Len Wake Pattern 10 Bit Count of WP. (Hex! Here 16 Bits)
Length
Wake Pat Wake Pattern 5555
DD Burst Data De|ay 01 1ms Burst between Wake Pattern and
- D
Burst aa
TX Data Amount of 08 8 Bits of Data following
Data (TX)
i Dat t t it
Data Transmitted C2 If?é:;1 is transmitteg as Data, the rglrlésAnllllD
Data will measure the 3D-LF RSSI and
include it in its response
Final Burst Add Power 04 4ms Burst after Data to measure the LF
— RSSI
Burst
RX_Bytes Number Rx 00 No LF response expected
Bytes
BCC Block Check C1 BCC over Message
Char
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6.9.2 CRAID PEPS Response / RKE Telegram

|Start | Len |PID |Status | Key# | Serial# [ManuC | |
. [ Counter Signature  [LFRSSI [UHFRSSI [ BCC |
Abbreviation Content Example Explanation
Start Start 01 Start of Telegram
Len Length 10 Zggﬁjv(\j/:zg B(B?(/:t;zs in Telegram (in Byte
PID Protocol 00 RKE Protocol ID: 00h
Identifier
Bit7: Extension Bit
Status Status Byte 11 B:t . B’;t 29”:'3:; ; 'CO de
Bit1- Bit0: Reader Command
Key # Key Number 11 Key Number 11h <=> Key Number 17d
Serial # Serial Number 69E517
ManuC Manufacturer 94
Code
Counter 16 Bit Counter 1162
Signature 24 Bit 9D482B
Signature
- Byte2:
LF RSSI 3D- LF RSSI 6F4937 ){t-eAxis LF- RSSI in range from 00h to FFh
Data Bytel:
Y-Axis LF- RSSI in range from 00h to FFh
ByteO:
Z-Axis LF- RSSI in range from 00h to FFh
UHF RSSI UHF RSS] 69 RSSI value of UHF transmission
Data
BCC Block Check 1A  BCCoverMessage
Char
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6.9.3 DST80 Immobilizer

[Start | Len | Cmd [Wake Dur |[TX Data |Page | |
. |Burst [RX Bytess [ BCC |
Abbreviation Content  Example Explanation
Start Start 01 Start of Telegram
Following Bytes in Tel (in Byt
Len Length 06 efcm':ﬂg L géf in Telegram (in Byte
Cmd Command 04  9v. Command Bytes
Wake_ Dur Wake Burst AO 160ms Wake Burst
Duration
TX Data Amount of 08 8 Bits of Data following
Data (TX)
P ind df T d
Page Page Select OC Pzg: index to real l:rom ranspon Oe4l’
Page 2: 08
Page 3: 0C etc.
Burst Data De|ay 00 No Burst before transmitting data
Burst
RX_Bytes Number Rx 0A Amount of Bytes demanded as
- Bytes response
BCC Block Check AC BCC over Message
Char
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6.9.4 AES Immobilizer

[Start | Len Cmdl [ Cmd2 [Wake Dur |TX Data | |
. |[pata | DD Burst [RX Bytes | BCC |
Abbreviation Content  Example Explanation
Start Start 01 Start of Telegram
Followi B in Tel in B
Len Length 08 eicﬁvélﬂg L gge)s in Telegram (in Byte
Cmd1l Command 84 g.v. Command Bytes
Byte 1
Cmd2 Command 02 BLC Mode
Byte 2
Wake_ Dur Wake Burst OF 15ms Wake Burst
Duration
TX Data Amount of 10 Transmit  following  2Bytes  to
- Transponder
Data (TX)
Data Transmitted FO03  ‘ReadPage 3
Data
DD_BUI’St Data De|ay 00 No second power burst
Burst
RX_Bytes Number Rx 0A Amount of Bytes demanded as
- Bytes response
BCC Block Check 68  BCCover Message
Char
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6.9.5 AES Immobilizer Response

|Start | Len | Null |T Start |Key# |Page Content
. [Status [Page [ CRC [BCC |
Abbreviation Content Example Explanation
Start Start 01 Start of serial Telegram
Len Length 0B z)c()llﬁjv(\j/:zg ;ggs in Telegram (in Byte
Null Null Byte 00
T Start Transponder 7E Start of transponder telegram
Start byte
Key# Key Number 01
page page Content 1518B2E1 Page Content, starting with the LSB
Content Data
Status Status bits F3 g:}g?}lﬁ;ﬂ&%s_
(Read Bit2: LF Access; ’
Bitl: P ing locked;
Address) Bito: Command exected;
page page Number 00 Bit6-Bit0: Page Number;
(R.Ad.
Extension)
CRC BCC DOEA Transponder telegram BCC
BCC Block Check E3 BCC of serial Telegram
Char
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6.9.6 AES PEPS Telegram

| Start | Len | Cmd1 | Cmd?2 ‘ Wake Dur ‘ Wake Len ‘ Wake Pat ‘ ____________
. [DD Burst |  TX_ Data | Data [ Final_ Burst | RX Bytes |BCC
Abbreviation Content Example Explanation
Start Start 01 Start of Telegram
Following Bytes in Telegram (in Byte
Len Length 09 excluv(\j/:ng BgC) I l d
Cmdil Command 90 q.v. Command Bytes
Byte 1
Cmd2 Command 42 9. Command Bytes
Byte 2
Wake Dur Wake Burst 00 No Wake Burst (additional to WakeB.
- Duration configured in BLC Timings)
Wake Len Wake Pattern 04 Bit Count of Wake Pattern
Length
Wake Pat Wake Pattern 08 “1" (nibbles read backwards)
DD_Burst Data Delay 00 No Burst after Wake Pattern
Burst
TX Data Amount of 00 No Data transmitted
Data (TX)
Data Actual Data No Data transmitted
Final Burst Add Power 04 4ms Burst at end of transmission
Burst
RX_Bytes Number Rx 0A Amount of Bytes demanded as
- Bytes response
BCC Block Check D9 BCC over Message
Char
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6.9.7 AES Burst Read / Anti-Collision AES Encryptio n

| Start_| Len |Cmdl [Cmd2 |[Cmd3 | Charge [ TX Data | |
é?(?erﬁ:i); Data Final_Burst | RX_Bytes |BCC
Abbreviation Content Example Explanation
Start Start 01 Start of Telegram
Following Bytes in Tel (in Byt
Len Length 11 e)?cmmg By Ce)s in Telegram (in Byte
Cmd1 Command 84 .. Command Bytes
Byte 1
Cmd2 Command 86 BLC Burst Mode
Byte 2
Number of P to Read
Cma3 ComB”;f‘e”g 04 Highest ey ot Number
Charge Charge Time 926 150 ms Charge Time
[ms]
TX Data Amount of 50 Amount of following bits to transmit to
- transponder (80 Bit)
Data (TX)
Address + AES Write FB32 AES Transponder Command
Extension Address
Chall d Reader Signat fi
DataBurst Start 0FODOCOB  CEE I Tt
/ Challenge +
Reader
Signature
Final Burst Add Power 04 4ms Burst at end of transmission
Burst
RX Bytes Number Rx 0A Number of Bytes demanded as
- Bytes response
BCC Block Check EO BCC over Message
Char
52 /67 11-09-21-024 — September 2011




13 TEXAS
INSTRUMENTS

DST80 Demo Software — User Guide

6.9.8 Trimming: Get Frequency (“Others”)

[Start [ Len [Device [Channel [Password [Plucks&LQ [
___Icycles ] BCC |
Abbreviation Content Example Explanation
Start Probe Test 02  StartofTelegram
Start
Following Bytes in Telegram (in Byte
Len Length 05 excluding BCC)
Device Device ID 7E
0x18: Measure RF1
Channel Channel ID 18 0§28: Measﬂre Reo
0x38: Measure RF3
Password Password 5A Password to unlock Probe Test Mode
Bit7-Bit4: Num Plucks\
P|UCkS & LQ PluckNSu;nn%e[%]: Al B:t3-B:t0: LLéL Q IrLllfo
Q Info
Cycles Number of 0A Number of measure clock cycles per
luck
Cycles Pue
BCC Block Check 92 BCC over Message
Char
6.9.9 Trimming: Trim Byte (“Others”)
| Start | Len |Device |Channel |Password |TrimByte |BCC |
Abbreviation Content Example  Explanation
Start Probe Test 02  StartofTelegram
Start
Following Bytes in Telegram (in Byte
Len Length 04 excluv(\jlzng BCC) l I
Device Device ID 7E
0x14: Trim Byte RF1
Channel Channel ID 14 0§24: Tr;m the REo
0x34: Trim Byte RF3
Password Password 5A Password to unlock Probe Test Mode
Trim Byte Trim Byte 3C
BCC Block Check 08 BCC over Message
Char
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6.9.10 Trimming: Get Frequency (RAIDAES)

| Start [Len |Device |Mode |Channel |Plucks & Cycles |BCC |
Abbreviation Content Example Explanation
Start Probe Test 02  StartofTelegram
Start
Following Bytes in Telegram (in Byte
Len Length 04 excluding BCC)
Device Device ID CE
Mode Mode Byte 1A Mode: Measure Frequency
ES3 :
Channel Channel ID 11 Olo: Measure Rgrl newer
O0x1A: Measure RF2
0x1B: Measure RF3
ES2 or older:
0x11: Measure RF1
0x12: Measure RF2
0x13: Measure RF3
Bit7-Bit4: Pluck:
Plucks & Number of OA  Diio: Eycios
Cycles Plucks and
Cycles
BCC Block Check 92 BCC over Message
Char
6.9.11 Trimming: Trim Byte (RAIDAES)
| Start | Len |Device |Channel |Password | TrimByte |BCC |
Abbreviation Content Example  Explanation
Start Probe Test 02  StartofTelegram
Start
Following Bytes in Telegram (in Byte
Len Length 04 excluv(\ilzng BCC) l I
Device Device ID CE
Mode Mode Byte oD Mode: Program Trim Byte
0x01: Program RF1
Channel Channel ID 01 002, Prooram RF2
0x04: Program RF3
Trim Byte Trim Byte 3D Byte to program to EEPROM
BCC Block Check FB BCC over Message
Char
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6.9.12 RF430F59xx UHF response

[Start | Len |Cmd |Voltage | Temp | LFRSSI |LFWake | |
. JUHFRSSI | UHFLQI [LFRSSI [UHFRSSI | EOL |
Abbreviation Content Example Explanation
Start Start 01 Start of Telegram
Following B in Tel in B
Len Length 13 egcmv&/:ﬂg Bc)g;es in Telegram (in Byte
Cmd Command 01 In a response always Null- Byte
4 Byt ti It ASCII
Voltage Voltage 32393334 onco degs(e.gf.egéej‘ig.'ggw)"o age
3 Byt ti It ASCII
Temp Temperature 3235 encodegS(e.gr.egées:ezré .mgc) voltage
_ 3 B i RSSI |
LFRSSI  3D-LFRSSI 866277 3 Bres ropresening WSSl vaves
Data Byte2: RF1
Bytel: RF2
. RF3
Sh hich wak d
LF Wake LF Wake Up 01  Shows which wake up occurre
8 Wake A
9 Wake B
UHF RSSI UHF RSSI 05 RSSI value of UHF transmission
Data
UHF LQ| UHF LQl 05 RSSI value of UHF transmission
EOL End of oD Carriage return to indicate end of message
Message
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6.10 Command-Byte Structure

Commandl Command?2 Command3
Bit 1: Setup Mode 1: No BLC EOF
0 0: Normal Mode 0: BLC EOF (Normal)
Bit 1: PPM 1: BLC Mode
1 0: PWM 0: Default Modulation
Bit 1: LF Response 1: Burst Read-Mode
0: UHF Response 0: Single Read Mode Amount of Pages to read
2 in Burst Read Mode
Bit 1: No WP for 37126 1: Dummy Bit
3 0: No WP for 37122 0:
Bit Select Mode (Bit5Bit4) 1: Special: Keep TX on
00: Immobilizer Mode (Loop Ant.) 0: Normal: Switch TX off

4 01: PEPS Mode (Stick Antenna)

Bit 10: PE no Wake Pattern x22/x26 1: Inventory
5 11: Battery Backup Mode (Loop A.) 0:

Bit 1: Two-Byte Power Burst 1: Cipher
6 0: One-Byte Power Burst 0:

Bit 1: Byte follows (Command2-Byte) 1: Byte follows (Cmd3) 1: Byte follows (not used)
7 0: End of Command 0: End of command 0: End of command
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6.10.1 Advanced LF Reader Protocols

With the TBA-B300 Base Station the Advanced LF Reader Protocols are introduced. They are designed to
enable the Base Station to do more work on its own, like doing a complete Pairing Process, rather than just
executing single actions.

6.10.1.1 Get Pairing Data
|Start [Len [Cmd |BCC |

Byte Abbreviation Content Example Explanation
#
1 Start Advanced 03  Startof Telegram
Start
Following Bytes in Tel i
- Len Length 0L e e
3 Cmd Advanced 00  GetPairing Data
Command
Byte
4 BCC Block Check 01  BCCover Message
Char

The Base Station will respond with a Get Pairing Data Response.

6.10.1.2 Get Pairing Data Response
|Start [Len |Cmd |AESKey | Vehicle D |Paired Keys |Auth.Conf. |BCC |

Byte #  Abbreviation Content Example Explanation
1 Start Advanced 03 Start of Telegram
Start
Followi B i
2 Len Length 0L e oot ctuang
BCC)
3 Cmd Advanced 40 Get Pairing Data Response
Command
Byte
4to 19 AES Key 16 Byte OFOEODOC  The Key  which = is

programmed as AES Key 1

AES Key 1 0BOAQ908 to the devices. Used for
07060504 Encryption/ Authentication

03020100
20to Vehicle ID 4Byte Vehicle = ADFEADFA
23 ID
24 Paired Keys Number of 02  Number of Keys paired by
. the Base Station
Paired Keys
i i Authenticati
25 Auth. Conf. Configuration 04 e e of Bary
of Page 5. Contains Round
Authentication Adder value and Challenge/
Signature lengths
26 BCC Block Check BCC over Message
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Char
If there are paired keys the Base Station will send a Get Key Data Response for every paired key after this
telegram.
6.10.1.3 Get Key Data Response
|Start [Len |[Cmd |Man.C. |Serial |SelAdr |Key# [Suc |BCC |
Byte #  Abbreviation Content Example Explanation
1 Start Advanced 03  StartofTelegram
Start
Following B in Tel
2 Len Length 08 (neye excudngBeey o
Cmd Advanced 41 Get Key Data Response
Command
Byte
4 Man.C. Manufacturer OA
Code
5to7 Serial Serial 0693CE
Number
8 SelAdr Selective 02
Address
9 Key# Key Number 02
10 Suc Success- 01 0L tue Key is paired
Flag otherwise, pairing failed
11 BCC Block Check B3  BCCoverMessage
Char
6.10.1.4 Sequential Pairing
|Start [Len |[Cmd |BCC |
Byte Abbreviation Content Example Explanation
#
1 Start Advanced 03 Start of Telegram
Start
Following B in Tel i
2 Len Length 0L o ey oo™
S ial Pairing:
3 Cmd Advanced 03 Tﬁgu%natze Station  will sglr'ltnga
Command Pairing Process for a single AES
Byte device in the Immobilizer
Antennas LF field
4 BCC Block Check 02 BCC over Message
Char

After Pairing Process is done the Base Station will response with a Get Pairing Data Response.
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6.10.1.5 Inventory Pairing
[Start [Len [Cmd |BCC |
Byte Abbreviation Content Example Explanation
#
1 Start Advanced 03 Start of Telegram
Start
Following Bytes in Telegram (in
2 Len Length 01 Bytev(;/;(cluding BCI:C) I
| t Pairing:
3 Cmd Advanced 04 _Pr\]/gné);)ée Station will sgznga
Command Inventory Pairing Process for all
Byte AES devices in the Immobilizer
Antennas LF field
4 BCC Block Check 05  BCCoverMessage
Char

After Pairing Process is done the Base Station will response with a Get Pairing Data Response.

6.10.1.6 Mutual Authentication

[Start |Len |Cmd [BCC |
Byte Abbreviation Content Example Explanation
#
1 Start Advanced 03 Start of Telegram
Start
Following Bytes in Telegram (in
2 Len Length 01 Byte excluding BCC)
Mutual Authentication:
3 Cmd Advanced 05 The Base Station sends a Mutual
Command Authentication downlink telegram
Byte using the Pairing Data.
A paired AES transponder in the
LF field will authenticate itself.
(Only one transponder at a time
may be in the LF field!)
4 BCC Block Check 04  BCCoverMessage
Char

After Authentication is evaluated the Base Station will response with an Authentication Result Response.

6.10.1.7 Authentication Result Response

|Start |Len |Cmd |[Serial |Result |BCC |
Byte Abbreviation Content  Example Explanation
#
1 Start Advanced 03  Startof Telegram
Start
Following Bytes in Telegram (in

2 Len Length 05 Byte excluding BCC)
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3 Cmd Advanced 42 Authentication Result Response
Command
Byte
4t06 Serial Serial 0693CE  Serial Number of Key which
authenticated correctly
Number
7 Result RGSU"I 01 01: true; authentication
successful,
otherwise authentication failed
8 BCC Block Check 1D  BCCoverMessage
Char

6.10.1.8 Mutual Authentication with Anticollision
|Start [Len [Cmd [BCC |

Byte Abbreviation Content Example Explanation
#
1 Start Advanced 03 Start of Telegram
Start
Following Bytes in Telegram (in
2 Len Length 01 Byte excluding BCC)
Cmd Advanced 06 Mutual Authentication  with
Anticollision:
Command Identical to Mutual
Byte Authentication, but more paired
AES devices may be in the LF
field at a time.
4 BCC  Block Check 07  BCCover Message
Char

After Authentication is evaluated the Base Station will response with an Authentication Result Response. If
more than one device authenticated successfully, the device with the lowest Key Number will be listed in the
Authentication Result Response.

6.10.1.9 PEPS Configuration
|Start [Len |[Cmd |BCC |

Byte Abbreviation Content  Example Explanation
#
1 Start Advanced 03  StartofTelegram
Start
Following Bytes in Telegram (in
2 Len Length 01 Byte excluding BCC)
3 Cmd Advanced 10 PEPS Configuration:
The Base Station will
Command automatically program all
Byte relevant pages on Bank 7 to
configure the reception of Wake
Pattern A.
(Pages 7, 11 and 13)
4 BCC Block Check 04  BCCoverMessage
Char
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Instead of an USB response, the Base Station will show the success of this task through blink codes: green
LED4 means successful, red LED2 means failure.

6.10.1.10 PEPS Telegram

|Start |Len |Cmd |[WakeLen |WakeP |Datlen |[Data |BCC |
Byte #  Abbreviation Content  Example Explanation
1 Start Advanced 03 Start of Telegram
Start
Following Bytes in Telegram (in
2 Len Length 07 Byte excluding BCC)
PEPS Telegram:
3 Cmd Advanced 11 A PEPS telegram will be sent
Command with the specified Wake Pattern
Byte and Additional Data
4 WakelLen Length of 03 Length of Wake Pattern in
nibbles
Wake
Pattern
5to7 WakeP Wake 000123 Field contains Wake Pattern is
always padded left with O's.
Pattern In this example the Wake Pattern
would be:
0x123 (12 bit)
Length of Additional Data, sent
8 DatLen Len.g.th of 01 after  Data IIDelay Burst.
Additional Length in bytes
Data
9to Data Additional C2 Contains Additional Data
9+N Data
9+N+1 BCC Block Check BCC over Message
Char

If BCC is correct and telegram was sent, the green LED4 will flash up. No USB response is sent.
Since there is no LF response on a PEPS telegram it's recommended to observe the WAKE pin on the AES
device to check if device was woken by the PEPS telegram.

6.10.1.11 Automatic Trimming

The Base Station will trim the capacitive trimming arrays to meet the desired resonant frequency on selected
channels.

|Start [Len |Cmd | Device |Frequency | Config |BCC |
Byte Abbreviation Content Example Explanation
#
1 Start Advanced 03  Startof Telegram
Start
2 Len Length 06 Lolowmg oy dey o @
3 Cmd Advanced 20 Automatic Trimming
Command
Byte
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i i Known device IDs are:
4 Device Device ID 7E 7TE: CRAID/ DST80 devices

CE: RAIDAES/ AES devices
5to7 Frequency Target 020C38 This is an integer value in hex-
notation and represents the
resonant resonant frequency in hertz.

Example:

frequency of o ki _
resonant 134200d [Hz] =
i i i MSNibble: number of channels
8 COI’]fIg COI’]fIgUI’atIOI’] 32 LSNibble: number of iterations
Byte The example value means there

are three channels to be trimmed
and the trimming process will be
executed twice. (It's
recommended to execute the
trimming process at least twice to
minimize the side effects which
occur when the resonant circuits
influence each other)

9 BCC Block Check 5C BCC over Message
Char

While the Base Station is in the trimming process the yellow LED1 will be on and the orange LED3 will toggle
at every single trimming step. After trimming is done all LEDs will lapse, except the green LED4. An Automatic
Trimming Response will be sent to the PC.
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6.10.1.12 Automatic Trimming Response

After Automatic Trimming process is done, the Base Station will uplink the trimming results to the PC.

|Start |Len |Cmd |Frequencies |BCC |
Byte # Abbreviati Content Exampl Explanation
on e
1 Start Advanced 03  Startof Telegram
Start
Following Bytes in Telegram (in
2 Len Length 0D Byte excluding BCC)
3 Cmd Advanced 60 Automatic Trimming Response
Command
Byte
4+  Frequency Resulting 40020C  This is the Trim Byte with an
* integer value in hex-notation and
((n-1)*4) n resonant 45 represents the best Trim Byte
to (In this frequency of 64020C  value and the  resonant
frequency in hertz.
7+ Example: channel n 45 Example:
((n-1)*4)  Frequencie 58020B  With Trim  Byte 0x40 this
frequency was measured:
s1to 3) F4 020C45h [Hz] =>
134.213d [kHz]
On second channel with Trim
Byte 0x64 also 134.2 kHz were
measured
The resulting resonant
frequencies of all channels are
attached one after another, each
with a four byte length. The
number of channels can be
derived from the length byte.
In this example three channels
were trimmed.
4 + (n*4) BCC  Block Check EC  BCCoverMessage
Char
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6.10.2 Advanced Command Byte Structure

Command
BitO
Bitl
Bit2
_ Command ID
Bit3 See corresponding command.
Bit4
Bit5
BitG 1: Response (Base Station answers)
0: Request (Base Station is asked to do something)
i 1: Byte follows (Not used yet)
Bit7 0: End of Command
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6.11 UHF Passive Entry/ Passive Start/ Remote Keyl ess Entry protocol

6.11.1 Communication Link Settings

» Carrier frequency:

* FSK deviation:

e Modulation:

» Data rate:

* Receiver bandwidth:

» Transmitter output power:

* Manchester coding:

» Data whitening:

» Automatic Frequency compensation:
» Forward Error Correction:

6.11.2 Communication Protocol

» Total length:

* Preamble length:
e Sync word:
« Data length:
- Protocol Identifier

- Key number

- Serial number

- Manufacturer Code
- Counter Value

- Signature

- Dummy Byte

- Dummy Bits

- LFRSSIRF3

- LF RSSIRF2

- LFRSSIRF1
* UHF RSSI, LQI, CRC:

868.34 MHz
20.6 kHz
GFSK
38.4kBaud
101.6 kHz
-5 dBm
disabled
disabled
enabled
disabled

24 bytes

4 bytes

2 bytes (D391hex)
16 bytes

8 bit

8 bit
24 bit
8 bit
16 bit
24 bit
8 bit

2 bit

10 bit; Is set to zero in RKE-Mode
10 bit; Is set to zero in RKE-Mode
10 bit; Is set to zero in RKE-Mode
2 bytes
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IMPORTANT NOTICE

Texas Instruments Incorporated and its subsidiaries (T1) reserve the right to make corrections, modifications, enhancements,
improvements, and other changes to its products and services at any time and to discontinue any product or service without notice.
Customers should obtain the latest relevant information before placing orders and should verify that such information is current and
complete. All products are sold subject to TI's terms and conditions of sale supplied at the time of order acknowledgment.

Tl warrants performance of its hardware products to the specifications applicable at the time of sale in accordance with TI's standard
warranty. Testing and other quality control techniques are used to the extent TI deems necessary to support this warranty. Except where
mandated by government requirements, testing of all parameters of each product is not necessarily performed.

Tl assumes no liability for applications assistance or customer product design. Customers are responsible for their products and
applications using Tl components. To minimize the risks associated with customer products and applications, customers should provide
adequate design and operating safeguards. Tl does not warrant or represent that any license, either express or implied, is granted under
any Tl patent right, copyright, mask work right, or other Tl intellectual property right relating to any combination, machine, or process in
which TI products or services are used. Information published by Tl regarding third-party products or services does not constitute a license
from TI to use such products or services or a warranty or endorsement thereof. Use of such information may require a license from a third
party under the patents or other intellectual property of the third party, or a license from Tl under the patents or other intellectual property of
TI.

Reproduction of Tl information in TI data books or data sheets is permissible only if reproduction is without alteration and is accompanied
by all associated warranties, conditions, limitations, and notices. Reproduction of this information with alteration is an unfair and deceptive
business practice. Tl is not responsible or liable for such altered documentation. Information of third parties may be subject to additional
restrictions.

Resale of Tl products or services with statements different from or beyond the parameters stated by Tl for that product or service voids all
express and any implied warranties for the associated TI product or service and is an unfair and deceptive business practice. Tl is not
responsible or liable for any such statements.

TI products are not authorized for use in safety-critical applications (such as life support) where a failure of the Tl product would reasonably
be expected to cause severe personal injury or death, unless officers of the parties have executed an agreement specifically governing
such use. Buyers represent that they have all necessary expertise in the safety and regulatory ramifications of their applications, and
acknowledge and agree that they are solely responsible for all legal, regulatory and safety-related requirements concerning their products
and any use of Tl products in such safety-critical applications, notwithstanding any applications-related information or support that may be
provided by TI. Further, Buyers must fully indemnify Tl and its representatives against any damages arising out of the use of Tl products in
such safety-critical applications.

Tl products are neither designed nor intended for use in military/aerospace applications or environments unless the Tl products are
specifically designated by Tl as military-grade or "enhanced plastic." Only products designated by TI as military-grade meet military
specifications. Buyers acknowledge and agree that any such use of Tl products which Tl has not designated as military-grade is solely at
the Buyer's risk, and that they are solely responsible for compliance with all legal and regulatory requirements in connection with such use.

Tl products are neither designed nor intended for use in automotive applications or environments unless the specific Tl products are
designated by Tl as compliant with ISO/TS 16949 requirements. Buyers acknowledge and agree that, if they use any non-designated
products in automotive applications, T! will not be responsible for any failure to meet such requirements.

Following are URLs where you can obtain information on other Texas Instruments products and application solutions:

Products Applications

Amplifiers amplifier.ti.com Audio www.ti.com/audio

Data Converters dataconverter.ti.com Automotive www.ti.com/automotive
DLP® Products www.dlp.com Broadband www.ti.com/broadband
DSP dsp.ti.com Digital Control www.ti.com/digitalcontrol
Clocks and Timers www.ti.com/clocks Medical www.ti.com/medical
Interface interface.ti.com Military www.ti.com/military
Logic logic.ti.com Optical Networking www.ti.com/opticalnetwork
Power Mgmt power.ti.com Security www.ti.com/security
Microcontrollers microcontroller.ti.com Telephony www.ti.com/telephony
MCU RF / RFID http://www.ti.com/rfid/ Video & Imaging  www.ti.com/video

RF/IF and ZigBee® Solutions www.ti.com/Iprf Wireless www.ti.com/wireless

Mailing Address: Texas Instruments, Post Office Box 655303, Dallas, Texas 75265
Copyright © 2011, Texas Instruments Incorporated
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