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Abstract

How to write low-power RF software

This presentation explores how to design a RF protocol from scratch with
the main focus being on small point-to-point or point-to-multipoint
networks.

If discusses the different aspects of the protocol design with defining the
system details, network topology, network access, device pairing, power
budget and saving, and interference. A brief overview of development tools
and other available resources are mentioned as well.

Some of the TI LPRF specific low-power features are explored like Wake-
On-Radio, fast startup from sleep and low power modes.
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Basic Protocol Design

When designing the protocol it is important to know all the
details of the system.

— How many nodes in the system?
— How much data will be transmitted and
at what rate? . /Q
— Which nodes are transmitting and which ¢
are replying?
— What kind of latency can be accepted?

— If nodes are battery powered, what kind .= fl | P
of battery lifetime is accepted? = | §

s @t N
— What is the required range? el £ & \
— What kind of “Quiality of Service” is R ,
required //,
— Is precise timing required? ‘
— Does the system have strict memory

requirements?
— Is encryption required?
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Network Topology
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Network Topology /

O 0

— , \ /

. Point to point O""\w '
e Point to multi-point (Star) /

e Mesh e

Mesh network

For networks consisting of more than 5 nodes, one should consider going
for a standard or available proprietary solution.

Cf
Point-To-Point Star Network
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Network Topology

Low Power RF protocol overview

Solution . L .

Application Design freedom  Design freedom  Design freedom  Design freedom* Design freedom®

Higher Layer Protocol Design freedom  Design freedom  Design freedom RF4CE

ZigBee

Lower Layer Protocol Design freedom SimpliciTl |EEE 802.15.4 |EEE 802.15.4 |EEE 802.15.4

TIHW TIHW |[EEE 802.15.4

|IEEE 802.15.4

|[EEE 802.15.4

Physical Layer

Sub 1 GHz
2.4 GHz

Sub 1 GHz
2.4 GHz

Frequency 2.4 GHz 2.4 GHz 2.4 GHz

Increasing interoperability

* RFACE and ZigBee (HA, CBA, SE) define application user profiles
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Network Access
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Network access

Techniques to organize the channel access

o Listen before talk (LBT)

 Time division multiple access (TDMA)

* Code division multiple access (CDMA)

* Frequency division multiple access (FDMA)
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Network access - TDMA

Time slot O Time slot 1 Time slot 2 TEQ;;’ELS Time slot 4 Time slot 0
(Beacon) (Keyboard) (Mouse) (Frequency scan) (Beacon)
control)
o /
V
Frame
Advantages:

— Timeslot can be allocated to each slave and thus guarantee data

throughput

— No collisions between devices in the system — the channel can be fully

utilized

— Provides infinite attenuation between the various devices

Disadvantages:

— Need accurate clock on devices or frequent time alignement on start-of-

frame

I
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Network access — Polling receiver

Power-down Wake up Chg;:; ey Power-down Wake up Chg;:; Ley

* The receliver typically sleeps and periodically
wakes up to listen for a incoming packet.

RX RX RX RX

X

* The system needs synchronization, so that the
polling receiver can wake up at the correct time to
receive the transmission.
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Device Pairing
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Device pairing mechanism

Pairing Iis needed If there are more networks in
range and not all messaging are broadcasts.

How to implement a pairing mechanism?
— Proximity pairing
— Fixed pairing
— User Intervention
— Commisioning

For more robust pairing, the above can be combined.
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Device pairing mechanism - proximity

RSSI readout [dBm]

-120 -110 -100 -90 -80 -70 -60 -50 -40 -30

-20 -10
Input power [dBm]
—2.4 kBaud —— 10 kBaud 250 kBaud —— 250 kBaud, reduced current 500 kBaud

Typical RSSI Value vs. Input Power Level

I
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Power Budget & Power Saving
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Power Budget

The system’s available power might influence the
choices one have when designing the radio
protocol.

 Mains powered vs. Battery powered

o Output power and system peak power
e Average current consumption

e Radio Duty-Cycle
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Power saving

LPRF power saving features:

Low-Power RF
Low sleep current (<1 uA) Low-Power RF ICs

Wake on radio / sleep timer
Fast RX/TX turn around time Bloas
Adaptive output power using RSSI

Fast crystal start-up time

Fast PLL calibration (and settling)

Terminate RX if there are no signal at the antenna: carrier
sense

Low RX peak current
Automatic packet handling
FIFO (for burst transmission modes)
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Crystal Oscilator Start-up

Calibration

RX/TX mode

Long Packet Length

Radio power dominating

—

Short Packet Length

Calibration power dominating

time

7 . ‘
;‘\h-_g L1890 :{:

Low duty-cycle transmission

Sleep power dominating

time

time
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Power saving

Typical Power Profile of a LPRF System

— - SR S —

I T/

External Frequency Receive Radio Radio
Oscillator Synthesizer or In In
Settling Calibration Transmit Idle Sleep
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Power saving - Wake on radio

 Wake-on-radio function allows very low average power
consumption in a polling receiver (a few tens of uA)

I |

[ tepen
[ 1 IDLE to Rx wicalibration

=
[ 1 IDLE

« |f data is received
— Go to IDLE, RX (new sync search), TX or FSTXON
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Power saving - Wake on radio

Additional time in IDLE to
complete RC oscillator

calibration. RC calibration can
_— be disabled

Vo

1

MCSMZ.RX TIME R3SI =00r

MCSMZ.RX TIME RSSI = 1and RSS! s above threshold
[ mesmz. R TIME RSSI =1 and RSS! s below threshold

e This diagram shows the difference in consumption

depending if there are received signals above RSSI
threshold or not after T_eventl.
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Power saving - Polling receiver

The transmitter is sending its packet back-to-back.

Preamble|Sync Word PreamblelSync Word
1’ st packet 2'nd packet

Receive

The receivers timeout should be set to the time it takes to
send:
— (X bytes preamble and Y bytes sync word) times two.
— Z bytes data

This will ensure that if the receiver briefly misses the first
sync word it will stay in RX until the next one.
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Power saving - RX/TX turn around

For 2-way protocols, go as quickly as possible
from transmit to receive mode or vice versa

Power- down Xtal start PLL start _ Power- down Xtal start PLL start
Best :
esSl case.
v
Power- down Xtal start PLL start _ Power- down
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Power saving — packet handling

Minimize time in RX processing false packets

Check carrier sense
Check for valid preamble
Check for valid sync word
Check length byte

Check for valid address

‘)

Only notify MCU when a valid packet has been received
— Automatic CRC check

 Packet discarded if CRC fails ‘
 Interrupt to MCU if CRC OK N
|\ =
A |

77
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* The output power can be lowered when
operating at close range to reduce TX current
consumption
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Interference
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Interference

Depending on the frequency chosen one has to cope with different types of

interference.

For wireless systems there are different methods to handle radio interference from

WLAN, Bluetooth® devices, analog video, microwave ovens, other ISM systems,
Cordless phones etc.:

DSSS (Direct Sequence Spread Spectrum) Wide Band Transmission
— Increased robustness against multi-path fading
— Increased sensitivity / robustness to narrow-band interference ¢
— Wider bandwidth required psss  Freauency

Frequency agility
— Automatic or manual channel migration
— The implementation has to account for sleeping devices as they might miss the

control signal to switch channel while being asleep

Frequency hopping
— Synchronization required

— The implementation has to assure that
sleeping devices do not get out of sync

s o T

Narrow Band Transmission

~omso0wm

FHSS (Frequency Hopping Spread Spectrum)

Frequency

,
INSTRUMENTS




Interference — frequency hopping

» Fast settling PLL is important to minimize blanking interval

e Minimize synchronization time
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Development Tools
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SmartRF Studio
o Packet Sniffer
 |AR embedded workbench
* Development Kits
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Development tools
SmartRF Studio

 SmartRF Studio is a PC application to be used together with TI's
development kits for ALL CCxxxx RF-ICs.

« Converts user input to associated chip register values

./ 0x0204 - CC1101 - SmartRF® Studio

— RF frequency

Dol e®
—_— D r Curent chip values: —
Nomal iew wﬁeglstel View | Notes |
Chip revision: Correlation:
- IDCFGO0 [0402]: 6
u p u p Owe r - IDCFGOAT [0402): 206 #otal frequency: FiF output power: Fiegiser | Components
= Ef;?&;zlé”;g]z]uﬂzﬂf 26.000000 v|MHe [0 ~|dBm [~ P& amping AR =
= . |- Lha
- SYNCT [0s04F 0403 Deviation Datarate Modulation FF’;‘EFQUZ“EEHJSWE' (R
- GYNID [D05] 1 [126953125 kHz 243938965 kBaud [GFsK -] I Manchester RF Frequency - FREQ[ZE1E]
- PETLEM [0x06] 03D RF frequency: Channel Channel number: R filterbandwidth: FFEEFQQ': E;rB'vc > FREQM5E]
o - PKTCTALT [007] 0404 453999969 MMz 199951172 kHz |0 | [pvEEEEET KMz |PREQD SOeE
OWS re l I I O e CO n ro - PKTCTALD [0:03F 0405 RF Frequercy - FREGL70]
- ADDR (05 T Prafared saftings FSCTRLT = 0W0C
. . . - CHANNR [0x04] 0400 Datarcle | Deviation | Modulation | B fiterbandwidth | Dptimization [~ IF Frequency > FREQ_IF[4:0] => 304.65 kHz
= FSCTRLT [0x0B] 0x06 3B4KBaud 20 KHz  GFSK 100 kHz Sensitivity FSCTRLO = 0:00
C O n I u ra I O n O e C I - FSCTRLO [B40C} 000 334kBaud 20 KHz  GFSK 100 kHz Current P Aty et (A AR O]
51 FREQ? (040D} 010 76.8 kBaud GFSK 232 kHe Sensitvity R
7E.8 kBaud 237 kHz Current Data rate [exponent] -> DRATE_E
# FREQT [D40E) 0487 100 KB Senstivity Channel bandwicth [expanent] 5 CHANEW E
- FREQD [040FT 036 100 FRand R Channel bandwidth mantizsal -» CHANBW M
W e n CO n n e C e O a +I- MOMCFG4 [0410] 04F5 1 MthCFGlS :UK?;E DREATE M
1 MDMCF3 [D11] 0483 B0kBaud 127 kHz 540 kHz Current v rallatalopi el !
MOMEFG2 = 0413 3@
- MDMCFG2 [0x1 2] 0x13 Resst CC1101 and wiite settings ‘ Copy settings to Register Yiew |
- MOMCFGT [0 3} 022
- MOMEFGD [0414F P8
1 DEVIATN [0415] D¥15 Simple Fix | Simpla T Packet R | Packet T | PER test |
. . - MCSM2 [0x15): w07
o Supports quick and simple |: e e et sl e o] L
- ';"DECSC""F%[?;E]DS:; Packet langth Packet count. [200 Addiess I FIFD Autoflush

¥

BSCFG [0x1A] 0x6C

-
e rfo rl I I an Ce te Stl n = ARCETRE 2 oA RE Mo b4 Wiew format: MOMCFG] = 020 =
MARCSTATE Forward Error Correction -» FEC_EN

H - MDMCFG2 = 0203
. iz Aol = Sync mode > SYNC_MODE[20]
Frequency offset 57.1 kHz [~ CRCOK PKTCTRLO = 0:05
_ I l I l e Packetformat -» PKT_FORMAT[5:4]
RSSI: NA Forced to O by Py,
OBW: 554.8 kHz ™ Lock CRC operation -> CRC_EM[2]

—_ PaC ket RX/TX s O PaEEEZ%oEi%.EE%NGTH_CDNFIG[W:U] .
— Packet Error Rate (PER) | |

#l Device 100 0x0204 Last executed command: Date: 25.03.2008, Time: 13:42:18
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Development tools
Packet Sniffer

Packet sniffer captures packets going over the air

Protocols:

Fio e
DaEnr nig| 2

& |ZigHee 2006 -

AT e Froems cort el Soauerce [ e W paond -
B[40 Type Sec Pnd Ack.req PAN_compe [ nusber 08 b2 17 00
1388 ] 27 |paTa 0 o [ 1 b mmu Ih cusnrs | 03 Co CB 03
Pk, |[Time fma] Frame conral fekd Sequeme sm W paosd
e | 40 | oppe sec ma Ack.zeq PAII_cam: D o8 bz 17 00
1388 =0 27 ||DATA 0 0 1 09T ﬂxawﬂ OxFFFF Qtlzsﬁ 03 C0 CB 03
Frbr rmrnul Frame: cortrel ekl S‘M.p
R l-"{ﬂ! & Sec Fnd Ack.req nl_cum
. L . 1387 nﬂ o0 1 1 o.sn lbmono :\xlm
[ ] S II I l ICI I I rnn.-ul I Frame coniiol bekd e
T\'De Sec Fnd ACk.req PAN compr mvbul -
1505 5 |ack 0 o [ ] 0xE4_ |11z || o
m-a[mxr Fiaren camiv bkl s'..,-ru [ m Seurce (]
° Type Sec Pnd Ack.reg PAN canz Addess | Addess 00 00 F3 00 CB 14 00 0
nns DATA 00 i e monu 0000 || O L4IE 32 00 42 A2 00 07 3 6
Tma[mzl Frame confol heid Souace ™
e Sec Pnd Aok, nq PAN nuw ma:! Address
-o [ [ MDOU On6532 || x 7961 a0
[ Fri [T ]
RX Tﬂw See m Ack.Teg PAN nuw
1351 -0 [
- Imwt Saqum:e r.reu g
. rrw- Zae vms Ak r-q AN r...pr Addins | Addiess b | it
-o [ meso mmo | metsz || xisen 236 || o
mem; Fraime contral fekd I Deil | Oei | Seuce I
B | Ly Ime Sec Fud Ak seq TAY conpe el Im-us Addiess 1 |”"“
1363 12 |cm [ 1 ouBS | (000 !mss:z 791 240 || o
e Proprietary protocols mis s S
= Tﬂr!::ml:nn:q?ﬂcnwnl 0B 0D FF FT F# 1A 0L F4
1304 =l 27 nl'fl 0 1] 0 | OxES (0000 ﬂlm ﬂilm 08 b2 19 00 03 €O D3 €9
"Fnhrl Tenn fmal I 1 Fiame: coriel fek] Terquerce | Teat 1 Dot | Soen |77 WACpaviond | F000 KA i o el )OS et R S| Wimaciemad | (BSoadeant] | F1. covload I_"
St | Selsct fiokds | Packnt detad: | Addmes book | Display e Imm|
o

L7
LEERER NN}

Error count: 183

Fiter OIf
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Development tools
IAR Embedded Workbench

IDE for software
development and
debugging

Supports
— All LPRF SoCs
— All MSP430s

30 day full-feature
evaluation version

— Extended
evaluation time
when buying a
SoC DK or ZDK

Free code-size
limited version (16kB)
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Development tools

Development Kits

The typical
development kit
contains

2xX RF EMs

2x SmartRF Boards
2X Antennas
Cables
Documentation
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Debug & Test
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Debug & Test

« Always test your Software with a known working HW

— The Development Kits from Tl is a good candidate, but your own
developed hardware can of course be used as well if it has been
verified to work.

« Use code or code snippets known to be working
— TI LPRF provides code examples for all our devices.

— This will speed up the developments process and make it easier
for Tl to provide efficient support.

« Test different software functions during the development
phase

— This will make it easier to find and correct bugs.

,
INSTRUMENTS




Resources
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Software Examples

Software available on the product folder on the web
Software examples in Application Notes and Design Notes

* Free download — Full source code available

Examples

PER Test software for the SoCs

USB Firmware Library and Basic peripheral examples for CC111x
and CC251x

For basic software for MSP430 and transceivers, see
www.ti.com/ccmsplib

Temp.sensor demo with PC GUI for the eZ430-RF2500 tool, see
http://focus.ti.com/docs/toolsw/folders/print/ez430-rf2500-seh.html

,
INSTRUMENTS




Other Resources

 Low Power RF Developer Network
* Engineer-To-Engineer Community
e FAQ, Design And Application Notes
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¥ Products % Applications % Dwsign Support

Signed o a1 Kjuul
it il | Segn out | inbox

Tl E2E Community (Beta)
*Videos «Forums -Blogs -Control Panel

Sabrch By Fayword Ea
Low Power RF and ZigBeed o

Shortcuts
Farums | Latest past | Threads | Fosts

» Bogte you hbws not rasd
» Farum Subseriptions

Popular Tags

cc1110 cciin
2420
CC2430

CC2431
cc2480

CC2510
1,463 CC2520

FAQ

SimpliciTI
ZigBee

Z-Stack

0 st
My Discussions

» AN: Securiy on T1IEEE...

» CC2500 GUI code

» 22500 data whitening code

» Dita rate of £2430-RF2500..

» Transter of data frem CC2430..
cC2e30

+ about the callback...
Fite to Flash using..
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Summary

Software design considerations for a low power RF system

» System Detalls

— How Many Nodes, How Much Data At What Rate, Battery

vs. Mains Powered Devices, Latency, Range, Quality Of
Service, Encryption

» Network Topology
— Point-to-point, Point-to-Multipoint, Mesh
* Network Access
— Listen Before Talk, CDMA, TDMA, FDMA, Polling Receiver

s 3 * Device Pairing Mechanism
s — Proximity, Fixed, User intervention, Commisioning
s  Power Budget & Power Saving
e — Sleep Current, Start-/Wakeup Time, RSSI, Packet Handling,
- ' PLL
y « Interference

— DSSS, Frequency Agility, Frequency Hopping
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QA

Thank you for your attention!
Any gquestions?
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