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Abstract

With the rapid spread of technologies such as 10T, industrial Internet, cloud computing, Big Data, and so on,
all activities and facilities on the network are theoretically transparent, security and privacy are at great risk once
attacked. These security threats can come from anywhere, even from unobtrusive end-node devices. The need for
designers to improve security of products is also increasing in the industrial, including security boot, security
network, etc.

Texas instruments SitaraTM AM2x MCU product integrates rich information security features to help
customers implement flexible security feature scenarios, including security boot solution, cryptography hardware
accelerator, memory ECC features, Safe debugging, Trusted execution environment (TEE), and so on.

This paper presents the cryptography fundamental methods used by AM2X devices and its security boot
solution.


https://www.ti.com/microcontrollers-mcus-processors/microcontrollers/arm-based-microcontrollers/overview.html
https://www.ti.com/microcontrollers-mcus-processors/microcontrollers/arm-based-microcontrollers/overview.html
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Building your application with security in mind (swpb020e)


http://www.ti.com/security
https://www.ti.com/lit/wp/spry305a/spry305a.pdf
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