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Presentation Notes
Hello everyone. My name is David Wang, and I am a system engineer from the Multiplexer and Signal Switches team in Texas Instruments. Today, I will be discussing the topic: “System Level Protection for High-voltage Multiplexers in Muti-channel Data Acquisition Systems”. In this presentation, I will be discussing various different techniques a designer may consider when implementing protection mechanism under fault condition. We will focus the study on protecting a front-end multiplexer in a multiplexer based signal chain design, which is a very popular architecture to implement a data acquisition system. 



Agenda 

• Overview 
– What causes fault condition 
– How does fault condition impact the system 

• Protection schemes using discrete components 
– Diodes in series with supplies 
– Series resistor + Zener diodes on supplies 
– Series resistor + Schottky + Zener diodes on supplies 
– Series resistor + TVS diodes 

• Multiplexers with integrated protection 
– TMUX1072 
– MPC50x 

• Comparison and conclusion 
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Today’s agenda is as follows. In the first module, I will talk about the architecture of a multi-channel data acquisition system and how a multiplexer can be used to facilitate the implementation. In this section, I will also talk about the possible causes of fault condition in a typical data acquisition system, and how the fault condition can severely impact the normal operation of the system. 
In the second module, I will discuss some protection schemes that can be implemented to protect the system in fault condition using discrete components. Detailed data will be analyzed and scope captures will be shown to explain the pros and cons of each protection scheme. 
In the 3rd module, I will discuss a couple multiplexer solutions offered by Texas Instruments that have integrated fault protection. The features of these multiplexers will be discussed in detail to illustrate how they make the system more robust. 
In the last section, comparison will be made among the different protection schemes and recommendations will be discussed to address the fault protection need in the data acquisition system. 



System Level Protection for High-Voltage 
Multiplexers in Multi-Channel Data Acquisition 
Systems 

Overview 
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In the first module, we will discuss the typical architecture of multiplexer based data acquisition system and a brief discussion of a typical multiplexer’s internal structure. We will define what fault condition is, and what causes fault condition to occur in a system. Finally, we will discuss how fault condition impacts a system in terms of the operation performance and robusness.



Multiplexers (MUX) in typical data acquisition system 
• A analog multiplexer is often used on the front end of a 

data acquisition system to multiplex multiple channels 
into one precision signal chain.  
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• Benefit: 
– Save components 
– Save board space and routing 
– Save cost 
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First and foremost, let’s talk about why a multiplexer can be useful when designing a data acquisition system. Data acquisition is the process of sampling signals that measure real world physical conditions and converting the resulting signals into digital numeric values that can be recorded and manipulated by a computer. The components of a data acquisition system include:
1. Sensors, which convert physical parameters to electrical signals.
2. Signal conditioning circuitry, which converts sensor signals into a form that can be converted to digital values.
3. Analog-to-digital converters (or ADC), to convert conditioned sensor signals to digital values.
Since the amount of measured real world signals (such as pressure, humidity, and temperature) can be many in a system and the cost of precision signal conditioning circuitry and ADC components is high, it is often beneficial to use a multiplexer on the front end of the signal chain to multiplex the various sensor signals to the downstream components. By doing this, the system can save a large number of precision components, save board space and routing area, and ultimately, saves cost of implementing the overall system. 
For more information regarding various data acquisition systems, such as programmable logic controllers (or PLC), field transmitters, or HVAC control systems, please refer to http://www.ti.com/applications. As an example, a typical analog input module for a programmable logic controller design is shown on the right side of the slide. The block diagram shows various components needed in a typical implementation, with a multiplexer used as the first stage of the analog input front-end. 
It should be noted that we will focus on high voltage industrial applications in this presentation with typical power supplies in the range of +/-15V, although the concept is applicable to low voltage applications as well. 



Sources of fault condition 
• Fault condition definition: 

– A voltage applied to the input of a multiplexer exceeds the 
voltage at the power supply pins 

• Overvoltage occurs because of : 
1. EMI/ transient disturbance 

• Switching power electric devices (welder, starter) 
• Rotating electrical devices 

2. Human error: 
• Mis-wiring (connection to high voltage, OC, SC) 
• Incorrect grounding (floating, different ground) 

3. Component failure/ Wire short 
4. Environmental disturbance 

• Lightning strike 
• ESD 
• Arching (relay/switches) 
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Now let’s talk about fault condition and why fault condition occurs in a data acquisition system. 
First, let’s define what fault condition is. in the context of this presentation, the fault condition is defined as the situation when a voltage applied to the input of the system exceeds the voltage of the system power supply. In a system with a front-end multiplexer, it refers to the condition when the input voltage of the multiplexer exceeds the multiplexer supplies, typically VDD and VSS in a dual supply scenario. The fault occurrence can be transient or persistent DC.

Fault condition can occur due to various different reasons. First, fault condition can arise due to interference from electromagnetic or other types of transient sources. The disturbance source can be from a switching power device or a rotating electrical device. For example, a motor rotating in very close proximity of the cable connecting the sensor and the analog input module of a PLC can cause noises to be coupled to the line and potentially induce overvoltage condition. 
Secondly, fault condition can also be a result of human error, such as mis-wiring or incorrect grounding of the system. For example, a technician installing PLC modules mistakenly connect the 24V DC supply to one of the input signal lines, causing over-voltage on the input signal pins of the analog input module, as shown in the diagram on the right side. 
Next, fault condition can be a byproduct of a component failure or a wire short. For example, when running across a factory, one of the sensor cables get shorted to a high voltage line, causing overvoltage condition on the input of the analog input module. 
Last but not least, fault condition can also arise from environmental disturbance. For example, lighting strike on a sensor cable can produces tremendous amount of energy. Even though most systems have built-in lightening protection for safety reasons, there can still be significant amount of shift on the module input line to cause fault condition to the system. 



Basic construction of a CMOS switch 

• A typical CMOS switch is constructed with N-channel 
MOSFET and P-channel MOSFET in parallel: 

– Logic high enables the NMOS and conducts negative signal. 
– Logic low enables the PMOS and conducts positive signal. 

• A multiplexer is constructed with multiple switches in 
parallel with either the source or the drain pin connected.  

• ESD protection diodes are typically implemented on the 
input and output to clamp to VDD and VSS.  

– VFORWARD is typically 0.6~0.7V. 
– Can typically carry up to 30mA of current. 

• Parasitic diodes/ BJTs are also presented in a typical 
CMOS switch construction.  

 

6 

VDD

VSS

Source Drain

VCTRL

NMOS

PMOS

Handle Wafer (P-Substrate)

N-well

P+ P+ N+ N+

NMOSPMOS
N+ P+

Drain Source VSSVDD

Presenter
Presentation Notes
Next, we will discuss how fault condition can impact a system implemented with a front-end multiplexer. But before doing that, let’s study how the inside of a multiplexer looks like.

The diagram on the right shows simplified internal construction of a typical CMOS based switch. A typical CMOS switch is implemented with N-channel MOSFET and P-channel MOSFET in parallel. It is designed this way since the NMOS is capable of passing negative signals, while the PMOS is capable of passing positive signals. Putting these two devices in parallel allow the switch to pass wider signal range. A multiplexer is then constructed with multiple switches in parallel with either the source of the drain connected. 

Besides the MOSFET and the control logics, ESD protection diodes are also implemented on the input and output of the switch to clamp the signal voltage to VDD and VSS. This is done to protect the device from ESD events like HBM and CDM. The forward voltage of these diodes is typically in the range of 0.6V to 0.7V, and can typically carry current of up to 30mA. It is imperative to ensure the diode current stays below 30mA to prevent damages to the ESD cell. In addition to the ESD diodes, parasitic SCRs can also present in a CMOS switch due to the presence of both PMOST and NMOS on the same device. A crosssection of a CMOS switch is shown on the bottom right with the parasitic components shown in RED. 
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How fault condition impacts the system operation 
If VIN > VDD + 0.7V or VIN < VSS – 0.7V: 

1. High diode current destroys the ESD structure and causes 
device failure.  

2. Supply rise to the overvoltage level and destroys other 
devices connected to the supply.  

3. If the power supplies are floating, devices connected to the 
same supplies become powered by the input signal  
unknown and uncontrolled operation. 

4. If the power supplies are grounded, the PMOS device will 
turn on and pass the input to the output  possibly 
damages downstream components 

5. Fault channel causes increased leakage current to other 
channels on the same device  Impact measurement 
accuracy 

6. Current induced through the parasitic BJTs causes latch-
up  device failure 
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Now, let’s look at how the fault condition impacts the multiplexer operation and the overall system. 
Upon occurrence of over-voltage condition, or to be more specific, when the input voltage VIN goes higher than VDD + 0.7V or goes below VSS -0.7V, the ESD diodes become forward biased, and current starts flowing from the input to the supplies. Several non-desirable outcome can happen:
First, if the diode current is uncontrolled and goes over 30mA, the ESD structure can get overstressed, and cause damages to the multiplexer. Next, if the supplies of the multiplexer does not have enough sink or source capability, or if the supply is floating, there is a good chance that the supply voltages will go up to a voltage that is one diode drop below the fault voltage level. This may potentially cause other devices connected to the same supply to get damaged due to the supply overvoltage stress. Third, if the system is off and the supply voltage is pulled up to the over-voltage level, some devices in the system might get turned on unexpectedly, causing unknown or uncontrolled operation of the system. Next, if the power supplies are grounded, the PMOS device will turn on with negative VGS. As a result, the switch will pass a clipped signal to the output, possibly damaging downstream components which would also be unpowered. In addition, if one channel of a multiplexer is subjected to the fault, the leakage current of the device increases, causing degraded measurement accuracy even on channels that are not subjected to the fault condition. 
Last but not least, when an input is stressed with over-voltage condition, the parasitic SCR structure may begin to conduct, producing a low impedance state, called latch-up, between power supply rails. If there is no current limit mechanism on the supplies, excessive current will flow through this SCR structure and through the switch. This could destroy the switch and other components if allowed to persist. Even very brief latchup duration can result in permanent damage if current is not limited.
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