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-
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4. MCU Cortex R5F =7 0 (28 L£9, REF =747 —RiglzU ey L ET,
Keywriter 77V /r—a>% MCU R5 27 |{Zr—KL 7,
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OTP SWREV fEXYWE/ NSWGA ., 7 —b Pt ATHEGESNA720 ., SWREV Ve Va &5 Ll EOFFGEE 0 —RA3ME
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1. Y7W7=7 UE¥=r SBL,
2. V7hu=7 Y=y SYSFW/TIFS,
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REHFIE:

» HS-SE TIFS 2%, SE4THFIZ TISCI_MSG_WRITE_SWREV =~ RFE2FHL T, SWREV OfE & W9 DI EE
HVET,
+ eFuse DEZIALBIEIZIZ, VPP_MCU 23T,

*E
WBEIREA LIAME, TIFSISYSFW @ SWREV 28 B LW I EEBEID L E T, HELRWARIES: TIFS @
V7T Ve Var AT A, TR TV IR AT LA RN HVET,
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« KEYREV =1:t&h %Y A—H—DgEE vk (SMPK/SMEK) 2 2hicLET

* KEYREV =2:\y77 v A—J1—DfEt vk (BMPK/BMEK) Z A0 LE

B FIE:

« KEYREV (%, HS-SE 7 /A A EDOFATREZ TISCI_MSG_WRITE_KEYREV =~ REMHL CHHCEET

« KEYREV ZH #7212, IRD 2 SOMEALELFE | D ED SMPK fi##E CE4 Sz 7 714~ VREPEL BMPK
BRTEASNIZE N ZVREAEAM AU EEAGEHENSLETY

+ TISCI_MSG_WRITE_KEYREV A»t&—1%, write_host Dt =7 R —RERIZFIR S TODHRAMILSTO
HIEETEET
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5 —iR8ET /v FIE

Zokrvar TR, #OT e Va7 R AT HRIBEEZ 2T L TIRIR T 5720 OEGRINRT 7 0 —F IOVl

HLET, VRN T TN a—T 4 7 DFNEICHES TIEE,

5.1 24 3> TAk

« Keywriter 77V —2a WO VPP fbryy 7 Z2HIER [ 2 A M7 7R, Keywriter ¥ —/L&ZE/LRLUTHEITLE
R

« VPP BNEZNOYA | eFuse D7/ I3 ISP L £,

© WEEDIRATL, FEBED eFuse DEZIALITKLIZS B Keywriter TIFS 72 HOBEE Ay — 12O TIE,
TIFS (WAKEUP UART) hL—2&ZSHRL TIZS0,

PLFoa—RiE, J72182 i Etik > WKUP UART & MCU UART 726DV 7 7L 2 7 %k L CWVET, GEBE
BLOB OAESICfEHEINAT~ U RIT, IRODEBYTT,

./gen_keywr_cert.sh -t ti_fek_public.pem

-s keys/smpk.pem --smek keys/smek.key -s-rp --smek-rp
-b keys/bmpk.pem --bmek keys/bmek.key -b-rp --bmek-rp
--mek-opt Ox1 --mpk-opt 0x21

--keycnt 2 --keycnt-wp

--keyrev 1
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— ARG T N T

= 5-1.

MCU UART (R5 77V —i/ay)

WKUP UART (Keywriter TIFS)

OTP Keywriter Version: 02.00.00.00 (May 20 2026 - 16:02:05)
OTP Keywriter ver: 10.1.4-v10.01.04a-1-gf7¢c27 (Fie

Legacy Boot Mode

Key programming sequence initiated

Taking OTP certificate from 0x41c70004
Sciclient_otpProcessKeyCfg returns: -1

Debug response: 0x800

Key programming sequence completed

# Decrypting extensions..

MPK Options: 0x21

MEK Options: 0x1

MPK Opt P1: 0x1

MPK Opt P2: 0x1

MEK Opt: 0x1

* SMPKH Part 1 BCH code: 61b45b59

* SMPKH Part 2 BCH code: 417d4cb4

* SMPK Hash
(part-1,2):1f6002b07cd9b0b7c47d9ca8d1aae57b8e8784a12f636b2b
760d7d98a18f189701
60dfd0f23e2b0cb10ec7edc7cbedac3d9bdfefeOeddc3fff7fe9ad87519
5527d01* SMEK BCH code: 21224fcc

* SMEK Hash:
92785809a3dfefea57f6bbed642d730ba5d05e601222a72e815bf01ce
b3a50f96ab85d282425f684436fabd4c7da624b791da411615035314
103cc64e611f532

* BMPKH Part 1 BCH code: 81a4977b

* BMPKH Part 2 BCH code: 613bf931

* BMPK Hash (part-1,2):
b41865771ef3e13933568b1d1d50a72f5037a2a103c4535¢c713e10a6
1df1609c01
f6033117fbb56d5f190a17598e151141c6e413e2d853e56aae799782
0639909601

* BMEK BCH code: 21ecbcec

* BMEK Hash:
21ab5ae74b64b1c9fbd1f9201e60a319fe417edf06c2f9ba71fa3e1a967
d171b684a4f85a83b8a4821abffe8e322b3697e299ffa94dec921bd4a
c99f8cab9dd6c

EXT OTP extension programming disabled

MSV extension programming disabled

*KEY CNT: 03030000

*KEY REV: 01010000

SWREYV extension programming disabled

FW CFG REV extension programming disabled

*KEYWR VERSION: 0x20000

#

# Programming Keys..

#

*MSV:

[u32] bch + msv:0x8BACOFFE

MSV extension programming disabled

[u32] bch + msv: 0x8BACOFFE

*SWREV:

[u32] SWREV-SBL:0x1

[u32] SWREV-SYSFW: 0x1

SWREYV extension programming disabled

[u32] SWREV-SBL: 0x1

[u32] SWREV-SYSFW: 0x1

*FW CFG REV:

[u32] SWREV-FW-CFG-REV:0x0

SWREV SEC BCFG extension programming disabled

[u32] SWREV-FW-CFG-REV: 0x0

*EXT OTP:

EXT OTP extension programming disabled

* BMPKH, BMEK:

Error in programming BMPKH part 1

debug_response: 0x800
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52 1\wr—CEH

BT D keywriter 7RA Y /30 r — U RSN CNDIE, BFaT VY —2AnDF A CEAZ LB L £,
5.3 eFuse 7AJS3VT DRE

VPP (7ul I 7 BIE) 1L, D7 aeYa=rr a2 RE@ L TREL TWDAMNERHYET,

54 703V T HERDER

« eFuse Ol IIL TR HE, T AT IR 0x0 2NRSHLET, MCU UART T R5 Keywriter 77— =
v alERGLET, ROVT 7L A2 ull EOTaeVa=r 7 O GlERLET,

OTP Keywriter Version: 02.00.00.00 (Jul 19 2023 - 11:15:35)
OTP Keywriter ver: 9.0.7-v09.00.07 (Kool Koala)

OTP_VppEn

WKUP_GPIO0_54 output high

Key programming sequence initiated

Taking OTP certificate from 0x41c71f004

Debug response: 0x0

Key programming sequence completed

o JEENTaLAOEEIL. =7 —ERLTWET, BEDTT— a—ROFEMZ OV TIL, TISCI & E2Z LT
TZEVY,

55 J— NEEDIST IV a—TF12T
eFuse 70 I T HEIZT INAANT — MR LT-5E

o T =M ARA=VOBLIMFETHE YT 2, OTP-eFuse I 70/ T 08Ny 2b—F L TWAZEETEZRL
i—a—o
o TRAANBABEE N 2 &L, Sec Cust MPK Hash (2072 {Z 48— Mt~y =) LHEERL £9,

F R ANEABE N 2 BT B IOV T, FAQ (L<HBHEM) 2B LTS,
5.6 WAKEUP UART ##RALA LN —RINE

« T3 Z LT WAKEUP UART Ml TERWG AT, FL—A2 N7 72 LT TIFS b —R&% ¥y 7 F v L E
‘é—O
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6 FLH

ZOT IV r—ary NI ABRRE TEXaTRT AR 7aeva=r 7 Ei1H728 0 Keywriter J& BRSOl
FER AL TWOET, OSPI 7 — M 2Bl JOEEN T 7V r—av b, eMMC 7 — M fii 4
HREDAy Y a—~ TL 7= RAE T, SEXFRAEFES T IAICHIETEDLLS B8 AFENHESNL O E
D

TV =TNE EHBIOAFEEME L, AL T TANT I F IR U T, A8 A FEERIR T DM E RSO E T, FHEE
DOEEEE T Keywriter OSZBELEERE DN 7 NNy a—T 4 7 % BRE AT, FEMEO LR, REE7a'A, B
— 72T Sy 7 FlEE ELSEAEL CRLERHDET,

71T5EEH

1. THFH A ARV LAY [TISCI Key Writer 1—H— H AR, 22— —X HAFK,

2. THEVRALAINAY [Jacinto? mrF=aUT 4 T ASAADRI], 77V r—vary J—h,

3. TxXHAR ARV AVAY [TPDK Keywriter —4— HAR J2—H—X HAR,
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