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Message priority inversion on a CAN bus
By Steve Corrigan
New Product Definition
This article examines the problems encountered during
data transmission when multiple dominant bits are simultaneously placed on a bus by more than one node during
arbitration or an ACK bit. CAN buses are often constructed
with many nodes placed physically close together. When
these “clumps” of nodes are spaced a long distance from
other nodes on the bus, random data errors can occur. A
“message priority inversion” error causes a high-priority
message to receive low-priority placement after arbitration.
Uneven node spacing can also affect the ACK procedure in
a CAN message. If a message is not properly acknowledged
because of interruptions from reflected waves, an error is
generated with each occurrence until the controller reaches
an error limit that is internally set by the CAN protocol.
The controller places itself in a bus-off state when this
internal limit is reached so that a single node cannot block
all communication on the bus. These errors are not easily
uncovered by a system designer.

Minimum distance between nodes on a CAN bus
The ISO 11898-2:2003 CAN bus is a distributed-parameter
circuit whose electrical characteristics are primarily
defined by the distributed inductance and capacitance*
along the physical media. The media are defined as the

interconnecting cable or the conducting paths, connectors,
terminators, and CAN transceivers added along the bus.
The following analysis examines a trade-off between the
amount of node capacitance that can be added and the
amount of node spacing that can be used on a bus without
compromising signal integrity. For a good approximation,
the characteristic transmission-line impedance looking
into an arbitrary end point in an unloaded CAN bus is
—–
defined by Z = √L/C, where L is the inductance per unit
length and C is the capacitance per unit length. When
capacitance is added to the bus in the form of devices and
their interconnection, the bus impedance is lowered to Z′.
When bus impedance is lowered, an impedance mismatch
occurs between unloaded and loaded sections of the bus.
The worst case occurs during an arbitration or an ACK
bit when multiple dominant bits are simultaneously sent
from two or more nodes. In the equivalent bus circuit
shown in Figure 1, when S1 switches at time zero from a
dominant state to a recessive state, the differential output
voltage, VS, of the CAN driver moves from a dominant
state to a steady-state, 0-V, recessive differential signal on
the bus. When this signal wave propagates down the line
and arrives at the loaded section of the bus, the mismatch
in impedance reflects the voltage back towards the source.

* All capacitances are differential in this article. The differential is approximately one-half of the single-ended capacitance.

Figure 1. Imbalanced CAN-bus equivalent circuit
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Figure 2. Minimum distance required between CAN nodes
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The minimum safe distance between nodes, d, is a function of the device lumped-load capacitance, CL, and the
cable’s distributed capacitance per unit length, C, where
d > CL/0.98 C meters (if C is in pF/m) or feet (if C is in
pF/ft). Figure 2 displays this relationship graphically. For a
complete development of this equation, please see
Reference 1.
Load capacitance includes contributions from a CAN
transceiver’s bus pins, connector contacts, printed-circuitboard traces, protection devices, and any other physical
connections as long as the distance from the bus to the
transceiver is kept electrically short.
3.3-V CAN transceivers such as the Texas Instruments
SN65HVD233 have about 16 pF of differential capacitance.

100

Board traces add about 0.5 to 0.8 pF/cm, depending upon
their construction. The capacitance of connectors and sup
pression devices can vary widely, and media-distributed
capacitance ranges from about 35 pF/m for low-capacitance,
shielded, twisted-pair cable to 70 pF/m for backplanes.
As a demonstration of how multiple dominant bits on the
same bus affect data-transfer waveforms, ten SN65HVD233
CAN transceivers were connected to a bus with 12.7 cm of
120-Ω twisted-pair cable between each node (see Figure 3).
The last node of the group was terminated with a 120-Ω
termination resistor, and the first node was connected
through an additional 200 m of Belden 3105A twisted-pair
cable to another node and terminated.

Figure 3. Example of a capacitive load
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Figure 4 shows the receiving waveform of the 250-kbps
data being transmitted onto the bus from the single-node
load to the capacitive clump of nodes across the 200-m
cable. Figure 5 shows the same waveform when more than
one node sends a dominant bit onto the bus during an arbi
tration. Note the change in magnitude of the waveform.
The propagation delay of 5 ns/m for 200 m is 1000 ns, or
1 µs, and is clearly evident. The negatively charged waveform is reflected back and attenuates the back of the
waveform at the receiving clump of nodes. Figure 6
presents a higher resolution of this reflection.
Figure 6 is a good example of the possible arbitration
bit-error problem, since the waveform voltage that is due
to the negative reflection reduces the differential voltage
of the signal to below the 900-mV dominant-bit threshold.
Note that this is a single point-to-point bus connection and

Figure 4. Normal data traffic on a CAN bus

that any variation such as adding a drop-line to this config
uration would serve only to exacerbate the problem. Also,
if the signaling rate were increased to 500 kbps, this reflec
tion would last for 50% of the waveform’s 2-µs duration.
The lumped-load capacitance, CL, of each CAN transceiver, board trace, and Berg connector amounts to
approximately 20 pF per node in this example; and the
distributed capacitance per unit length, C, is about 40 pF/m.
The node-spacing calculation results presented in Figure 2
(CL = 20 pF and C = 40 pF/m) indicate that 0.5 m of cable
between each of the clumped nodes in place of the 12.7-cm
cable will correct the problem (see Figure 7). Clearly, the
calculations prove to be correct. The reflected wave has
almost completely disappeared, and the added twistedpair cable is a small price to pay for a reliable solution.
Figure 6. Reflected-wave distortion by multiple
dominant bits
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Figure 5. Distortion from multiple dominant bits
on the same bus during arbitration

Figure 7. Addition of 0.5 m to bus length
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Conclusion

Reference

A CAN bus that has not been optimized to minimize
reflected energy at each node can cause a host of network
problems. Even when data transfer seems to be working
normally, dominant-bit collisions that occur randomly
during arbitration or by design during an ACK bit may
create sufficient signal reflections to cause priority inversion and delays from acknowledgment errors. Of course,
more pronounced reflections can cause excessive bus
delays due to bit-stuffing errors and normal data errors.
These reflections can usually be controlled by optimizing
the spacing between nodes according to established datatransmission practices.

For more information related to this article, you can down
load an Acrobat Reader file at www-s.ti.com/sc/techlit/
litnumber and replace “litnumber” with the TI Lit. # for
the materials listed below.
Document Title
TI Lit. #
1. Steve Corrigan, “Controller Area Network
Physical Layer Requirements,” Application
Report  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . slla270

Related Web sites
interface.ti.com
www.ti.com/sc/device/SN65HVD233

28
High-Performance Analog Products

www.ti.com/aaj

1Q 2009

Analog Applications Journal

IMPORTANT NOTICE
Texas Instruments Incorporated and its subsidiaries (TI) reserve the right to make corrections, modifications, enhancements,
improvements, and other changes to its products and services at any time and to discontinue any product or service without notice.
Customers should obtain the latest relevant information before placing orders and should verify that such information is current and
complete. All products are sold subject to TI’s terms and conditions of sale supplied at the time of order acknowledgment.
TI warrants performance of its hardware products to the specifications applicable at the time of sale in accordance with TI's standard
warranty. Testing and other quality control techniques are used to the extent TI deems necessary to support this warranty. Except
where mandated by government requirements, testing of all parameters of each product is not necessarily performed.
TI assumes no liability for applications assistance or customer product design. Customers are responsible for their products and
applications using TI components. To minimize the risks associated with customer products and applications, customers should
provide adequate design and operating safeguards.
TI does not warrant or represent that any license, either express or implied, is granted under any TI patent right, copyright, mask
work right, or other TI intellectual property right relating to any combination, machine, or process in which TI products or services
are used. Information published by TI regarding third-party products or services does not constitute a license from TI to use such
products or services or a warranty or endorsement thereof. Use of such information may require a license from a third party under
the patents or other intellectual property of the third party, or a license from TI under the patents or other intellectual property of TI.
Reproduction of information in TI data books or data sheets is permissible only if reproduction is without alteration and is accompanied
by all associated warranties, conditions, limitations, and notices. Reproduction of this information with alteration is an unfair and
deceptive business practice. TI is not responsible or liable for such altered documentation. Information of third parties may be subject
to additional restrictions.
Resale of TI products or services with statements different from or beyond the parameters stated by TI for that product or service
voids all express and any implied warranties for the associated TI product or service and is an unfair and deceptive business practice.
TI is not responsible or liable for any such statements.
TI products are not authorized for use in safety-critical applications (such as life support) where a failure of the TI product would
reasonably be expected to cause severe personal injury or death, unless officers of the parties have executed an agreement
specifically governing such use. Buyers represent that they have all necessary expertise in the safety and regulatory ramifications of
their applications, and acknowledge and agree that they are solely responsible for all legal, regulatory and safety-related requirements
concerning their products and any use of TI products in such safety-critical applications, notwithstanding any applications-related
information or support that may be provided by TI. Further, Buyers must fully indemnify TI and its representatives against any
damages arising out of the use of TI products in such safety-critical applications.
TI products are neither designed nor intended for use in military/aerospace applications or environments unless the TI products are
specifically designated by TI as military-grade or “enhanced plastic.” Only products designated by TI as military-grade meet military
specifications. Buyers acknowledge and agree that any such use of TI products which TI has not designated as military-grade is
solely at the Buyer's risk, and that they are solely responsible for compliance with all legal and regulatory requirements in connection
with such use.
TI products are neither designed nor intended for use in automotive applications or environments unless the specific TI products are
designated by TI as compliant with ISO/TS 16949 requirements. Buyers acknowledge and agree that, if they use any non-designated
products in automotive applications, TI will not be responsible for any failure to meet such requirements.
Following are URLs where you can obtain information on other Texas Instruments products and application solutions:
Products

Applications

Amplifiers

amplifier.ti.com

Audio

www.ti.com/audio

Data Converters

dataconverter.ti.com

Automotive

www.ti.com/automotive

DLP® Products

www.dlp.com

Broadband

www.ti.com/broadband

DSP

dsp.ti.com

Digital Control

www.ti.com/digitalcontrol

Clocks and Timers

www.ti.com/clocks

Medical

www.ti.com/medical

Interface

interface.ti.com

Military

www.ti.com/military

Logic

logic.ti.com

Optical Networking

www.ti.com/opticalnetwork

Power Mgmt

power.ti.com

Security

www.ti.com/security

Microcontrollers

microcontroller.ti.com

Telephony

www.ti.com/telephony

RFID

www.ti-rfid.com

Video & Imaging

www.ti.com/video

www.ti.com/lprf

Wireless

www.ti.com/wireless

®

RF/IF and ZigBee
Solutions

Mailing Address: 	Texas Instruments
Post Office Box 655303
Dallas, Texas 75265

TI Worldwide Technical Support
Internet
TI Semiconductor Product Information Center Home
Page
support.ti.com

TI Semiconductor KnowledgeBase Home Page
support.ti.com/sc/knowledgebase

Product Information Centers
Americas Phone

+1(972) 644-5580

Asia

Brazil

Phone

0800-891-2616

Mexico

Phone

0800-670-7544

Phone
International
+91-80-41381665
Domestic
Toll-Free Number
		 Australia
1-800-999-084
		 China
800-820-8682
		 Hong Kong
800-96-5941
		 India
1-800-425-7888
		 Indonesia
001-803-8861-1006
		 Korea
080-551-2804
		 Malaysia
1-800-80-3973
		 New Zealand
0800-446-934
		 Philippines
1-800-765-7404
		 Singapore
800-886-1028
		 Taiwan
0800-006800
		 Thailand
001-800-886-0010
Fax
+886-2-2378-6808
Email	tiasia@ti.com or ti-china@ti.com
Internet
support.ti.com/sc/pic/asia.htm

Fax
Internet/Email

+1(972) 927-6377
support.ti.com/sc/pic/americas.htm

Europe, Middle East, and Africa
Phone
European Free Call
		
International
Russian Support

00800-ASK-TEXAS
(00800 275 83927)
+49 (0) 8161 80 2121
+7 (4) 95 98 10 701

	Note: The European Free Call (Toll Free) number is not active in all
countries. If you have technical difficulty calling the free call number,
please use the international number above.
Fax
Internet

+(49) (0) 8161 80 2045
support.ti.com/sc/pic/euro.htm

Japan
Fax

International
Domestic

+81-3-3344-5317
0120-81-0036

Internet/Email

International
Domestic

support.ti.com/sc/pic/japan.htm
www.tij.co.jp/pic

Safe Harbor Statement: This publication may contain forward-looking statements that
involve a number of risks and uncertainties. These “forward-looking statements” are
intended to qualify for the safe harbor from liability established by the Private Securities
Litigation Reform Act of 1995. These forward-looking statements generally can be identified
by phrases such as TI or its management “believes,” “expects,” “anticipates,” “foresees,”
“forecasts,” “estimates” or other words or phrases of similar import. Similarly, such
statements herein that describe the company's products, business strategy, outlook,
objectives, plans, intentions or goals also are forward-looking statements. All such forwardlooking statements are subject to certain risks and uncertainties that could cause actual
results to differ materially from those in forward-looking statements. Please refer to TI's
most recent Form 10-K for more information on the risks and uncertainties that could
materially affect future results of operations. We disclaim any intention or obligation to
update any forward-looking statements as a result of developments occurring after the date
of this publication.
E093008
All trademarks are the property of their respective owners.

© 2009 Texas Instruments Incorporated

SLYT325

