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Introduction | Why safety matters in high-voltage
applications

+ Hazard example:
Electrical shock

» Hazard example: Robot moves
unintended and may injure the human
operator

» Hazard example: During an unintended
power loss robot arm may injure the
human operator

» How to reduce the probability of a hazard
to an acceptable risk?

\, Control

@" C\=Risk =

» Isolation is key for overall reliable and safe
system operation with a human interface
(electrical safety)

* Functional safety is key for the overall risk reduction of
hazards: Sensing & real-time processing of faulty scenarios
and actuating to the safe state to prevent accidents
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High voltage servo drive | Simplified block diagram

v Industrial drives
isolation need to
comply to IEC61800-
5-1 Safety
requirements —
Electrical, thermal
and energy
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High voltage servo drive | Simplified block diagram

[ » What does it take to make it a functional safety enabled drive? ]

~200VDC to 800 VDC

v" Industrial drives +15V/-8V
isolation need to '
comply to IEC61800- | Reinforeed | POV TN
5-1 Safety JAWAY | isolated gate '
requirements — 3 ’ I drive supply Reinforced
Elgctrical thermal ¢l = 24v isolated
, I IGBT gat
and energy JAWA i drivergsa(;6)
1/3-Phase I
110VAC ... :
High voltage area S00VAC :
> 60VDC/35VAC . i
d— | 24v,15V,5v,...
T H §HE — Reinforced isolated
! Reinforced isolation I Reinforced isolated current sensing (x3)
plectiealsarey) | AC/DCPoLsupply — | [ p—— le==—e——e-ememeeoeseeeeoeoes
------------------------------------- -1 Control
MCU
Human accessible interfaces g_a g v' Semiconductor’s isolation need to
Industrial Ethernet comply to relevant standards for
Isolated 1/0 §—|> reinforced isolation such as DIN EN IEC
Nonisoied 10 [§—<] 60747-17 (VDE 0884-17)

Source: www.ti.com/lit/cr/szzq123r/szzq123r.pdf
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Industrial drives/machinery standards | Predefined safety

function examples

ISO 13849 Safety of machinery Safety-
related parts of control systems
IEC 61508 Functional safety of

electrical/electronic/programm
able electronic safety-related
systems

IEC 62061 Safety of machinery - Functional
safety of safety-related electrical,
electronic and programmable
electronic control systems

IEC 61800-5-2  Adjustable speed electrical
power drive systems — Part 5-2:
Safety requirements — Functional

* Based on Performance Level (PL) and
Category (Cat)
* Based on Safety Integrity Level (SIL)
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Industrial drives/machinery standards | Predefined safety

function examples

ISO 13849 Safety of machinery Safety-
related parts of control systems

IEC 61508 Functional safety of
electrical/electronic/programm
able electronic safety-related

systems

IEC 62061 Safety of machinery - Functional
safety of safety-related electrical,
electronic and programmable

electronic control systems

IEC 61800-5-2  Adjustable speed electrical
power drive systems — Part 5-2:

Safety requirements — Functional

* Based on Performance Level (PL) and
Category (Cat)
* Based on Safety Integrity Level (SIL)

Motor speed

Safe Torque Off (STO)

time

Safe Torque Off STO @
Safe Stop 1 SS1
Safe Stop 2 SS2
Safe Operating Stop SOS
Safe Brake Control SBC
Safely-Limited Speed SLS
Safely-Limited Torque SLT
Safe Speed Monitor SSM
Safe Motor Temperature SMT
Safe Cam SCA

(1) Safe torque off (STO) prevents force-producing power
from being provided to the motor.

Motor speed

Safe Limited Speed (SLS)

time
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Industrial machinery | ISO 13849 designated safety
architecture

+ 1S013849 categories examples and hardware fault tolerance (HFT)

Input |—in— Logic —i— Output Input 1 |—in— Logic 1 —EZ Output 1
¢ A ! A
L L Monitoring | Cross-
________ ¢ - 'monitoring
Test equipment |i.—{ OTE Input 2 |—in— Logic 2 . output 2
m: monitoring
Category 2, HFT=0 Category 3 and 4, HFT=1

« |EC 61800-5-2 (IEC 61508): Hardware fault tolerance (HFT) not designated, as long desired SIL
level met

« |EC61800 SIL 3 equivalent to 1ISO13849 Performance Level PL e requires min. category 3 (HFT=1)
« Safe drives often certified for both safety standards, typically see dual channel systems with HFT=1
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ISO 26262 Functional Safety

1. Vocabulary |

+ Automotive-specific risk-based approach for ASIL determination

2. Management of functional safety

service and

|2-5 Overall safety management ‘ | 2-6 Project dependent safety management | |2'7 Safﬂy management regarﬂ{ng_pn}dumnn, |

* Provides guidelines across lifecycle phases, i.e., Concept >
3, Concept phase 4. Product development at the system level roduction, operation, development - production - operation, service, and >

vl secammstoin decommissioning
e AT — V-model as reference for phases of product development

|3-7 Functional safety concept |

7-5 Planning for production,

12, Adaptation of ISO 26262
for motorcycles

12-5 General topics for adaptation
for motoreycles
12-6 Safety culture

12-7 Confirmation measures

12-8 Hazard analysis and risk

5-9 Evaluati
12-9 Vehicle integration and violations d
testing hardware fail

12-10 Safety validation

verification

8. Supporting processes
8-5 Interfaces within distributed 8-9 Verification 8-14 Proven in use argument
8-6 Specification and management of safety 8-10 i 8-15 Interfacing an application that is out of scope
requirements 8-11 Confidence in the use of software tools of IS0 26262
87 G i 8-12 Qualification of software 8-16 Integration of safety-related systems not
8-8 Change management 8-13 Evaluation of hardware elements developed according to 150 26262

9. Automotive safety integrity level (ASIL)-oriented and safety-oriented analyses

[9-5 Requirements dec ition with respect to ASIL tailoring ] [9-7 Analysis of failures ]
[9+6 Criteria for coexi of elements | [9-8 Safety analyses |
10. on IS0 26262 |

11. Guidelines on application of ISO 26262 to semiconductors |

Source : ISO 26262-1:2018 Figure 1 — Overview of the ISO 26262 series of standards
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ISO 26262 Functional Safety

1. Vocabulary |

2. Management of functional safety

|2-5 Overall safety management

‘ | 2-6 Project dependent safety management | |2'7 Safﬂ" management regardl_n,g_pr?ductmn, |

service and

Production, operation,
service and
decommissioning

3. Concept phase

3-5 Item definition
3-6 Hazard analysis and risk
assessment

|3-7 Functional safety concept |

4. Product development at the system level

ral topics for the product
gnt at the system level

4-7 System and item integ
and testing

7-5 Planning for production,
operation, service and
decommissioning

7-6 Production

12, Adaptation of ISO 26262
for motorcycles

77 Operation, service and
decommissioning

12-5 General topics for adaptation
for motoreycles
12-6 Safety culture

eral topié
pent at the
ation of
ments

12-7 Confirmation measures

12-8 Hazard analysis and risk

12-9 Vehicle integration and violations d
testing hardware fail
12-10 Safety validation

verification

8. Supporting processes

B-5 Interfaces within distributed 8-9 Verification
8-6 Specification and management of safety B-10 D i

requirements 8-11 Confidence in the use of software tools
B-7 Conliguration management
8-8 Change management

8-14 Proven in use argument

8-15 Interfacing an application that is out of scope
of IS0 26262

8-16 Integration of safety-related systems not
developed according to IS0 26262

8-12 Qualification of software components
8-13 Evaluation of hardware elements

9. Automotive safety integrity level (ASIL)-oriented and safety-oriented analyses

[9-5 Requirements dec ion with respect to ASIL tailoring ] [9-7 Analysis of failures ]
[9-6 Criteria for of elements | [9-8 Safety analyses |
[ 10. on IS0 26262 |

11. Guidelines on application of ISO 26262 to semiconductors |

Source : ISO 26262-1:2018 Figure 1 — Overview of the ISO 26262 series of standards

Automotive-specific risk-based approach for ASIL determination

Provides guidelines across lifecycle phases, i.e., Concept >
development - production - operation, service, and >
decommissioning

— V-model as reference for phases of product development

Key Differences with Industrial Functional Safety:

1. Industrial system identifies Equipment Under Control (EUC) and
the associated Safety Instrumented Function. This distinction of
the safety function is not always possible in Automotive

2. Risk assessment in automotive takes into account the Severity,
Exposure, and Controllability of the situation by the driver

3. Low-volume Industrial systems vs Automotive systems are mass-
market, production-related lifecycle phases

4. Automotive development is across multiple organizations,
relations between customers and suppliers

5. Typical System safety architecture for higher functional safety is
loo2 for Industrial and 1001D for Automotive applications
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Realizing safe torque off | Options to disable torque
generating power to the motor

Di - Mechanical
invortr from AC Disconnect e
mains motor from
0 B

approach today

/@

reference to 0 PWM
[Processor based]

R

Set torque ‘ >(\L Disable

3-phase power stage

o-r

Turn-off the supply
to the gate drivers

Safe pulse block: ‘
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STO subsystem | Architecture examples cutting off supply

- Architecture 1 Architecture 2 Architecture 3

Isolated gate 24V safe | o— || Isolated gate 24V safe Lo—"
. i . ol o+-o—"o |_|Isolated gate
drive supply 3x half-bridges supply ENA drive supply ) supply ENA ENA drive supply
S T D 3x half-bridges
-------------------------- STO-A NELTILEEE  EETELt sToA | PRRRRR | PRy
L i e N telolotolotolotyl | infolololod
| i
savisv ||~ 33VISV | Lol 4wl sTO-B 3
safe supply | | £y 4 safe supply EN4 it

STO-A

STO-B
Non-safe PWM/{ |

3.3VI5V
safe supply

Non-safe PWM Non-safe PWMJ

3.3Visv || —O‘/’O— |

safe supply = *

—L‘ Non-safe PWM— L J, :

Non-safePWM—__________—=%;'  NomsafePWM—.___________-—>". Non-safe PWM— _

STO-A (top side), STO-B (logic side, top and bottom) -
STO-B (bottom side)

- STO-A (isolated supply, top and bottom side) STO-A and STO-B (isolated supply, top and
bottom side)

v' Popular for isolated opto-input / v’ Option for isolated CMOS-input devices, 6- v Generic option
compatible devices (IEC 61800-5-2 channel isolators, half-bridge gate drivers v' Likely easier retrofit (separate module)
Annex B o 24V load switch - 24V load switches (x2)

v/ 5V or 3V3 load switches v' TUEV assessed concept (TIDA-01599) 12
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STO subsystem | Architecture examples disabling PWM
aohieewes

3x half-bridges

()

Non-safe PWM_|

STO-A — ‘
DIAG — L

—1{XOR

Non-safe PWM

STO-B
DIAG

XOR OR

STO-A (top side)
STO-B (bottom side)

v Power not cut-off
v' Fast buffer with short diagnostic pulse (e.g. 20ns)
o RC filter to remove diagnostic test pulses, contributes to
PWM propagation delay 13

(o]
0
& L= % &
HHé ‘ H¢
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Architecture 2 system example | TUV SUD-assessed safe

torque off (STO) reference design for industrial drives

C_J
C_J
]

Channel 2
input

STO_2

Channel 1
input

STO_1

Feedback
output

STO_FB

STO_2 subsystem
Safe MCU (diagnostics)
STO_FB (diagnostics)

TIDA-01599

To isolated DC/DC

TIDA-00199: Isolated DC/DC
gate drive supply
Vin=P24, Vout=4x 15V/-8V

r_Inl

g_Monitol

MCU_Dia;

jeeeccccccccccccccccccccccccccccccccccnccas,
.
' | P3v3=3.3vDC 24vDC
.
' | ¥ TPS275100
H . D%
: Dlejtal o o -~ STO2_EN }

——P| Isolator L S i[,)_ N o
H fier | A — i
N T E| E afety switcl E
§ Iso1211) 8 9, g
[) o = o]
H | 2 5 3.3v ¥
] ] a
H : sav |2 k- + TPS22919 3
. * |

3 =3
H L g L/
H Digital i STO1_EN A
v Isolator [ ':'lljtlse — EN
ilter
: Safety switch 1
. I - o
) Is01211 | S s
N | o ]
: e 5
: g ¥
H | = 5
] | 3
H s
. |
.
H | MCU (siL1)
: | o | Diagnostics for >
' | ¥| both channels [*¥
.
] |
.
. Digital
«—— isolator [——( " |
.
.
-

supply input ;
Channel 2 P24v Tonprate > zﬁcnzz};
output - drivers - VEE2 T 1
— supply rails E ;E‘I;Zz—}; Output:
> - supply rails ng—_‘é :I'n gate drivers
supply yails _»—V GNoz_1.3  isolated supply
VEE2_T_3
1 T
Bottom fviend
gate drivers > VEE2 B
Channel 1 supply rails -
output
I
vce
>
To gate vee2_T 1
drivers logic GND2_ T_1 vee2_ T2 vee2_T 3
supply VEE2_T_1 GND2_T_2 GND2_T_3
vcC | vce | VEED_T_2 vcc | VB2
vy | ¥ LW | . .
PWM Isolated Isolated Isolated
Gate driver H Gate driver H Gate driver H
1505452, : = 1505452,115058525 | 505452, Is058525 [
1S05852S | !
| veca e veez_ B [ veeas
GND2_B GND2_B
vee |‘$§f VCC | e vee | S
y | . ! . A Wy .
PWM » Isolated Isolated Isolated
Gate driver H Gate driver H Gate driver
T
1505452, £ 1505452, | £ 1505452, | .
15058525 | 15058525 | 15058525,

[ Motor
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Architecture 2 system example | TUV SUD-assessed safe

torque off (STO) reference design for industrial drives

Channel 2
input

STO_2

Channel 1
input

STO_1

Feedback
output

STO_FB

:l STO_1 subsystem
:l STO_2 subsystem

Safe MCU (diagnostics)
STO_FB (diagnostics)

TIDA-01599

To isolated DC/DC

TIDA-00199: Isolated DC/DC
gate drive supply
Vin=P24, Vout=4x 15V/-8V

System concept FMEA

Functonal Safety Information
Overview STO Concept TIDA-01599

* Texas INSTRUMENTS

1)

.

' | P3v3=3.3vDC 24vDC

.

' | ¥ TPS275100
H L D%

H Digital o -, STO2_EN }

— P Isolator L S i[)_ N o
H fier | A — i
N T E| E afety switcl E
§ Iso1211) 8 9, g
[) o = o]
H | 2 5 3.3v ¥
] ] a
H : sav |2 k- + TPS22919 3
. * |

3 =3
H L g L/
H Digital i STO1_EN A
v Isolator [ ':"ljtlse — EN
ilter
: Safety switch 1
. T - o
) Is01211 | S s
[ 15} 2
' | I =
. 1 [}
] | D o
[ | s 5
.
] | 3
H s
] |
.
' | MCU (SIL1)
: | o | Diagnostics for >
' | ¥| both channels [*¥
.
] |
.
. Digital
«—— isolator [——( " |
.
.
S

r_Inl

g_Monitol

MCU_Dia;

supply input ;
Channel 2 P24v Tonprate > zﬁf’zz_}-_ll
output - drivers - VEE2 T 1
— supply rails E ;ﬁ‘g{é Output:
> - supply rails ngﬁj :I'n gate drivers
supply fails — Gnpz_7.3  isolated supply
VEE2_T_3
1 [ VEE2T:
Bottom fviend
gate drivers > VEE2 B
Channel 1 supply rails -~
output
I
vce
>
To gate vee2_T 1
drivers logic GND2_ T_1 vee2_ T2 vee2_T 3
supply VEE2_T_1 GND2_T_2 GND2_T_3
vcC | vce | VEED_T_2 vcc | VB2
| v W . .
PWM Isolated Isolated Isolated
Gate driver H Gate driver H Gate driver H
1505452, : = 1505452,115058525 | 505452, Is058525 [
1S05852S | ! [
| veca e veez_B T veas Motor
GND2_B
vee | Gon VCC | yers vee | s
v oiw | ! voiw |
PWM > Isolated Isolated Isolated
Gate driver H Gate driver H Gate driver
T
1505452, £ 1505452, | £ 1505452, | e
15058525 | 15058525 | 15058528,

Table of Consants

Technical Report B

Concept

otme

Safety Component
Safe Torque Off (STO)

Manutacturer

Texas iestruments

Haggertystrasse 1
85356 FREISING
GERW

Roport No. TFS7657T
Revision 1.1 of 09.02.2022

Tost Laboratory

TOV S00 Rail GbH
Rat Automaton

D-80339 Manchen

Source: www.ti.com/lit/fs/tiduf02/tiduf02.pdf 15
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Concept example | STO-1 load switch subsystem

Ousen Guae. rOk 0100

TUEV.Assessed
for Industrial Drives (IEC 61800-5-2)

Safe Torque Off (STO) Refarance Design

Py —

Reference: TUV SUD-assessed safe torque off (STO) reference design
for industrial drives (IEC 61800-5-2)

P3V3
u10c
vee 38
1
2G132YZPR > 19 ESAT
== 282834-2
W 3 5 R24 ==c16 10
N e 1.00k c1s " fe 220pF
us Tn.ws =
T - . DGND 4 e o :
g f SNT4LVC2G132YZPR 8 DGND
! U10A
= =—Ci 5 ' 1 DGND
™ GND1 10nF “o ' us
t L M T o
560 | £ PS L Jveer 10 veea =
4
SO e 5 sense ! 2 I V_Bus
p— R22 ! 8 R25 o
TR 4 PWM_in el e 4 DESAT fo-fPESAT
g & 100 1 i 7 V Gate
L § IN- [} CLAMP
@ i
r 28
g vee b ROY 12 Vi 6 Rz, 120
e i & — ROY i oum f-2— B2, 120 __4
Ri6 a3 ] § T o oo 4 R, 120
g L pokp o C. GiD_S
< BT 1 | 3 PV
e 1.00k 3 o lasa BST 4 fqsy " GND2
= 10k 16 8K 1
i 4 ti Vel ==C22 ==C23
L] anot o VEE2 01pF 00V o
RDY. 1 0.1uF
pckn I5036525OWR T 2
DGND GND_S ==C24 =—=C25 o
0.1F 100v 0
0.1uF
T 175125
v
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https://www.ti.com/tool/TIDA-01599

Failure modes and diagnostic coverage | Where to get the
iInformation?

Challenge? 1SO13849-2:2012 Annex D does
e 1SO 13849-2:2012 Annex D not list magnetic and capacitive isolators

« |EC 61800-5-2:2016 paragraph D.3 Fault Models
« 1S0O 26262 Part 11 — section 5.1.4, 5.2.2,5.3.2

« |EC 61508 Part 2 Annex A

« |EC 61709 Annex A

« Handbooks and References Databases
« Exida - Electronic Component Reliability Handbook
* Quaterion.com - FMD-2016
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Isolator fault model | Reference to IEC 61800-5-2

IEC 61800-5-2 is generic and does

Table D.5 — Signal Isolation components

not specify the type of isolation

(optical, magnetic or capacitive)

two output connections

Short-circuit between any
two connections across
the isolation barrier

Fault considered Fault exclusion Remarks
Open-circuit of individual None

connection

Short-circuit between any None

two input connections

Short-circuit between any None

Short-circuit
across the
isolation barrier
can be excluded
if remarks

1) and

2) are fulfilled.

1) The Signal Isolation component is built in accordance
with OVC Il according to IEC 61800-5-1.

If a SELV/PELV power supply is used, pollution degree 2/
OVC Il applies.

NOTE All requirements of IEC 61800-5-1:2007, 4.3.6 apply.

2) Measures are taken to ensure that an internal failure of
the Signal Isolation component cannot result in
excessive temperature of its insulating material.

Source: IEC 61800-5-2:2016, D.3.13 Signal Isolation components (the requirements

of Table D.5 apply)

Fault exclusion: See an
example with TI's isolated
ate drivers on next two slides

18
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Insulation specification | UCC21750 5.7kVrms, single-

channel isolated gate driver

i3 TEXAS
INSTRUMENTS
www.ti.com

ucc21750
SLUSD78C — FEBRUARY 2019 — REVISED JANUARY 2023

6.6 Insulation Specifications

PARAMETER TEST CONDITIONS VALUE UNIT
GENERAL
CLR External clearance(") Shortest terminal-to-terminal distance through air >8 mm
CPG External creepage(! Shortest terminal-to-terminal distance across the >8 mm

package surface
. . . Minimum internal gap (Internal clearance) of the
DTI Distance through the insulation double insulation (2  0.0085 mm) >17 um
CTI Comparative tracking index DIN EN 60112 (VDE 0303-11); IEC 60112 > 600 \
Material group According to IEC 606641 |

Overvoltage Category per IEC 60664—1

Rated mains voltage < 300 Vrus

Rated mains voltage < 600 Vrus

Rated mains voltage < 1000 Vgys

v' UCC21750 insulation meets IEC
61800-5-2 table D.5 overvoltage
category Ill for AC mains <
1000Vrms

19
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Safety limiting values to avoid excessive temperatures |

Exampl

e UCC21750

6.7 Safety Limiting Values [UCC21750 data sheet example]

PARAMETER TEST CONDITIONS MIN TYP MAX| UNIT
Raya = 68.3°C/W, Vpgp = 15V, Vge = -5 V, T, = 150°C,
B e 61
| Safety input, output, or supply Ta=25°C mA
s current Reun = 68.3°C/W, Vpp = 20 V, Vge = -5 V, T, = 150°C, 4
Ta=25°C
Ps Safety input, output, or total power ?:Jg ;5"?%'3 C/W, Vop = 20V, Vee = -5V, T, = 150°C, 1220 mw
150 °C

Ts Safety temperature

* intend to minimize potential damage to the isolation barrier upon
failure of input or output circuitry.

Understanding failure modes
in isolators

See also application note: Understanding failure

modes in isolators

e.g. 550vDC
DC/DC w/ DC/DC w/
current limit current limit
| |

i

e —

Limit e.g. supply current with resistor
or LDO/DCDC with current limit

20
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https://www.ti.com/lit/wp/slyy081a/slyy081a.pdf

Load switch safe subsystem | Safe Failure Fraction example
using FMEA with TPS22918-Q1 load switch

Functional Safety Information

TPS22918-Q1
Functional Safety FIT Rate, FMD and Pin FMA

3 TEXAS | .

Table of Contents TR 62380/ 1SO 26262 Part 11 and
EN 1 Overview.... R, Siemens norm SN29500
v' FMD (below)

2 Functional Safaty Failure In Time (FIT) Rates.

3 Failure Modo Distribution (FMD)
4 Pin Fallure Mode Analysis (Pin FMA)
5 Revision History.

Dibhrwh

STO-A———— & 3 Failure Mode Distribution (FMD)
The failure mode distribution estimation for TPS22918-Q1 in Table 3-1 comes from the combination of common

failure modes listed in standards such as IEC 61508 and ISO 26262, the ratio of sub-circuit function size and
complexity and from best engineering judgment.

The failure modes listed in this section reflect random failure events and do not include failures due to misuse or

. . overstress.
Periodic
. . Table 3-1. Die Failure Modes and Distribution
Di ag nostics Die Failure Modes Failure Mode Distribution (%)
VOUT open or Hi-Z 25%
TPS22918-Q1 load switch VOUT stuck on (VIN) 15%
VOUT outside specification (voltage or rise time) 45%
Su bSyStem QOD stuck on 5%
QOD stuck off 5%
Pin to pin short (any two pins) 5%

21
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Load switch safe subsystem | Safe Failure Fraction example
using FMEA with TPS22918-Q1 load switch

Functional Safety Information

TPS22918-Q1
Functional Safety FIT Rate, FMD and Pin FMA

i3 TEXAS INSTRUMENTS .
iy + Component Failure Rates per IEC
N TR 62380/ 1SO 26262 Part 11 and
;?I:l::’::ﬂwllSlWFlIIIIrIInTImI(FITIRm! 2 Slemel’IS norm SN29500
3 Failure Mode (FMD). 4
;:Tvr:‘::r;:‘;vﬂ»\nllyllsrl’lnle : v FMD (belOW)
STO-A———— 3 Failure Mode Distribution (FMD)
The failure mode distribution estimation for TPS22918-Q1 in Table 3-1 comes from the combination of common
failure modes listed in standards such as IEC 61508 and ISO 26262, the ratio of sub-circuit function size and
complexity and from best engineering judgment.
The failure modes listed in this section reflect random failure events and do not include failures due to misuse or
. . overstress.
Periodic N e
Diagnostics Table 3-1. Die Failure Modes and Distribution
Iag ) Die Failure Modes Failure Mode Distribution (%) |
VOUT open or Hi-Z 25% —» Safe failure
TP522918-Q1 load switch VOUT stuck on (VIN) 15% —— Dangerous failure detected
VOUT outside specification (voltage or rise time) 45% —_ Dangerous failure detected
SUbSyStem QOD stuck on 5% —— Not used, safe Failure
QOD stuck off 5% _——— Not used, safe Failure
Pin to pin short (any two pins) 5%

— Example assume 50% safe failures

and diagnostics identifies 90% of

22
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Example | Functional-safety-enabled servo drive

( N (

1
Sitara MCU C2000 MCU [T»@) _@ _@
it
oy
"'ZV‘VA

a8
~—

Industrial Aoplication
Ethernet PP

i Holding
Absolute i el
| | Non-safe drive encoder +'
interface 1
_____ Reinforced isolation ‘il’
|:| Safe drive functions \ J |

Black channel
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Example | Functional-safety-enabled servo drive

4 ) 4
Sitara MCU C2000 MCU

+_:=:_:=_2+ -

1 E |
Industrial C i
Ethernet Application Control : @
| !
i Holding
Absolute EI: @ Broke
[ | Non-safe drive encoder W
. . . interface 1
----- Reinforced isolation = ‘:
STO-B
|:| Safe drive functions \ J ! /)
S
sBC-B
Black channel Iy

\ 4 \ 4

Safe Motion  gjt414 7 c2000 MCUSs

| mcua — MCUB STO-B

Safe channel A Safe channel B

STO-A

24
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Safe motion architectures with HFT=1 | Comparison

Separate safety MCUs One MCU with integrated s Two MCUs with integrated safety

Block diagram

BOM / Space
Scalability HW
Firmware upgrade
Diversity

Example EE

TUV concept report

Comms Control
MCU MCU

afety
|~

Control

MCU
& Safe A

~—]

Comms Control
MCU MCU
& Safe B & Safe A

A 4
Safe B Safe A Safe B
MCU MCU MCU
- (o] +
+ o -
+ o or +@ o or +@
o@or + + +
AC inverter, servo drive, robotics AC inverter, servo drives, robotics Robotics

v/ C2000 MCU (requires NDA)

v/ C2000/Sitara MCU (requires NDA)

System safety Diagnostic coverage (each MCU) ©®

SIL 3,Cat 3PL e
SIL3, Cat4PL e

290%
299%

(1) If dual core systems, free from interference

(2) Typically safe MCU1 equal to MCU 2

(3) Functional safety certified MCUs with multi-core CPUs like TMS320F28388D and
Sitara AM6441 ease functional safety development and accelerate time to market
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C2000™ Real-time microcontrollers overview

Scalable, ultra-low latency, real-time controller platform designed for efficiency in power S
electronics, such as high power density, high switching frequencies, GaN and SiC technologies —

C2000 Real-Time MCU

Highly accurate sensing High performance processing
» 12-/16-bit ADCs, up to 24 channels Q Process Floating-point DSP C28x™ core + parallel multi-
* Full analog comparators with built-in DACs : core architecture + instructions set optimized for
* Quadrature Encoder and Capture Logic ‘ control math, up to 925 MIPS

Highly flexible, High-resolution PWMs:

. U_p to 32 outputs _ _ _ II||||I||| ||||-

+  Tightly coupled with Sensing domain for fast Control : Interface
response time

» Buffered Output DACs

CAN, CAN-FD, LIN, UART, SPI, 12C, PMBus, USB,
10/100 Ethernet MAC, EtherCAT®, XEMIF

Expertise and support: Leading innovation:
Sor?tware libraries pI'\E)efer.ence designs, and Configurable Logic Block for peripheral

ional Saf ,C liant devi "y d q . customization, Fast Serial Interface for high-speed
B — 25 years expertise in communication, ERAD for enhanced diagnostics

Certification collateral. 2 "
ieatt real-time control systems and profiling

26
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C2000 MCU architecture | Key safety mechanisms

* Redundant and diverse sensing peripherals, « Dual Core Lock-step CPU

ADC and CMPSS - Diverse architecture CPUs, 2-Cores (C28x and state control (TRIP, Hi, Low states of output on
+ Built-in HW sensor data processing & result CLA) for implementation of “Reciprocal faults detected)

comparison Comparison” * Smart on-chip monitoring of outputs supported in
+ Extensive interconnection between Sensors and « HWBIST for CPU: Periodic, online detection of HW (eCAP, WADI)

Actuators via XBAR - Activate safe state faults with 90%DC - Provides diagnostics for long + CLB: Implement complex safe states ASC and

independent of CPU

Actuate

Q Process

+ Redundant PWM modules with configurable safe-

runtime Industrial complex safety functions, eliminating CPLD/FPGA

| |III|”‘|II' :
Communicate .

Support for End-to-end safety for Communication peripherals
Systematic & Independent Fault/Error Handling, End-to-End safety on MCU interconnect, ECC/Parity on all SRAMs -> Reduce the
probability of dangerous failure, and increase the availability of safety functions

| |||||”‘I|I- DFA

» Coexistence, Common Cause Failures(CCF)

Dedicated on-chip clock monitors to detect CCF
MPU, DCSM: “Achieve co-existence of safety functions with real-time control”: white paper
Built-in HW support for diagnostics: Logic Power-On Self Test, MCU Diagnostics — ERAD, BG-CRC, EPG to help implementation of

diagnostic functions

27
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C2000 MCU safety support

MCU Safety built-in HW Features

Key safety features
SIL-3 Compliant Development Process
Random Hardware Capability

Systematic Capability

Redundant and diverse processing units (C28x and CLA) for
implementing safety functions

Memory parity
Memory ECC
Memory BIST (MPOST)

Dual Core Security Module (DCSM) fo achieve non-interference
between software elements

Windowed watch-dog timer with independent clock
Hardware CRC acceleration
Hardware BIST (HWBIST): Permanent fault coverage of 80%+ for

C28x CPU

CLA-Self Test Library (STL)
Redundant and independent ADC / PWM Modules

Redundant Configurable Logic Block (CLB) option

Safety Manual: detailed product overview, capabiliies and
constraints, T| development process, safety elements, and safsty
diagnostics.

Device Certification

F2838x

SIL-2

SIL-3

v
v

SFFS022

Sszaam2

F2837x
F2807x

v
SiL-2

SiL-3

v
\/

SPRUI78

SWAQO09

F28003x

SiL-2

SiL-3

v
v

Bela available - contact
m

Coming scon

F28002x

NA
v
v

SPRUITS

Mot planned

F280016x
v
SiL-2
SIL-3
Lockstep C28x
v

V

v

X
C28x-STL
(60% coverage)

NA

v

A

Beia available - contact I

Coming scon

Collateral, SW library support for system-level

Safety collateral
Development Process Cerificate
Hardware | Software

€2000 Safety package*

Software diagnostic library

CLA co-processor self-test library*
Compiler qualification kit
Safety certified RTOS (SafeRTOS)

MathWorks simulation & code generation

certification

TUV-SUD ceriificate for QRAS-AP00210. Functional safety development process for IEC 61508-2 and ISO 26262-5 Compliant
Components

By request and NDA required. Package includes below elements:

= Technical Report on Random HW Capability

« Technical Report on Systematic Capability

= FMEDA: A failure mode, effects and diagnostic analysis (FMEDA) is used in the development stage to provide a detailed analysis
of different failure modes, the associated effects of failure modes, diagnostics and the impact of any implemented diagnostics/
safety mechanisms in terms of diagnostic coverage. 5 part FMEDA training video series.

= Device Concept Assessment

= SAR (Safety Analysis Report): Contains results of safety analysis according to the targeted functional safety standards.

A library of modules and examples
watchdogs, HWBIST, etc.

F2837x/07x supported through this library.
All other F28x series supported by libraries released in C2000Ware.

Examples include CPU, memory, clocks/

safety features and

Library to perform start-up and periodic tests for CLA logic integrity

Compare compiler coverage for customer use cases against coverage of Tl compiler release validations

Pre-certified safety Real Time Operating System (RTOS)

IEC certfication kit helps you qualify code generation and
systems

tools to streamli ification of your

Source : www.ti.com/lit/swab013 28
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FMEDA | Customize to your requirements

Al B [ ¢ D [ E 7 F e [ w T 1 [ 9 T w [ L " m [ N [ o P | a | R S
1
2 Short description of the worksheets
3
Blue Tabs Input Required in worksheet
Green o FMEDA output worksheet

Tabs

FIT Estimation

Purpose: this excel sheet is used for customer application specific inputs that are used for failure rate estimation

Product function tailoring

Purpose: this excél sheet allolvs for application specific tailoring of the subset of device used for safety goal or safety function

Safety Mechanisms tailoring
Purpose: In this excel sheet the use of indivi i (SM) can be

Pin level tailoring
Purpose: this excel sheet allows pin level application specific tailoring and allows for applying pin level customer specific safety mechanisms not listed in the safety manual

Custom diagnostics
Purpose: this excel sheet allows for applying customer specific safety mechanisms (at the sub module level) not listed in the safety manual

Summary-1S026262

Purpose: this excel sheet reports summarized 1S026262 FIT rates and metrics computation results

Details-1S026262

Purpose: this excel sheet reports module level details of 1SO26262 FIT rates and metrics computation resuits

Summary-IEC61508

31 Purpose: this excel sheet reports summarized IEC61508 FIT rates and metrics computation results
u

Details-IEC61508
52 Purpose: this excel sheet reports module level details of IEC61508 FIT rates and metrics computation results

62

63

64

65 =

H Oy Introduction FIT_Estimation  Product function taloring~~ Safety Mechanisms Taloring Pin leveltalorng ~ Custon_Diagnostics “Stmmary 15026262 " Detailed 15026262 Summary_1EC61508 " Detaled TEC61508™ | (>
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FMEDA | Customize to your requirements

Al B [ ¢ ] D [ e ] F e [ w T 1 [ 9 T w [ L " m [ N [ o P | a R s

A

1
2 Short description of the worksheets
3
Blue Tabs Input Required in worksheet
Green o FMEDA output worksheet
Tabs : P
FIT Estimation L
Purpose: this excel sheet is used for customer application specific inputs that are used for failure rate estimation

Product function tailoring
Purpose: this excél sheet allolvs for application specific tailoring of the subset of device used for safety goal or safety function

Safety Mechanisms tailoring
Purpose: In this excel sheet the use of indivi i (SM) can be

Pin level tailoring
Purpose: this excel sheet allows pin level application specific tailoring and allows for applying pin level customer specific safety mechanisms not listed in the safety manual

Custom diagnostics
Purpose: this excel sheet allows for applying customer specific safety mechanisms (at the sub module level) not listed in the safety manual

Summary-1S026262

25 Purpose: this excel sheet reports summarized 1S026262 FIT rates and metrics computation results
0

27 Details-1S026262
28 Purpose: this excel sheet reports module level details of 1SO26262 FIT rates and metrics computation resuits

30 Summary-IEC61508

31 Purpose: this excel sheet reports summarized IEC61508 FIT rates and metrics computation results
u

51 Details-IEC61508
52 Purpose: this excel sheet reports module level details of IEC61508 FIT rates and metrics computation results

62

63

64

65 -
H 4 M _ Introduction FIT_Estimation  Product function taloring  Safety " Pinleveltaloring  Custon_Diagnostics Summary 15026262 Summary_IEC61508  Detailed_TEC61508 | 4}

FIT Product Safety Pin Level Custom

Function Mechanism Tailoring Diagnostics
Tailoring Tailoring

Estimation
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FMEDA | Customize to your requirements

Al B [ ¢ D [ E 7 F e [ w T 1 [ 9 T « [ L [ m [ N

A

1
2 Short description of the worksheets
3
Blue Tabs Input Required in worksheet
Green o FMEDA output worksheet
Tabs : P
FIT Estimation
Purpose: this excel sheet is used for customer application specific inputs that are used for failure rate estimation

Product function tailoring
Purpose: this excél sheet allolvs for application specific tailoring of the subset of device used for safety goal or safety function

Safety Mechanisms tailoring
Purpose: In this excel sheet the use of indivi i (SM) can be

Pin level tailoring
Purpose: this excel sheet allows pin level application specific tailoring and allows for applying pin level customer specific safety mechanisms not listed in the safety manual

Custom diagnostics
Purpose: this excel sheet allows for applying customer specific safety mechanisms (at the sub module level) not listed in the safety manual

Summary-1S026262

Purpose: this excel sheet reports summarized 1S026262 FIT rates and metrics computation results

Details-1S026262

Purpose: this excel sheet reports module level details of 1SO26262 FIT rates and metrics computation resuits

Summary-IEC61508

Purpose: this excel sheet reports summarized IEC61508 FIT rates and metrics computation results

Details-IEC61508
Purpose: this excel sheet reports module level details of IEC61508 FIT rates and metrics computation results

63

65

o lntroduction FIT_Estimation ~ Product function taloring  Safety Mechanisms Talorng P level taloring  Custon_Disgrostics Sy 1S076769  Detaled TS026962 ™ Sumary TECE1508™ ~ Detaied TECE1508™

y Mechanisms Taioring ~ ~ Pin level taioring

Estimation Het L
Tailoring Tailoring

IEC61508

0

FIT Product Safety Pin Level Custom Summary Detailed
Function Mechanism Tailoring Diagnostics 15026262 1S026262
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Application-specific customization of FMEDA

6.2.8

Assumed safety integrity target for MCU ASIL-B (Default)

C28x CPU is safety related and requires to satisfy,

CPU SPFM > 90%
CPU LFM > 60%

Reciprocal Comparison by Software

Each CPU subsystem has a pair of diverse processing units (C28 and CLA) with different architecture and
instruction set. This enables one processing unit to be used for handling the time critical portion code
(control CPU) and other processing unit (supervisor CPU) to execute non critical pertion of the code,
perform diagnostic functions and supervise execution of the control CPU as indicated in Figure 13.

In case of identification of fault during diagnostic functions of the supervisor CPU, it can cause the C2000
MCU to move to a safe state. This concept, “reciprocal comparison by software in separate processing
units” acts as a 1001D structure providing high diagnostic coverage for the processing units as per
18026262-5, Table D.4. The comparison need to be performed several times during a FTTI. Reciprocal
comparison is a software diagnostic feature and hence care should be taken to avoid common mode
failures. The final attained coverage will depend on quality of comparison (determined by extend and
frequency of cross checking). The proposed cross checking mechanism allows for hardware and software
diversity since different processors with different instruction set and compiler is used for enabling this. The
diversity can be further increased by having separate algorithms being executed in both the cores. In
case, failure is identified during reciprocal comparison, NMI can be triggered by software and this in turn
will assert ERRORSTS.

(DC = 90%)

P s s s s mm s Em s Em s Em o Em = = o= e
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Application-specific customization of FMEDA

6.2.8

Assumed safety integrity target for MCU ASIL-B (Default)

C28x CPU is safety related and requires to satisfy,

CPU SPFM > 90%
CPU LFM > 60%

Reciprocal Comparison by Software

Each CPU subsystem has a pair of diverse processing units (C28 and CLA) with different architecture and
instruction set. This enables one processing unit to be used for handling the time critical portion code
(control CPU) and other processing unit (supervisor CPU) to execute non critical pertion of the code,
perform diagnostic functions and supervise execution of the control CPU as indicated in Figure 13.

In case of identification of fault during diagnostic functions of the supervisor CPU, it can cause the C2000
MCU to move to a safe state. This concept, “reciprocal comparison by software in separate processing
units” acts as a 1001D structure providing high diagnostic coverage for the processing units as per
18026262-5, Table D.4. The comparison need to be performed several times during a FTTI. Reciprocal
comparison is a software diagnostic feature and hence care should be taken to avoid common mode
failures. The final attained coverage will depend on quality of comparison (determined by extend and
frequency of cross checking). The proposed cross checking mechanism allows for hardware and software
diversity since different processors with different instruction set and compiler is used for enabling this. The
diversity can be further increased by having separate algorithms being executed in both the cores. In
case, failure is identified during reciprocal comparison, NMI can be triggered by software and this in turn
will assert ERRORSTS.

(DC = 90%)

[rer—mrm = m s — =
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Application-specific customization of FMEDA

Assumed safety integrity target for MCU ASIL-B (Default)

C28x CPU is safety related and requires to satisfy,

CPU SPFM > 90%
CPU LFM > 60%

6.2.8 Reciprocal Comparison by Software .
Each CPU subsystem has a pair of diverse processing units (C28 and CLA) with different architecture and

Yox dnatrugtion setIhisenables.gne processing upitip bglsed fonhanding e img.CrticaloortionGodtm,  mm

[rm = — s m = =

6.2.x My New Custom1 Safety Mechanism Il

I This is our new safety mechanism implemented at application level, achieves higher diagnostic I'
coverage (99%) due to application level redundancy of processing units with diverse software |

I implementation|. This safety mechanism will replace already existing safety mechanism CPU7 — I
Reciprocal comparison by Software. |

L _div%ty Sihce d@entﬁcessﬁs with different instruction set ana complermsem enﬂngm. The® =™ J
diversity can be further increased by having separate algorithms being executed in both the cores. In
case, failure is identified during reciprocal comparison, NMI can be triggered by software and this in turn
will assert ERRORSTS.
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Application-specific customization of FMEDA

Assumed safety integrity target for MCU ASIL-B (Default)

C28x CPU is safety related and requires to satisfy,

CPU SPFM > 90%
CPU LFM > 60%

Inputs for application specific tailoring of failure rates

Change in device usage in safety-
related application

Memory size

Type Total Size User Size Unit
CPU1-Mx 4 Kbytes
CPU1-Dx 8 Kbytes
CPU1-LSx 24 Kbytes
CPU2-Mx 4 Kbytes
CPU2-Dx 8 Kbytes
CPU2-LSx 24 Kbytes
GSx 128 Kbytes
FLASH 1 Mbytes

Modules used for Safety Function / Safety Goal

cPu CPU1_CORE
CPU SubSystem [CPU2_CORE
CPU SubSystem MCLA1
CPU SubSystem MCLA2
CPU SubSystem Cpul _DCSM
CPU SubSystem Cpu2_DCSM
I SYSTEM (CPU1 TIMERO
6.2.8 Reciprocal Comparison by Software . SYSTEM CPU1 TIMERL
Each CPU subsystem has a pair of diverse processing units (C28 and CLA) with different architecture and r P r e mm s mm s Em s mm o mm s R e R s I E=mE
— wllStTUGHRD SelulhisERAbIGS.gNe RIgCEeSSINg URILID bealsed oL hadling e i GGt CRl Ot QRG O Gy e s
| 6.2.x My New Custom1 Safety Mechanism Il
I This is our new safety mechanism implemented at application level, achieves higher diagnostic I'
coverage (99%) due to application level redundancy of processing units with diverse software |
I implementation|. This safety mechanism will replace already existing safety mechanism CPUT — I
Reciprocal comparison by Software. |

L _divﬁty Sihce d@entﬁcessﬁs with different instruction set ana complermsem enﬂngm. The® =™ J
diversity can be further increased by having separate algorithms being executed in both the cores. In
case, failure is identified during reciprocal comparison, NMI can be triggered by software and this in turn
will assert ERRORSTS.
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Application-specific customization of FMEDA

Assumed safety integrity target for MCU ASIL-B (Default)

C28x CPU is safety related and requires to satisfy,

CPU SPFM > 90%
CPU LFM > 60%

6.2.8 Reciprocal Comparison by Software .
Each CPU subsystem has a pair of diverse processing units (C28 and CLA) with different architecture and

Yox dnatrugtion setIhis.enables.gne processing upitip bglised fanhandling e img.CrticalnoriQneod

6.2.x My New Custom1 Safety Mechanism Il

I This is our new safety mechanism implemented at application level, achieves higher diagnostic I'
coverage (99%) due to application level redundancy of processing units with diverse software |

I implementation|. This safety mechanism will replace already existing safety mechanism CPUT — I
Reciprocal comparison by Software. |

L _divﬁty Sihce d@entﬁcessﬁs with different instruction set ana complermsem enﬂngm. The® =™ J
diversity can be further increased by having separate algorithms being executed in both the cores. In
case, failure is identified during reciprocal comparison, NMI can be triggered by software and this in turn
will assert ERRORSTS.

Inputs for application specific tailoring of failure rates

Change in device usage in safety-
related application

Memory size

Type Total Size
CPU1-Mx 4
CPU1-Dx 8
CPU1-LSx 24
CPU2-Mx 4
CPU2-Dx 8
CPU2-LSx 24
GSx 128
FLASH 1

Modules used for Safety Function / Safety Goal

cPU CPU1_CORE
CPU SubSystem [CPU2_CORE
CPU SubSystem MCLA1

CPU SubSystem MCLA2

CPU SubSystem Cpul _DCSM
CPU SubSystem Cpu2_DCSM
SYSTEM CPU1 TIMERO
SYSTEM CPU1 TIMER1

[rer — — = = e — == =
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Application-specific customization of FMEDA

i Change in device usage in safety- :

Inputs for application specific tailoring of failure rates

related application

Memory size
Type
CPU1-Mx

- . . CPU1-Dx
C28x CPU is safety related and requires to satisfy, CPULLSK
CPU2-Mx
CPU2-Dx

CPU SPFM > 90% Gruzis:
CPU LFM > 60% Funst

Assumed safety integrity target for MCU ASIL-B (Default)

Modules used for Safety Function / Safety Goal

cPy CPUL_CORE

CPU SubSystem CPU2_CORE

CPU SubSystem MCLAL

CPU SubSystem MCLA2

CPU SubSystem Cpul _DCSM

CPU SubSystem Cpu2_DCSM

SYSTEM CPUL TIMERO
6.2.8 Reciprocal Comparison by Software SYSTEM CPU1 TIMERL

| — alStUGHRD SlulhisEAPIGS0Ne RICesSNg URiLP bRsed foLhanding edim GGl icoL RO QGO Gy s Customer input for failure rate estimation

1
Each CPU subsystem has a pair of diverse processing units (C28 and CLA) with different architecture and r -
6.2.x My New Custom1 Safety Mechanism ;

Package Used _
I This is our new safety mechanism implemented at application level, achieves higher diagnostic I Customer input for transient fault estimation
coverage (99%) due to application level redundancy of processing units with diverse software | Awplcation specifc Flux Factor coeff. based on Jedec JESDEoA [
I implementation|. This safety mechanism will replace already existing safety mechanism CPUT — I Maximum power dissipation
. ; Application specific power dissipation in Watts _
Reciprocal comparison by Software. I (08w is based on maximum datasheet value) kel Sabtebinbiebinti et
_div%ty since dﬁentﬁcessﬁs with different instruction setﬂcompl er's Used Tor enabl |ngm. The = . gafe(')a"gbe"’”srR:“c’FlT % ] = Change iR-MISSion prOfIIe J
diversity can be further increased by having separate algorithms being executed in both the cores. In | erating to be applied to FIT rates . ErTrmrmrmrsememsmesemesmesememess
case, failure is identified during reciprocal comparison, NMI can be triggered by software and this in turn «  Confidence Level
will assert ERRORSTS. I Desired confidence level of FIT rates [C70% ]
. Operational Profile from IEC/TR 62380:2004 _ _ _
Temp1 Temp2 [ Temp3 ‘Rauos on/off| ‘;g:?:x ‘ ‘:day light ‘ ‘l;l;:c\.llesed ‘
| (), °C 1 ()e°C 2 (), °C 3 T Tor n, AT, . n, a1, n, aT,
N Profile 0.058 0.942

Tl Information — Selective Disclosure

i3 TExAs INSTRUMENTS



Application-specific customization of FMEDA

i Change in device usage in safety- :
: related application :

Inputs for application specific tailoring of failure rates

Assumed safety integrity target for MCU ASIL-B (Default) 2"'3':”3’ size T
CPU1-Mx 4
C28x CPU is safety related and requires to satisfy, ChUL e =
o :
CPU SPFM > 90% CPUZ L5 2

CPU LFM > 60% FLAsH '

Modules used for Safety Function / Safety Goal

cPy CPUL_CORE

CPU SubSystem CPU2_CORE

CPU SubSystem MCLAL

CPU SubSystem MCLA2

CPU SubSystem Cpul _DCSM

CPU SubSystem Cpu2_DCSM

SYSTEM CPUL TIMERO
6.2.8 Reciprocal Comparison by Software SYSTEM CPU1 TIMERL

Customer input for failure rate estimation
Package Used i
I This is our new safety mechanism implemented at application level, achieves higher diagnostic I Customer input for transient fault estimation

coverage (99%) due to application level redundancy of processing units with diverse software | Awplcation specifc Flux Factor coeff. based on Jedec JESDEoA [N

I implementation|. This safety mechanism will replace already existing safety mechanism CPUT — I Maximum power dissipation
. ; Application specific power dissipation in Watts
Reciprocal comparison by Software. | (08w is based on maximum datasheet value) i

Yox dnatrugtion setIhis.enables.gne processing upitip bglised fanhandling e img.CrticalnoriQneod

1
Each CPU subsystem has a pair of diverse processing units (C28 and CLA) with different architecture and r -
6.2.x My New Custom1 Safety Mechanism ;

L T T e e e Lot S o T T g T, T ™= sare Dangerous Rt + Change in mission profile

/ | [T ]

diversity can be further increased by having separate algorithms being executed in both the cores. In |  Derating tobe applied to FIT rates B e 1
case, failure is identified during reciprocal comparison, NMI can be triggered by software and this in turn «  Confidence Level
will assert ERRORSTS. I Desired confidence level of FIT rates [C70% ]

. Operational Profile from IEC/TR 62380:2004 _ _ _

Temp1 Temp2 [ Temp3 ‘Rauos on/off| ‘;g:?:x ‘ ‘:day light ‘ ‘l;l;:c\.llesed ‘
| (), °C Tou i n, AT, n, AT, n, AT,
. Profile 0.942
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High-voltage applications in automotive EV/HEV

3: HV Traction Inverter

EV Power Train

Traction
Inverter

| AC-DC {~ DC||DC

el
=
el

OBC
[] [] [] HV
| I I DC||DC
2: HV DC/DC 1: OBC -
Top EV market care-about: EV/HEV market trends:
« Mechanical cost reduction * Integration of powertrain sub-systems
 Greater efﬁciency, Increased driving range + + OBC+ DC/DC | DC/DC+HVAC | OBC+DC/DC+traction
Safety, Security « GaN: higher switching frequency w/ C2000

39
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ISO 26262 V-model of development & safety concept

1. Vocabulary

2. Management of functional safety

| 2-5 Overall safety management ‘

| 2-6 Project dependent safety management

operation, service and decommissioning

2-7 Safety management regarding production, |

| 3. Concept phase |

4. Product develop at the sy level

roduction, operation,

| 3-5 Item definition

3-6 Hazard analysis and risk —|

assessment

|3-7 Functional safety concept |

and testing

ral topics for the product 47 System and item integ service and
gnt at the system level

decommissioning

afety concept | | 4-8 Safety validation

12. Adaptation of ISO 26262
for motorcycles

12-5 General topics for adaptation
for motorcycles

12-6 Safety culture

12-7 Confirmation measures

12-8 Hazard analysis and risk
assessment

12-9 Vehicle integration and
testing hardware fail

12-10 Safety validation

verification

7-5 Planning for production,
operation, service and
decommissioning

| 7-6 Production |

7-7 Operation, service and
decommissioning

8. Supporting processes

8-5 Interfaces within distributed developments

8-9 Verification

8-14 Proven in use argument

8-6 Specification and management of safety

8-10 Documentation management

requirements

8-11 Confidence in the use of software tools

8-7 Configuration management

8-15 Interfacing an application that is out of scope
of IS0 26262

8-12 Qualification of software components

8-8 Change management

8-13 Evaluation of hardware elements

8-16 Integration of safety-related systems not
developed according to 1S0 26262

9. Automotive safety integrity level (ASIL)-oriented and safety-oriented analyses

‘ 9-5 Requirements decomposition with respect to ASIL tailoring

[9-7 Analysis of d

failures

|9-6 Criteria for coexistence of el

| 9-8 Safety analyses |

10. Guidelines on IS0 26262

11. Guidelines on application of ISO 26262 to semiconductors
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System assumptions of requirements

ISO 26262 V-model of development & safety concept

Item definition EV Traction application
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g5 HARA 7
% 2 Situational Analysis & thera.‘lngdc(.ll!dltlons (Plug in
5 % Hazard Identification S Gl
<
©
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‘é g Risk rating based on Exposure,
g5 Hazard Classification Severity, Controllability
-
2§
ASIL Assignment for the Unintended positive Torque —
Hazards ASILD
Safety

Prevent unintended positive
torque — ASIL-D

Requirement Functional Safety

Requirements

ASIL-D implemented using
Signal Chain lock-step

Technical Safety

Requirements
Hardware redundancy of
individual modules for

Technical Safety Concept reaching high diagnostic

r coverage

1. Vocabulary

2. Management of functional safety

2-7 Safety management regarding production,

2-5 Overall safety management N N P
operation, service and decommissioning

‘ | 2-6 Project dependent safety management |

| 3. Concept phase | 4. Product develop at the system level roduction, operation,
- — service and
. ral topics for the product 4-7 System and item integ)
| 3-5 Item definition ent at the system level and testing decommissioning

afety concept operation, service and

decommissioning

assessment

3-6 Hazard analysis and risk —| | 7-5 Planning for production,

|3-7 Functional safety concept |

« TI's Reference design with Functional Safety
Concept Assessed by TUV-SUD, helps
improve time to market for system integrators.

| 7-6 Production

12. Adaptation of ISO 26262
for motorcycles

7-7 Operation, service and
decommissioning

12-5 General topics for adaptation
for motorcycles
12-6 Safety culture

eral topia
pent at the

ation of

12-7 Confirmation measures

12-8 Hazard analysis and risk
assessment

12-9 Vehicle integration and
testing

12-10 Safety validation

verification

8. Supporting processes

8-5 Interfaces within distributed developments 8-9 Verification 8-14 Proven in use argument

8-6 Specification and management of safety
requirements

8-10 Documentation management
8-11 Confidence in the use of software tools

8-15 Interfacing an application that is out of scope
of IS0 26262

8-7 Configuration management
8-8 Change management

8-12 Qualification of software components
8-13 Evaluation of hardware elements

8-16 Integration of safety-related systems not
developed according to 1S0 26262

9. Automotive safety integrity level (ASIL)-oriented and safety-oriented analyses

‘ 9-5 Requirements decomposition with respect to ASIL tailoring | | 9-7 Analysis of dependent fallures

|9-6 Criteria for coexistence of el | | 9-8 Safety analyses

10. Guidelines on IS0 26262

11. Guidelines on application of ISO 26262 to semiconductors

Source: ISO 26262-1:2018 Figure 1 — Overview of the ISO 26262 series of standards 41

Tl Information — Selective Disclosure

i3 TExAs INSTRUMENTS



EV traction reference design | safety concept assessment
by TUV-SUD

TI Confidential - NDA Restrictions

Safcty Concept of Integrated EY Traction Inverter and HY DC-DC with €2000 Real-time Control MCU
TIDM-02009
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Result:

The safety concept is refined down to requirements for the hardware components. The
analyses show that sufficient safety measures are planned. The result of the document
review shows that the requirements according to /N1/ can be met. This review result is
recorded in [R1)]. The effectiveness of the applied measures shall be re-evaluated by the
system integrator in context of the specific system design implementation. This includes
(but is not limited to) the interference freeness between the CPU subsystems.

TUV SUD Rail GmbH TSE5076T / Rev. 1.0
Barthstr. 16 TSS5078T_v1.0.docx
80338 Minchen creator: Axel Kéhnen
phone: 49 83 5791-3011, fax: -233 2020-04-30
e-mail Axel Koshnen@tuev-susd.de page B of &

5 Summary

The Safety Concept of Integrated EV Traction Inverter and HYV DC-DC with C2000 Real-
time _Control MCU and the defined safety measures are suitable for achieving the
applicable requirements of /N1/, ASIL D for the two sub-systems.

The effectiveness of the measures defined for the concept shall be re-evaluated by the
isystem integrator in context of the specific system design implementation.

Department Manager Software Project Manager

S1 No: Hazard Safety Goal Assumed System Safe State MCU Safe State ASIL | FTT1
Torque off (i) PWM Tripped
EVTR_SGI | Motor over-torque | Avoid over-torque Driver indication (ii) ERROR reported | D) 10ms
EVTR 5G2 | Toolowtorque | Avoid unintended low torque | Driver indication (1) ERROR reported | A 10ms
Apply torque off (over-speed) or apply
ASC (aver-Voltage & aver-speed) (1) FWM Tripped
EVTR_SG3 | Motor over speed | Avoid over speed Driver indication (1) ERROR reported | D 10ms
Motor or inverter | Aveid operation of motor and
operating beyond | inverter bevond the permissible | Limit Torque (6 Limit Torque
EVTR SG4 | permiscible temp | temperature range Driver indication (i) FRROR reported | Tt 10ms
Table I: EV traction inverter salely goals
following tables describe safety goals assumed for the HV DC-DC system
S No: Hazard Safety Goal Assumed System Safe State | MCU Safe State ASIL_ | FTTI
Avoid over 14V an the LV (1) Disable primary (HV side)
Overvoliage on side of DC-DC formere | Tum off DC-DC and gate dniver
EVIR_$G5 | DC-DC output than continuous 10 ms Driver indication (1) ERROR reported D 100 ms
Avoid instantaneous over (1) Disable primary (HV side)
Overveltage on 16V on the LV side of DC- | Turn off DC-DC and gate driver
EVIR_§G6 | DC-DEC output Driver indication (ii) ERROR reported D 1040 us

Table 2: HV DCDC safety goals

. ital
Digital unterschrieben unterschrieben
von Claudio Gregorio won Axel Kohnen

7 £ Datum: 2020.04.30 Dwina:
10:16:04 +02'00 101017 <0700

Claudio Gregorio

Axel Kohnen
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https://www.ti.com/lit/spruic8

UCC5880-Q1 | Isolated gate driver with advanced

protection features

* Functional Safety-Compliant e —

* Integrated diagnostics:

Motor 1

System design up to ASIL D (ISO 26262)
AEC-Q100 qualified

Mcu

Built-in self-test (BIST) for protection comparators
INP to transistor gate path integrity b :
ISO communication data integrity check

Internal clock monitoring, Integrated 10-bit ADC

Fault alarm and warning outputs (nFLT?*)

Gate threshold voltage measurement for power device health monitoring

* Protection Features

Overcurrent protection with 75-ns response time
Programmable soft turnoff and two-level soft turnoff

ASC — Active Short Circuit Protection

Advanced VCE/VDS clamping circuit

Supply Undervoltage and overvoltage protection

Active output pulldown and default low outputs

Driver die temperature sensing and overtemperature protection

Driver e

anot | [
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|.

I . W, TR o S T W T B
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How does Tl help | Streamline your functional safety system
certification

I3 TEXAS

Development
process

Analysis
report

Diagnostics
description

Certification

INSTRUMENTS

TI quality-managed process

Tl functional safety process

Functional safety FIT rate
calculation

Failure mode distribution
(FMD) and/or pin FMA*

FMEDA
Fault-tree analysis (FTA)**
Functional safety manual

Functional safety product
certificate**

http://www.ti.com/technologies/functional-safety/overview.html

Functional
Safety-Capable

The simplest product
category of analog
products that can be
evaluated for use in a
functionally safe
system

v
v

Functional Safety
Quality-Managed

Moderately complex
products such as an

MCU

v
v

Included in FMEDA

v
v

* May only be available for analog power and signal chain products. ** Available for select products.

H CERTIFICATE
Bell o 210 084071 8024 Rev. 00

Moldar of Contfcate:  Texas lastrumants locorporated

z Centification Mark:
— @

: ‘Sateey components.
‘Sateey

TMS320F2838x TUV-SUD Safety Certificate:
www.ti.com/lit/cr/sszqgm?2/sszagm2.pdf
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http://www.ti.com/lit/cr/sszqqm2/sszqqm2.pdf

Conclusions

» High-voltage technologies provide energy efficiencies and are key to a sustainable future
« Semiconductor solutions are necessary for a safer human interface with HV systems
» Industrial and automotive Functional Safety requirements have commonalities and differences
» TI products and support tools enable both types of applications and help accelerate your time to
market
« Compliant/certified products with differentiated Hardware features for Functional Safety
+ System-level safety concept collateral & support
« Software support libraries
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