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Protecting Data in Serial
EEPROMs

National offers a broad line of serial interface EEPROMs

which share a common set of features:

# Low cost

# Single supply in all modes (a5V g 10%)

# TTL compatible interface

# MICROWIRETM compatible interface

# Read-Only mode or read-write mode

This Application Brief will address protecting data in any of

National’s Serial Interface EEPROMs by using read-only

mode.

Whereas EEPROM is non-volatile and does not require VCC
to retain data, the problem exists that stored data can be

destroyed during power transitions. This is due to either un-

controlled interface signals during power transitions or noise

on the power supply lines. There are various hardware de-

sign considerations which can help eliminate the problem

although the simplest most effective method may be the

following programming method.

All National Serial EEPROMs, when initially powered up are

in the Program Disable Mode*. In this mode, the EEPROM

will abort any requested Erase or Write cycles. Prior to Eras-

ing or Writing it is necessary to place the device in the Pro-

gram Enable Mode². Following placing the device in the

Program Enable Mode, Erase and Write will remain enabled

until either executing the Disable instruction or removing

VCC. Having VCC unexpectedly removed often results in

uncontrolled interface signals which could result in the

EEPROM interpreting a programming instruction causing

data to be destroyed.

Upon power up the EEPROM will automatically enter the

Program Disable Mode. Subsequently the design should in-

corporate the following to achieve protection of stored data.

1) The device powers up in the read-only mode. However,

as a backup, the EWDS instruction should be executed

as soon as possible after VCC to the EEPROM is pow-

ered up to ensure that it is in the read-only mode.

2) Immediately preceding a programming instruction

(ERASE, WRITE, ERAL or WRAL), the EWEN instruction

should be executed to enable the device for program-

ming; the EWDS instruction should be executed immedi-

ately following the programming instruction to return

*EWDS or WDS, depending on exact device.

²EWEN or WEN, depending on exact device.

TL/D/7085–1

FIGURE 1. EWEN, EWDS Instruction Timing

TL/D/7085–2

*EWDS must be executed before VCC drops below 4.5V to prevent accidental data loss during subsequent power down and/or power up transients.

FIGURE 2. Typical Instruction Flow for Maximum Data Protection

MICROWIRETM is a trademark of National Semiconductor Corporation.

C1995 National Semiconductor Corporation RRD-B30M105/Printed in U. S. A.
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the device to the read-only mode and protect the stored

data from accidental disturb during subsequent power

transients or noise.

3) Special care must be taken in designs in which program-

ming instructions are initiated to store data in the EEP-

ROM after the main power supply has gone down. This is

usually accomplished by maintaining VCC for the EEP-

ROM and its controller on a capacitor for a sufficient

amount of time (approximately 50 ms, depending on the

clock rate) to complete these operations. This capacitor

must be large enough to maintain VCC between 4.5 and

5.5 volts for the total duration of the store operation, IN-

CLUDING the execution of the EWDS instruction immedi-

ately following the last programming instruction. FAIL-

URE TO EXECUTE THE LAST EWDS INSTRUCTION

BEFORE VCC DROPS BELOW 4.5 VOLTS MAY CAUSE

INADVERTENT DATA DISTURB DURING SUBSE-

QUENT POWER DOWN AND/OR POWER UP TRAN-

SIENTS.

Lit. Ý 101350

LIFE SUPPORT POLICY

NATIONAL’S PRODUCTS ARE NOT AUTHORIZED FOR USE AS CRITICAL COMPONENTS IN LIFE SUPPORT

DEVICES OR SYSTEMS WITHOUT THE EXPRESS WRITTEN APPROVAL OF THE PRESIDENT OF NATIONAL

SEMICONDUCTOR CORPORATION. As used herein:

1. Life support devices or systems are devices or 2. A critical component is any component of a life

systems which, (a) are intended for surgical implant support device or system whose failure to perform can

into the body, or (b) support or sustain life, and whose be reasonably expected to cause the failure of the life

failure to perform, when properly used in accordance support device or system, or to affect its safety or

with instructions for use provided in the labeling, can effectiveness.

be reasonably expected to result in a significant injury

to the user.
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National does not assume any responsibility for use of any circuitry described, no circuit patent licenses are implied and National reserves the right at any time without notice to change said circuitry and specifications.



IMPORTANT NOTICE

Texas Instruments Incorporated and its subsidiaries (TI) reserve the right to make corrections, modifications, enhancements, improvements,
and other changes to its products and services at any time and to discontinue any product or service without notice. Customers should
obtain the latest relevant information before placing orders and should verify that such information is current and complete. All products are
sold subject to TI’s terms and conditions of sale supplied at the time of order acknowledgment.

TI warrants performance of its hardware products to the specifications applicable at the time of sale in accordance with TI’s standard
warranty. Testing and other quality control techniques are used to the extent TI deems necessary to support this warranty. Except where
mandated by government requirements, testing of all parameters of each product is not necessarily performed.

TI assumes no liability for applications assistance or customer product design. Customers are responsible for their products and
applications using TI components. To minimize the risks associated with customer products and applications, customers should provide
adequate design and operating safeguards.

TI does not warrant or represent that any license, either express or implied, is granted under any TI patent right, copyright, mask work right,
or other TI intellectual property right relating to any combination, machine, or process in which TI products or services are used. Information
published by TI regarding third-party products or services does not constitute a license from TI to use such products or services or a
warranty or endorsement thereof. Use of such information may require a license from a third party under the patents or other intellectual
property of the third party, or a license from TI under the patents or other intellectual property of TI.

Reproduction of TI information in TI data books or data sheets is permissible only if reproduction is without alteration and is accompanied
by all associated warranties, conditions, limitations, and notices. Reproduction of this information with alteration is an unfair and deceptive
business practice. TI is not responsible or liable for such altered documentation. Information of third parties may be subject to additional
restrictions.

Resale of TI products or services with statements different from or beyond the parameters stated by TI for that product or service voids all
express and any implied warranties for the associated TI product or service and is an unfair and deceptive business practice. TI is not
responsible or liable for any such statements.

TI products are not authorized for use in safety-critical applications (such as life support) where a failure of the TI product would reasonably
be expected to cause severe personal injury or death, unless officers of the parties have executed an agreement specifically governing
such use. Buyers represent that they have all necessary expertise in the safety and regulatory ramifications of their applications, and
acknowledge and agree that they are solely responsible for all legal, regulatory and safety-related requirements concerning their products
and any use of TI products in such safety-critical applications, notwithstanding any applications-related information or support that may be
provided by TI. Further, Buyers must fully indemnify TI and its representatives against any damages arising out of the use of TI products in
such safety-critical applications.

TI products are neither designed nor intended for use in military/aerospace applications or environments unless the TI products are
specifically designated by TI as military-grade or "enhanced plastic." Only products designated by TI as military-grade meet military
specifications. Buyers acknowledge and agree that any such use of TI products which TI has not designated as military-grade is solely at
the Buyer's risk, and that they are solely responsible for compliance with all legal and regulatory requirements in connection with such use.

TI products are neither designed nor intended for use in automotive applications or environments unless the specific TI products are
designated by TI as compliant with ISO/TS 16949 requirements. Buyers acknowledge and agree that, if they use any non-designated
products in automotive applications, TI will not be responsible for any failure to meet such requirements.

Following are URLs where you can obtain information on other Texas Instruments products and application solutions:

Products Applications

Audio www.ti.com/audio Communications and Telecom www.ti.com/communications

Amplifiers amplifier.ti.com Computers and Peripherals www.ti.com/computers

Data Converters dataconverter.ti.com Consumer Electronics www.ti.com/consumer-apps

DLP® Products www.dlp.com Energy and Lighting www.ti.com/energy

DSP dsp.ti.com Industrial www.ti.com/industrial

Clocks and Timers www.ti.com/clocks Medical www.ti.com/medical

Interface interface.ti.com Security www.ti.com/security

Logic logic.ti.com Space, Avionics and Defense www.ti.com/space-avionics-defense

Power Mgmt power.ti.com Transportation and Automotive www.ti.com/automotive

Microcontrollers microcontroller.ti.com Video and Imaging www.ti.com/video

RFID www.ti-rfid.com

OMAP Mobile Processors www.ti.com/omap

Wireless Connectivity www.ti.com/wirelessconnectivity

TI E2E Community Home Page e2e.ti.com
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